11-20-2015-13:04:07 to 11-20-2015-14:04:07

@
1"PT SwNn L)
gov IDF Under Attack
www.gov.il Da.||y Report
|Top Targets |
1, 600+
Beitan aka.idf.il
M dover.idf.il
B nadimatal .idf.i
B aka idf.il
N”gber W atal.idf.il
At acks W anan.idf.il
I nobi le.idf.il
M refuah.idf.il
lawidf.il
M hinush.idf.il

Top Tar get

[Top Attackers |

1, 600

1, 200
W 185. 120. 126. 26
46. 19. 86. 23
800 M 46.19.86.9
66. 249. 64. 233
Nu r(;ber Bl 167. 114. 156. 16
89. 139. 21. 224
At tacks 400- -

I 41.33.231.90
M 100. 100. 111. 22
202.3.255.8

M 202. 3. 255. 12

o <
o o & © % o
o> S oF W oV oV N SN
! o | . .
R A N S S
$ &g 8 S

Top Attackers



11-20-2015-13:04:07 to 11-20-2015-14:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 9747
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 207
100. 100. 67. 131 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie dr op 19
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 8
109. 67. 98. 118 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 6

62. 219. 254. 22 | srael 147.237.72. 167 ishurimaka.idf.il |Block Udp All Nets drop 3
79.183. 14. 170 | srael 147.237.72. 166 aka.idf.il Bl ock_Wp Al _Nets drop 3

81. 218. 206. 82 | srael 147.237.77. 170 naar achot . i df . il B ock_Udp Al _Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack dr op 2
113.108.21. 16 Chi na 147.237. 76. 31 nakchal .idf.il JLM Under Attack Con_Tcp drop 2
82.221.105. 7 I cel and 147.237. 76. 200 eitan. aka. idf.il Bl ock Wp Al Nets drop 1
185. 3. 144. 12 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnalure Devi ce Action |Oount

79.182. 215. 14 I srael 147. 237. 72. 166 aka.idf.il |CL000098: Bl ock - dns poisoning B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
Sreaning BEngine: TCP Invalid i i ssi
185. 120. 126. 26 147. 237. 76. 200 |ei tan. aka. i df .| g =g Invalid segnent retransmssion. drop 1311
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
66.249. 64.233 |Whited Sates |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransnission. drop 152
Ret ransmi ssi on Packet dr opped.
89.139.21.224 |israel 147.237.77. 233 |atal .idf. il Bad TCP sequence SN retransmt wrth different monitor |54
w ndow scal e
100. 100. 111. 22 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 37
202. 3. 2565. 8 French 147.237.77. 216 |dover.idf.il  |drop First packet isn't SWN drop 37
Pol ynesi a
202.3.255.12 |7 ench 147.237.77. 216 |dover.icf.il  [dro First packet isn't SWN dro 37
. 3. . Pol ynesi a . .77, idf. p pac p
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
54.244.22.103 |Whited Sates |[147.237.77.216|dover.idf.il drop First packet isn't SW drop 34
172.56.34.202 |Whited Sates |[147.237.77.216|dover.idf.il drop First packet isn't SYN drop 30
189.69.192.91 |Bazil 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 30
. . SWNretransmit wth different .
213.57.194.176 |lsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence Vi ndow scal e noni t or 22
Sreaning Engine: TGP Invalid i i ssi
137.135.176. 175|Wited Sates |147. 237. 77. 216 |dover. i of . i | 9 =g Invalid segment retransmssion. drop 18
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19. 86.9 I'srael 147.237.0.19 |madimatal.idf.i 9 =g Invalid segnent retransmssion. dr op 18
Ret r ansni ssi on Packet dropped.
100. 100. 102. 1 147.237. 72. 166 |aka. i df .i | drop First packet isn't SWN drop 15
Sreaning BEngine: TCP Invalid i i ssi
91.223. 208. 246 |Qyprus 147. 237. 77. 216 |dover. i df . i | 9 =g Invalid segnent retransmssion. drop 15
Ret ransni ssi on Packet dropped.
173.252.89.55 |lhited Sates |[147.237.77.216|dover.idf.il drop First packet isn't SYN drop 14
100. 100. 63. 209 147.237. 72. 156 |anan.i df . il drop First packet isn't SN drop 13
100. 100. 67. 131 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 13
37.201.168.12 |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
reamng BEngine: TCP Invali i i ssi
87.68.54.124  |Israel 147. 237,77, 243 |rti 1 e i 11 | €M NG Engi ne: TP alid  Jinvalid segrent retransnission, drop 12
Ret ransm ssi on Packet dropped.
100. 100. 85. 133 147.237.72. 166 |aka.i df .il drop Frst packet isn't SYN drop 12
109. 200. 30. 168 LK*i"rf:gom 147.237.77. 216 |dover.idf.il  |drop First packet isn't SIN drop 12
Sreamng Engine: TCP Invalid i i ssi
77.125.113. 139 | srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. dr op 12
Ret r ansni ssi on Packet dropped.
100. 100. 85. 133 147.237. 72. 156 |anan.i df .i | dr op First packet isn't SYN drop 12
2.54.9.83 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
100. 100. 14. 128 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
173.252.121. 113|lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 10
79.177.13. 195 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
92.247.181.29 |Bulgaria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
68.180.228. 112 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 10
87.203. 103. 152 |G eece 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
77.127.242.94 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 9
Sreaning Engine: TGP Invalid i i ssi
109. 67.63. 149 |Israel 147. 237. 77. 216 |dover. i of . i | 9 =9 Invalid segment retransmssion. drop 9
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.15. 143 I srael 147. 237.77. 243 |nubil e.i df .i g =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
46.19. 86. 9 | srael 147.237.0.19 |nadi matal.idf.i |[SYN Attack SYN -> SYN-ACK -> RST rej ect 9
37.26. 149. 195 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
Sreamng Engine: TCP Invalid i i ssi
109. 67. 154. 130 |Israel 147. 237. 77. 216 |dover i of . i 9 =g Inval i d segnent retransnission. drop 9
Ret r ansmi ssi on Packet dr opped.
37.26.147.190 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
46.19. 85. 197 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
173.252.89.58 |lhited Sates |[147.237.77.216|dover.idf.il drop First packet isn't SYN drop 8
84. 94. 59. 64 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
Sreamng Engine: TCP Invalid i i ssi
66.249. 64.238 |Uited Sates |147.237. 77. 216 |dover.idf i 9 =g Invalid segnent retransmssion. dr op 8
Ret r ansni ssi on Packet dropped.
72.9.148. 10 Lhited Sates |147.237.77.74 |lawidf.il drop First packet isn't SYN drop 7
79.176. 196. 208 || srael 147.237.72. 166 |aka.i df i Bad TCP sequence S retransmt with different monitor |7
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
66.249. 64.243 |Whited Sates |147.237.77.216 |dover.idf.il 9 =g Invalid segnent retransnission. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi
46.19.86.123  |israel 147.237.77. 243 |nobi l e, i df . 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
79.177.134.122 |Israel 147.237. 72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
109. 67.98. 118 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
46. 19. 85. 200 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
192. 117. 138. 212|l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 6
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|Top Attackers In V\AF|

At acker Devi ce

Target Address |[Site S gnature

‘Count

Gountry Action

185. 120. 126. 26 147.237.76. 200 |ei tan. aka. i df . i | Igg'\f;g f;G.tgg Sane Response (ode (404) in Session from B ock 329
46. 19. 86. 23 I srael 147.237.0.19 |madimatal .idf.i|Too Many of the Sane Response Code (404) in Session from46. 19. 86.23 [B ock 241
46.19.86.9 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 141
46.19.86.9 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 116
46.19. 86. 23 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode B ock 112
46. 19. 86. 23 I srael 147.237.0.19 |nadi matal .idf.i|Too Miny of the Sane Response Code (403) in Session from46. 19. 86. 23 |B ock 39
37.26.149. 167 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 9
80. 246. 136. 88 |lIsrael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 6
185. 32. 179. 194 || sr ael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode B ock 6
2.54.52. 146 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
79.179. 152. 219 | srael 147.237.72. 166 [aka. i df . i | D stributed Unknown HTTP Request Met hod B ock 4
79.179. 152. 219 | srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Qode Character in Mthod B ock 4
2.54.135.81 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
79.179. 152. 219 [l srael 147.237.72. 166 |aka. i df . i | Dstributed Ml fornmed LRL Bl ock 4
95.35.164.91 |[Israel 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode B ock 3
79.182.215.14 |Israel 147.237.72. 166 |aka. i df . i | Miltiple NILL Character in Header Nane from 79.182.215. 14 Bl ock 3
79.182.215.14 |lIsrael 147.237.72. 166 [aka. i df . i | Ml tiple Abnormal |y Long Header Line from 79.182.215. 14 B ock 3
176.13.23.112 |l srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 3
79.182.215.14 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unknown HTTP Request Method from 79.182. 215. 14 B ock 3
79.182.215.14 |lIsrael 147.237.72. 166 [aka. i df . i | Ml tiple Abnormal |y Long Request from 79.182.215. 14 B ock 3
109. 66. 22. 247 |l srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 3
84.228.70.201 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.179. 152. 219 | srael 147.237.72. 166 [aka. i df . i | Dstributed Aonormal |y Long Request B ock 3
79.182.215.14 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in Header Nane from79.182.215. 14 |B ock 3
66. 249. 64. 233 [l srael 147.237.77. 216 |dover . i df . i | Mil tipl e Unhauthorized URL Access from 66.249. 64. 233 B ock 3
79.182.215.14 |lIsrael 147.237.72. 166 |aka. i df . i | Ml tiple Ml formed HTTP Header Line from 79.182.215. 14 B ock 3
176.13.16.36  |Israel 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode B ock 3
79.182.215.14 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Il1legal Byte Gode Character in Header VAl ue from79.182.215.14 |B ock 3
79.182.215.14 |lIsrael 147.237.72. 166 |aka. i df . i | Ml tiple Mal formed URL from 79.182. 215. 14 B ock 3
79.179. 152. 219 [l srael 147.237.72. 166 |aka. i df . i | Dstributed Ml formed HTTP Header Line B ock 2
176.13.16.61 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46.19.85.211 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
5.29.76.120 I st ael 147.237.72.166 [aka. i df . i | mu;;:ri Id?éidl /N:Taatiihn(;cl]i ?Ts-ll gu\tsh(:r::ri cat i onservi ce. asnx/ get aut huser Bt ock 2
164. 138. 115. 64 || srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unhaut hori zed URL Access from 164. 138. 115. 64 B ock 2
79.182.215.14 |lIsrael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in Mthod from 79. 182, 215. 14 B ock 2
84.94.176.7 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
79.179. 152. 219 [l srael 147.237.72. 166 |aka. i df . i | D stributed Aonornal ly Long Header Line B ock 2
85. 250. 178. 141 | srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
149. 78. 213. 173 [l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
176.12.148.34 |Israel 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/nekudot/i ndex B ock 2
79.182.215.14 |lIsrael 147.237.72. 166 [aka. i df . i | Mitiple Illegal HITP \ersion from79.182. 215. 14 B ock 2
79.179. 152. 219 |I srael 147.237.72. 166 |aka. i df . i | Ostributed I11egal HITP \ersi on B ock 2
87.68.54.124 |[lIsrael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 2
79.179. 152. 219 [l srael 147.237.72. 166 |aka. i df . i | Ostributed NILL Character in Mt hod B ock 2
79.179. 152. 219 |I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in Header Nane B ock 2
79. 183. 155. 148 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
92.112. 241. 45 |Wkraine 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df.il/main/ B ock 2
79.179. 152. 219 |I srael 147.237.72. 166 |aka. i df . i | Ostributed |11egal Byte Gode Character in Header Val ue B ock 2
37.142.141.27 |Israel 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 2
87.68.250. 250 |lsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
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