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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
176. 23. 48. 252 Denmar k 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3377
192.118. 30. 102 | srael 147.237.72. 167 i shurimaka.idf.il|Anonmal y- TLS-renegotiation-Qi dest - r eset 129
185. 32.179. 2 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie dr op 117
10.0.0.1 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 26
62. 219. 99. 130 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 6
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 6
37.26. 149. 232 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 5
109. 66. 178. 245 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 4
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 3
81.218. 206. 82 I srael 147.237.77. 216 dover.idf.il Block Udp All Nets drop 3
204. 42. 253. 2 Lhited Sates 147. 237. 76. 202 e halag.idf.il Block Np Al Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 199 e.nakchal .idf.il |B ock Np Al _Net drop 2
79.177.131. 81 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
204. 42. 253. 2 Lhited Sates 147.237. 76. 200 eitan.aka.idf.il |Bock Np All_Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 201 e atal.idf.il Bock Np Al Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 198 e.yohalan.idf.il |Bock Np Al Net drop 2
185. 32.179. 70 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
10.0.0.11 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
2.54.45.10 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
95. 128. 56. 36 Tur key 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
2.54.174. 75 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |SgnaIure |Devi ce Action |Count |

109. 65. 15. 235 I srael 147.237.77.170 |mmarachot.idf.il |CL000004: HITP. options nethod (M crosoft) B ock 1
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|Top Attackers In FW |

At acker

Devi ce

ountry Target Address [Ste Signature Acti on ‘Count
66.249. 64. 233 |Wited Sates |147.237.77. 216 |dover.idf.il Streaning Engine: TCP Invalid invalid segnent retransnission. drop 106
Ret r ansni ssi on Packet dropped.
46.19.85.47  |israel 147.237.0.19  |radimatal icr i[> S NG Engine: TCP Invalid  finvalid segnent retransnission drop 39
Ret ransni ssi on Packet dr opped.
202. 3. 2565. 8 ;Ie;rfgsia 147. 237. 77. 216 |dover. i of . i | dr op Frst packet isn't SWN drop 38
202.3.255.12 |ench. 147. 237. 77. 216 |dover. i df .i | drop First packet isn't SN drop 38
Pol ynesi a
109. 67. 144. 204 |Israel 147.237.76.42 |refuah.idf.il  |Bad TCP sequence mdﬁr::aslrit wWth different moni tor |27
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 26
37.26.146. 171 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 21
172.56.34.202 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 20
100. 100. 10. 195 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 19
194.112.8.5 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> RST rej ect 18
41.33.231.90 |Egypt 147.237.77. 216 |dover.i df .i | drop drop 17
100. 100. 77. 33 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 16
5.29.217. 152 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 16
41.202.219.72 |Cameroon 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 14
100. 100. 77. 33 147.237. 72. 156 |anan.i df .i| dr op First packet isn't SYN drop 13
82.80.27.122 |Israel 147.237.72. 166 |aka.i df .i SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 12
82.80.27.122 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence Smae el reansm wehdifferent | onitor |12
109. 200. 30. 168 LKri]ir:;gom 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 12
79.178.35.85 [Israel 147,237, 72. 167 | shuri maka. i o i || €3 NG Engi ne: TP Tnvalid - fimwal i d segrent retransissi on. drop 12
Ret r ansni ssi on Packet dropped.
213.57.138.92 |Israel 147.237.72. 166 |aka.i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 12
2.54.169.12  [Israel 147.237.76. 200 [eiten. aka i i1 [/ €3 NG Engine: TP Invalid il id segent retransmssion drop 12
Ret r ansni ssi on Packet dropped.
66.249. 64. 233 |lLhited Sates [147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 11
69.175.127.10 |lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SN drop 10
79.183. 163. 139 [l srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SN drop 9
46.19.85.94  |israel 147. 237. 77. 216 |dover i df . Streaning Engine: TCP Invalid invalid segrent retransnission drop 9
Ret ransni ssi on Packet dr opped.
79.176.207.70 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
46. 120. 145. 253 |l srael 147.237.72. 166 |aka.i df .il dr op Frst packet isn't SYN drop 9
100. 100. 16. 15 147.237.72. 166 |aka.i df i drop First packet isn't SWN drop 9
109. 64. 41. 90 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
84.108. 27. 57 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
128.242.249. 10 |Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 8
54.224.21. 23 Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 8
109. 67. 165. 133 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 7
46. 120. 145. 253 |l srael 147.237.72. 166 |aka.i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 7
149.88.22.32 |Israel 147.237.77. 234 |nal ag.i f . i Bad TCP sequence mdﬁr::aslrit wWth different moni tor |7
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
79.180. 173. 136 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
85. 250. 80. 231 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
79.179.125.51 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
87.68.57.223 |Israel 147237, 72. 167 |i shurimaka i i | ' €M NG Engine: TCP Invalid inval i d segnent retransnissi on dr op 6
Ret r ansni ssi on Packet dropped.
185. 3. 146. 226 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber alert 6
68. 180.228. 112 |Lhited Sates [147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 6
46.117.19. 98 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
85. 64. 157. 244 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
2.52.2.34 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
46. 120. 145. 253 [I srael 147.237.72. 166 |aka. i df i Bad TCP sequence mﬁ;c:reansm wehdifferent | onitor o
185. 3. 146. 226 |l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
77.125. 134. 166 | srael 147. 237. 72. 166 |aka.i df . i Streamng Engi ne: TCP Ivalid finvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
109. 66. 178. 245 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
66.249. 64.243 |Uhited Sates |147.237.77.216 |dover.idf.il Streaning Engine: TCP Invalid invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
207.241.226.41 |Wnited Sates |147.237.76.31 [nakchal .idf.il |Mitiple Wauthorized LR Access from 207.241. 226. 41 Bl ock 77
2.54.174. 157 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode Bl ock 63
87.69. 193. 30 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 51
46. 19. 85. 47 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 44
46. 19. 86. 23 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode Bl ock 37
2.54.14. 228 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 33
87.69.166. 175 |lsrael 147.237.72. 166 |aka. i df . i | Dstributed Uhauthorized URL Access on ww aka. i df .il/ufi/reaction/ Bl ock 8
212.179.230.11 |[Israel 147.237.72. 166 |aka. i df . i | PHP At t enpt Bl ock 8
212.179.230.11 [israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to www aka. i df . i1/ aj ax/ pages/ f an_st at us. php Bl ock 8
217.194. 206. 122|1 srael 147.237.76.86 |navy.idf.il Mil tipl e Wauthori zed URL Access from 217. 194. 206. 122 B ock 7
95. 86. 76. 112 I srael 147.237.72. 166 |aka. i df . i | O stributed Whaut hori zed UR. Access on vwwn aka. i df . il /ufi/reaction/ Bl ock 7
176.13.22.165 |Israel 147.237.77. 243 |nobi | e. i df . i | Ez[ﬂtt ?&Tff’?ﬁﬂﬂl%l@g&fﬁsimd n Bl ock 4
79.182.201. 146 |lsrael 147.237.72. 166 |aka. i df . i | Dstributed Uhaut horized URL Access on ww aka. i df .il/ufi/reaction/ Bl ock 4
93.172.70. 21 I srael 147.237.72. 166 [aka. i df . i | Dstributed Uhaut horized URL Access on ww aka. i df .il/ufi/reaction/ Bl ock 4
2.54.128. 83 | srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response (ode B ock 4
79.182.215.14 |Israel 147.237.72.166|aka. i df . i | Mitiple Illegal Byte Gode Character in URL from79.182. 215. 14 Bl ock 3
46.19. 85. 164 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
185.32.179.55 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response (ode B ock 3
79.176. 23. 96 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.182.215.14 |[israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unknown HTTP Request Method from 79. 182. 215. 14 Bl ock 3
79.182.215.14 |[Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal HITP \ersion from79.182. 215. 14 Bl ock 3
185. 32.179. 185 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.182.215.14 |[israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in Header Nane from79.182.215.14 (B ock 3
2.54.135. 64 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response (ode B ock 3
37. 46. 39. 58 | srael 147.237.77.216|dover. i df .il D stributed Suspici ous Response Code Bl ock 3
79.182.215.14 |[israel 147.237.72. 166 [aka. i df . i | Ml tiple Malformed URL from 79.182. 215. 14 Bl ock 3
176.13.20.205 |Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19. 85. 98 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
77.127.255.201 |[israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
79.182.215.14 |[Israel 147.237.72. 166 [aka. i df . i | Mil tiple Abnormal |y Long Header Line from 79.182.215. 14 Bl ock 2
31.168.68.200 |[Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 2
149. 78. 25. 81 I srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
207.241.226.41 |Wited Sates |147.237.76.31 |nakchal .idf.il |PHP Attenpt Bl ock 2
79.182.215.14 |lIsrael 147.237.72. 166 [aka. i df . i | Mil tiple Abnormal |y Long Request from 79.182.215. 14 Bl ock 2
204.13.200.200 [Uhited Sates [147.237.77.216|dover. i df il D stri buted lﬂqﬁgfg‘gzgfﬂeﬁﬁc_f&” Bl ock 2
37.26.146.164 |lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock

84. 108. 47. 67 I srael 147.237.72. 166 |aka. i df . i | O stributed Whaut hori zed UR. Access on vww aka. i df . il /ufi/reaction/ Bl ock

46.19. 86. 179 | srael 147.237.77.74 |lawidf.il \;Px,a\;var:fme: d;r)_/??/ \2,10(:- itell grallt ﬁ?t Z;ﬁ')'(bader 18ucheader Sear chi xt Search I B ock 2
79.182.215.14 |lIsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Mal formed HTTP Header Line from 79.182.215. 14 Bl ock 2
109. 65. 16. 33 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for waw aka. i df .il/mai n/ giyus/ general . aspx  |Bl ock 2
176.13.5.119 | srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 2
79.182.215.14 |Israel 147.237.72.166|aka. i df . i | Mitiple Il1legal Byte Qode Character in Header Val ue from79.182.215.14 |B ock 2
46.19. 85. 216 I srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
79.182.215.14 |[Israel 147.237.72. 166 [aka. i df . i | Abnormal |y Long Request net hod Bl ock 1
185. 3. 146. 226 |l srael 147.237.72.166|aka. i df . i | Lhtraceabl e SSL Sessi ons: sigal gs DoS Attack None 1
37.142.157.56 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 37. 142, 157. 56 Bl ock 1
79.183. 155. 148 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
176.12.145.77 |Israel 147.237.72.166|aka. i df . i | Lhtraceabl e SSL Sessi ons: sigal gs DoS Attack None 1
79.182.215.14 [israel 147.237.72. 166 [aka. i df . i | Mil tiple NLLL Character in Header Narme from 79. 182, 215. 14 Bl ock 1
46.19. 85. 234 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
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