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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
52. 33. 66. 29 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 522
82. 145, 218. 113 Eur ope 147.237.76. 42 refuah.idf.il B ock_|p VWb In drop 13
204. 93. 154. 216 Lhited Sates 147.237.77. 216 dover.idf.il JLM Dover Con Limt Htps drop 11
83. 233. 120. 46 Sweden 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 3
83. 233. 115. 95 Sweden 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 2
64. 68. 243. 103 Lhited Sates 147.237.77.216 dover.idf.il Inval i d TP H ags dr op 2
99. 66. 218. 32 Lhited Sates 147.237.77.216 dover.idf.il Inval i d TGP H ags dr op 2
213.185. 249. 81 Sweden 147.237.77.216 dover.idf.il Invalid TGP H ags drop 2
222.186. 34. 204 Chi na 147.237.76. 44 e.refuah.idf.il |JLM Under Attack Con Tcp drop 2
83. 233. 133. 34 Sweden 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
193.12.174. 80 Sweden 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
69. 9. 76. 15 Canada 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
104. 245. 224. 80 147.237.77.216 dover.idf.il Inval i d TP H ags dr op 1
66. 129. 62. 127 Lhited Sates 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
94. 135. 253. 75 Ger nany 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
213.148.7.110 Russi an Federation 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
82.164. 21. 30 Nor way 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
180. 97. 106. 36 Chi na 147.237.76. 34 yohalan.idf.il |B ock Np Al _Net drop 1
81.191. 73. 101 Nor way 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
167. 216. 16. 38 Lhited Sates 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
62.72. 247. 24 F nl and 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
89. 176. 164. 70 Czech Republic 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
209. 159. 197. 52 Lhited Sates 147.237.77.216 dover.idf.il Inval i d TP H ags drop 1
24.105. 238. 119 Lhited Sates 147.237.77.216 dover.idf.il Inval i d TP H ags dr op 1
87.245. 167. 106 Russi an Federation 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
206. 174. 247. 100 Lhited Sates 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
74.205.152. 12 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
142. 4. 193. 203 Lhited Sates 147.237.76. 38 eeneitav.idf.i|B ock Wp All Nets drop 1
69. 196. 155. 21 Canada 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
118. 5. 50. 62 Japan 147.237.77. 216 dover.idf.il L4 Source or Dest Port Zero drop 1
84. 208. 242. 34 Nor way 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
196. 47.173. 15 te Dlvoire 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
188. 175. 155. 90 Czech Republic 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
67.22.82. 4 Canada 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
98. 27. 208. 103 Lhited Sates 147.237.77.216 dover.idf.il Inval i d TP H ags dr op 1
216. 238. 242. 98 Lhited Sates 147.237.77.216 dover.idf.il Inval i d TP H ags dr op 1
212.50. 4. 119 Bul gari a 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
174.138. 202. 101 Canada 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
93.185. 1. 39 Czech Republic 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
45. 124, 216. 2 147.237.77. 216 dover.idf.il Inval i d TP H ags drop 1
89. 160. 31. 37 Sweden 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
208. 111. 72. 43 Canada 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
78.136. 77. 77 Spai n 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
152. 3. 208. 12 Lhited Sates 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
73.133.69. 12 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
141. 32. 80. 34 Cer nany 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
87.72.115. 57 Dennar k 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
198. 111. 33. 13 Lhited Sates 147.237.77.216 dover.idf.il Inval i d TP H ags dr op 1
83. 233. 133. 70 Sweden 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
193. 34.68. 7 Ger many 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Devi ce Action |Count

212.179. 165. 129 I srael 147.237.76.31  [nakchal .idf.il [Cl000004: HTTP. options method (M crosoft) B ock 3
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

202. 3. 255. 8 147.237.77. 216 French Pol ynesi a dover.idf.il |GPL SCAN nmap TCP 28
202. 3. 255. 12 147.237.77. 216 French Pol ynesi a dover.idf.il |GPL SCAN nmap TCP 28
94. 130. 205. 63 147.237.77. 216 krai ne dover.idf.il |ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
213.57.58. 162 147.237.77. 216 I srael dover.idf.il |portscan: TCQP Distributed Portscan 1
149. 78. 154. 69 147.237.77. 216 I 'srael dover.idf.il |portscan: TCP Distributed Portscan 1
148. 248. 0. 33 147.237.77. 216 Mexi co dover.idf.il |ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
94.131. 47. 17 147.237.77. 216 Russi an Federation dover.idf.il |ET DROP Spamhaus DRCP Listed Traffic | nbound 1
94.130. 163. 75 147.237.77. 216 Wkrai ne dover.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
199. 34. 191. 33 147.237.77. 216 Wited Sates dover.idf.il |ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
148. 248. 233. 31 147.237.77. 216 Mexi co dover.idf.il |ET DROP Spamhaus DRCP Listed Traffic | nbound 1
143.135. 9. 84 147.237.77. 216 Lhited Sates dover.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1




11-20-2015-08:04:09 to 11-20-2015-09:04:09

|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
205.203.135.1 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 306
50.118.197. 151 |lLhited Sates 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 156
5.255. 253,157  |Ussian 147. 237. 77. 216 |dover. i df .i |dr op First packet isn't SIN drop 102
Feder ati on
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SN drop 102
37.140. 141. 2 gj:::lnl on 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SN drop 100
66. 24064233 |Uited Saes  |147.237. 77. 216 oover. i i[> FEAM NG Bngine: TCP Invalid nvalid segnent retransmssi on. drop 96
Ret r ansni ssi on Packet dr opped.
41. 33. 232. 66 Egypt 147. 237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 94
208.69.40.101 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 77
37.26. 146. 197 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SWN drop 70
80. 181. 120. 2 Italy 147. 237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 68
54.72.73.168 Irel and 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 64
54.224.21. 23 Lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SWN drop 63
52. 16. 5. 197 Lhited Sates 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 63
72.9.148. 10 Lhited Sates 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 58
218.249. 201. 130|Chi na 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SWN drop 57
109. 200. 30. 168 |Uni ted Ki ngdom|147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 48
37.26.148.156 |lsrael 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 42
68.180.228. 112 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 41
66.249.93.200 |lhited Sates 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 41
37.201. 168. 140 |Ger many 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 40
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 39
202. 3. 255. 12 French Pol ynesi a |147. 237. 77. 216 |dover. i df . i [dr op First packet isn't SYN drop 38
41.202.219.73 |Caner oon 147.237. 77. 216 |dover. i df . i [dr op First packet isn't SN drop 38
66. 249. 64. 243 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SWN drop 37
202. 3.255. 8 French Pol ynesi a |147. 237. 77. 216 |dover. i df . i [dr op First packet isn't SYN drop 37
108.59.253.71 |lhited Sates 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SN drop 36
66.249. 64.233 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 36
79.66.252.209 |United Ki ngdom|147.237.77. 216 [dover.idf.i|dr op First packet isn't SYN drop 34
52.34.23.129 Lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 34
52.11.255.218 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 33
54.72.0.55 Irel and 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 33
46.19.85.141  |Israel 147, 237.77. 216 |cover i 1| ' SAM NG Engine: TP Inval i d Inval i d segnent retransmssi on. drop 33
Ret r ansni ssi on Packet dr opped.
66.249.93.192 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 30
50. 87. 144.145 |lhited Sates 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 29
54. 244, 22. 103 Lhited Sates 147.237.77. 216 |dover.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 27
54.244.22.103 |thited Sates  |147.237.77.216|dover.idf.i|Bad TCP sequence Invalid ACK nunber aert 25
66.249. 64. 238 |l srael 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 24
41.33.231.90 Egypt 147.237.77. 216 |dover.i df .i|dr op drop 24
204.12.251.37 |lWhited Sates 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 21
190. 33. 50. 47 Pananma 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 21
136. 243.5.203 |Ger many 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 20
199. 255. 211. 74 g”&;ymus 147. 237. 77. 216 |dover. i df .i |dr op First packet ism't SWN drop 20
149. 78.181. 107 |l srael 147.237. 77. 216 |dover. i df . i [dr op First packet isn't SYN drop 18
66.249.93.196 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 17
82.192. 68. 46 Net her | ands 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 16
87.203.103. 152 |G eece 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 16
169.253.194.1 |lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 16
207.46.13.130 |Uited Sates  |147.237.72. 166|aka iar i1 [ ST NG Engine: TP Invalid nval i d segnent retransmssi on. drop 15
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 78 | srael 147.237.72. 166 |aka.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 15
37.26.146.218 |lsrael 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 15
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
2.54.128.83 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 49
176.12.148. 198 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 20
193.106.54.32 |Israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code Bl ock 20
176. 12. 146. 203 |Israel 147.237.0.17 ][nlnly kosher - kravi . i d Distributed I11egal Parameter Encoding None 6
37.26.146.140 |l srael 147.237.0. 17 ;nlnly Kosher-kravi.idf, @ e Illegal Paraneter Encoding None 4
176.13.9. 212 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
46.118. 155. 216 |Ukraine 147.237.77.74 |lawidf.il Ml tiple Uhauthorized URL Access from 46. 118. 155. 216 B ock 3
176.13.14. 179 |israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code Bl ock 3
37.26.149.196 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
176. 13. 16. 69 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
2.54.37.156 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code Bl ock 3
213.57.184. 121 |Israel 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
176.13.23.210 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
109. 65. 24. 79 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/ufi/reaction/ Bl ock 2
176.13.2.19 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 2
2.54.176. 202 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
176.13.2.174 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code Bl ock 2
2.52.35.17 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
37.142.68.118 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
2.54.188. 62 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code Bl ock 2
176.12. 138. 154 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 2
93.172.140.86 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
207.241.226.42 |lnited Sates [147.237.72.166|aka.idf.il Ml tipl e Unhaut horized URL Access from 207.241. 226. 42 Bl ock 2
176.13.22.104 |Israel 147.237.0. 17 ][nlrrly kosher-kravi. id|, i ped I11egal Paraneter Encoding None 2
5.29. 178. 252 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
104.131.25. 244 |Uhited Sates |147.237.76.31 |nakchal .idf.il thautt hori zed LRL /ecess to Bl ock 1

nakhal . i df . i |/ 894- he/ nakhal . aspxshar ed/ user cont r ol s/ header upper /
Uhtraceabl e SS. Sessions: Protocol violation

204.93.154.216 |Wited Sates [147.237.77.216|dover.idf.il (SSL_OONN LI ENT HELLO) None 1

46.120. 81. 88 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
m ny- kosher-kravi .id _ .

176. 13. 4. 199 | srael 147.237.0. 17 fil Mitiple Illegal Paraneter Encoding from176. 13. 4. 199 None 1

37.26.147.220 [israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1

Unknown Paraneter _ VI EASTATEENCRYPTED i n

2.54. 63. 34 I srael 147.237.72. 166 |aka. i df . i | vw aka. i df . |/ nai v sachar / mar ki veysachar . aspx None 1
147.235. 8. 74 I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
84.109. 73. 58 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
46.19.86.253  [Israel 147. 237. 7. 176 |nat pash. i df . i | maze;ge;t Tpe ¥ ‘/"gztli_or:‘efcezg?ztp; " Bl ock 1
31.154.182.48 | srael 147. 237. 72. 156 |anan. i df . i | m“;:;’;_iizdiéiﬁtfggffmom_id“I/ B ock 1
207.46.13.100 [lnited Sates [147.237.76.42 |refuah.idf.il D stributed Whaut horized URL Access on 147.237.76. 42/ Bl ock 1
66. 249. 64. 157 I srael 147.237.76.42 |refuah.idf.il ﬂ?f’;g;’f'?g_egz}g‘pfgfsfzgé/oﬁ | es/ 1 si 26100x0/ 3261 pa Bl ock 1
37.26.148.173 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
157.55.39.36  [lhited Sates |147.237.77.176|nat pash.idf.il Unaut hori zed URL Access to 147.237.77.176/ B ock

84.111.241.139 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None

176.13.23.210 [Israel 147.237.0.19 |nadi matal .idf.il xf:f ;e; .Tiyd?i\lﬁ/?:mzi o g;i' goi%;m ent Pl acerol der 1Stxt Gpteha in gy o) 1
31.154.182.48 [Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to vww aka.idf.il/https:/ww aka. idf.il/ [B ock 1
109. 65. 121. 210 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
207.46.13.130 |lhited Sates |147.237.72.166|aka.idf .il Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66.249. 64. 233 [Israel 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 1
173.252.120. 119|Uhited Sates [147.237.72.166|aka.idf .il Untraceabl e SSL Sessions: sigal gs DS Attack None 1
85. 64.135.226 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
46.118. 155. 216 |Wkrai ne 147.237.77.74 |lawidf.il PHP Att enpt B ock 1
31.168.13. 78 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
109. 67.27.183 |lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1135-he/ atal . aspx  |Bl ock 1
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