11-20-2015-06:04:02 to 11-20-2015-07:04:02

@
1"PT SwNn L)
gov IDF Under Attack
www.gov.il Da.||y Report
|Top Targets |
360, 000"
270, 000+" X :
B dover.idf.il
180, 000 M aka.idf il
’ M naarachot .idf.il
00, 000 W awidf.il
Nugbef ’ M ishurimaka.idf.il
At acks .natpash.ldf:ll |
M nmadimatal .idf.il
M navy.idf.il
m ny- kosher-kravi .idf.il
W aman.idf.il

Top Tar get

[Top Attackers |

l 202.3.255. 8
202. 3. 255. 12

¥ 205. 203. 135. 1
94. 228. 34. 248

" réfber M 47.88. 13. 149
Attacks M 66. 249. 93. 192

Il 66. 249. 64. 233

W 41.33.231.90
223.62.234. 46

M 41.33.232.66

Top Attackers



11-20-2015-06:04:02 to 11-20-2015-07:04:02

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
71.50.124. 58 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 1426
200. 17. 226. 6 Brazil 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 1124
41. 33. 232. 66 Egypt 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 792
220.181. 108. 96 Chi na 147.237.77. 74 lawidf.il |TCP handshake violation, first packet not syn drop 389
204.93. 154. 216 Lhited Sates 147.237.77. 216 dover.idf.il|JJLMDover _Con Linmt_Htps drop 11
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il|DCS- Tool - Swi t chbl adG dest - r eset 8
92.27.175.120 Unit ed Ki ngdom 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 6
68. 194. 212. 93 Lhited Sates 147.237.77.216 dover.idf.il|lnvalid TGP H ags dr op 3
83. 168. 107. 83 Pol and 147.237.77. 216 dover.idf.il|lnvalid TGP Hags drop 3
116. 201. 31. 63 Korea, Republic of 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 3
92. 27.147. 88 Uhi t ed Ki ngdom 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 86 navy.idf.il |[Block Np Al Net drop 2
66.225. 191. 105 Canada 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 2
24.105. 197. 76 Lhited Sates 147.237.77.216 dover.idf.il|lnvalid TGP H ags dr op 2
209. 40. 140. 67 Lhited Sates 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
79.149. 12. 108 Spai n 147.237.77. 216 dover.idf.il]lnvalid TGP H ags drop 1
174.141.179. 53 Lhited Sates 147.237.77. 216 dover.idf.il]lnvalid TGP H ags drop 1
64. 18. 229. 102 Lhited Sates 147.237.77.216 dover.idf.il]lnvalid TGP H ags drop 1
94.135. 219. 116 Cer many 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
62. 80. 158. 78 F nl and 147.237.77.216 dover.idf.il|lnvalid TGP H ags dr op 1
75.142. 53. 26 Lhited Sates 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
128.127.82.7 Pol and 147.237.77. 216 dover.idf.il]lnvalid TGP H ags drop 1
31. 209. 41. 102 Sweden 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
85. 8.47.124 Sweden 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
24.105. 254. 55 Lhited Sates 147.237.77.216 dover.idf.il]lnvalid TGP H ags drop 1
83. 240. 65. 54 Czech Republi c 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 1
194. 184. 190. 83 Italy 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
108. 59. 79. 43 Canada 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
65. 255. 188. 28 Canada 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
94. 255. 163. 9 Sweden 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
216. 59. 227. 81 Canada 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
2.195.133.21 Italy 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 1
83.143.121. 57 Denmar k 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
186. 101. 173. 86 Ecuador 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
78.67.221. 11 Sweden 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
173. 241. 102. 29 Canada 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
63.248.51. 1 Lhited Sates 147.237.77. 216 dover.idf.il]lnvalid TGP H ags drop 1
94.135. 156. 12 Ger many 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 1
208. 69. 215. 110 Lhited Sates 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
46. 40. 135. 14 Italy 147.237.77. 216 dover.idf.il]lnvalid TGP H ags drop 1
89.21.212. 65 Italy 147.237.77. 216 dover.idf.il]lnvalid TGP H ags drop 1
201. 151. 163. 68 Mexi co 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
74.115.59. 44 Lhited Sates 147.237.77.216 dover.idf.il]lnvalid TGP H ags drop 1
160. 80. 13. 104 Italy 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 1
69. 31. 244. 21 Canada 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
112. 167.175. 78 Korea, Republic of 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
31.185. 24. 76 Nor way 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
84.215. 128. 16 Nor way 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
198. 47. 47. 57 Canada 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
83.233.97.12 Sweden 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Count
94.127. 33. 68 Sweden 147.237.72.166 |aka.idf.il| |[3808: HITP. SQ Injection Variable Declaration Evasion B ock 9
41.185. 31. 40 South Africa 147.237.77. 74 lawidf.il |3808 HITP. SQ Injection Variable Declaration Bvasi on B ock 8
200. 59. 205. 238 Argentina 147.237.77. 74 law idf.il |3808 HITP. SQ Injection Variabl e Declaration Evasion Bl ock 3
185. 106. 94. 2 147. 237.76. 86 navy.idf.il [0543: HITP. php.cgi Access B ock 1
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202.3.255.8 147.237. 77. 216 |French Pol ynesi a |dover.idf.il |GPL SCAN nmap TCP 498
202. 3. 255. 12 147.237.77. 216 |French Pol ynesi a [dover.idf.il |GPL SCAN nmap TCP 483
200. 59. 205. 238 |147.237.77. 74 |Argentina lawidf.il S Injection - Select From 11
41.185. 31. 40 147.237.77.74 |South Arica lawidf.il QA Injection - Select From 10
94.127. 33. 68 147, 237. 72. 166 |Swneden aka.idf.il SQ Injection - Select From 9
195. 34. 150. 18  [147.237.77. 216 |Austria dover.idf.il |Tehila - Perl LW with fake user agent 4
20367 9. 77 147 237 76.86  |Tai ven ey, i i1 SER’\/ER—IAPAO—E Apache nmod_ssl non-SSL connection to SSL port denial 3
of service attenpt

79.178.136.10 |[147.237.77. 216l srael dover.idf.il [ET SCAN NVAP -sA (2) 2
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il |Tehila - Perl LW with fake user agent 2
95.216.168. 78  [147.237.77. 216 |lkrai ne dover.idf.il [ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
170. 120. 200. 127|147. 237. 77. 216 |Lhited Sates  |[dover.idf.il |ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
136.228.120. 18 |147.237.77.216|lhited Sates  |[dover.idf.il |ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
1.235.195.234 |147. 237.76. 201 Efrea’ Republic o atal.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
209.51.37.105 |147.237.77.216|lhited Sates  |dover.idf.il |ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
148.178.139. 74 |147.237.77.216|lhited Sates  |[dover.idf.il |ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
162. 125. 141. 107|147, 237. 77. 216 |Lhited Sates  |[dover.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
128.199.77.8 147. 237. 77. 216 |S ngapor e dover.idf.il |ET DRCOP Sparmhaus DRCP Listed Traffic | nbound 1
199.200. 88.49 |147.237.77.216|thited Sates  |[dover.idf.il |ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
143.135.33.23 |147.237.77.216|lhited Sates  |[dover.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
74.117.209.135 |147.237.8.14 |lhited Sates [e.orchot.idf.i|ET SCAN Potential VNC Scan 5900- 5920 1
170.120. 46. 47 |147.237.77.216|lhited Sates  |[dover.idf.il |ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
136.228.74.94 |147.237.77.216|lhited Sates  |[dover.idf.il |ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
208.85.35.100 |147.237.77.216|lhited Sates  |dover.idf.il |ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
148.178.25.95 |147.237.77.216|lhited Sates  |[dover.idf.il |ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
94.130.176. 17  [147.237.77. 216 |lkrai ne dover.idf.il [ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
128. 168. 123. 111|147. 237. 77. 216 |Lhited Sates  |[dover.idf.il |ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
199.200. 74. 14  |147.237.77.216|thited Sates  |[dover.idf.il |ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
143. 49. 25. 89 147.237.77. 216 |hited Sates  |[dover.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
67.213.136. 105 |147.237.77.216|lhited Sates  |dover.idf.il |ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
159.223.88. 120 |147.237.77.216|lhited Sates  |[dover.idf.il |ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
170.113.182. 66 |147.237.77.216|lhited Sates  |[dover.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
134.209.190.29 |147.237.77.216|lhited Sates  |[dover.idf.il |ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
206.203. 80. 121 |147.237.77.216|Whited Sates  |dover.idf.il |ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
148.105. 176.57 |147.237.77.216|lhited Sates  |[dover.idf.il |ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
199.34.177.39 |147.237.77.216|lhited Sates  |[dover.idf.il |ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
140. 170. 147. 66 |147.237.77.216|thited Sates  |[dover.idf.il |ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
63. 141. 43. 70 147.237.77.216|hited Sates  |[dover.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
157.232.38.79 |147.237.77.216|lhited Sates  |[dover.idf.il |ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
128.168.86.58 |147.237.77.216|lhited Sates  |[dover.idf.il |ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
134.209.24.24 |147.237.77.216|lhited Sates  |[dover.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
204.236.12.19 |147.237.77.216|lhited Sates  |dover.idf.il |ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
148.105. 41. 102 |147.237.77.216|thited Sates  |[dover.idf.il |ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
91.200.241.36 |147.237.77.216 dover.idf.il [ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
170.113.101. 24 |147.237.77.216|lhited Sates  |[dover.idf.il |ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
198. 20. 22. 30 147.237.77.216|hited Sates  |[dover.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
140. 170. 50. 0 147.237.77.216|hited Sates  |[dover.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
54.72.0.55 147.237.77. 216 |Irel and dover.idf.il [portscan: TCP D stributed Portscan 1
150. 126. 245. 42 |147.237.77.216|lhited Sates  |[dover.idf.il |ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
122.202. 96. 126 |147.237.77. 216 |Phili ppi nes dover.idf.il |ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
204.106.174.17 |147.237.77.216|lhited Sates  |dover.idf.il |ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
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205.203.135.1 |Whited Sates 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SWN drop 343
94.228. 34. 248 zi;g’gom 147.237. 77. 216 |dover.i df .i|dr op First packet isn't SN drop 264
47.88. 13. 149 Canada 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 181
66.249.93.192 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 155
41. 33. 232. 66 Egypt 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 88
54.224.21.23 Lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 84
66.240. 64,233 |Uited Sates 147,237, 77. 216 |dover. i of || CAM NG Engine: TP Inval id Inval i d segrent retransmssi on. drop 82

Ret r ansm ssi on Packet dr opped.
223. 62. 234. 46 ?rea’ Republic |47, 237, 77. 216 |dover. i o .i |dr op First packet isnt SWN drop 77
108.59.253. 71 |lhited Sates 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SWN drop 73
41. 33. 231. 90 Egypt 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 72
38.111.147.88 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 65
24.187.172. 131 |Whited Sates 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SN drop 65
66.249.93.200 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 57
223. 62. 234. 91 Okfrea' Republ i€ 11 47 237.77. 216 |dover. i of .i |dr op Frst packet isn't SN drop 57
66.249.93.196 |Lhited States  |147.237.77. 216 |dover.idf.i[dr op First packet isn't SN drop 49
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 48
54.72.0.55 Ireland 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SN drop 47
54.72.73.168 Irel and 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 44
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 39
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SN drop 38
202. 3. 255. 8 ;e;‘rfgsl . 147. 237. 77. 216 |dover. i df . i [dr op First packet isn't SN drop 37
202. 3. 255. 12 g)lemh . 147. 237. 77. 216 |dover. i df . i [dr op Frst packet isn't SN drop 36
ynesi a
109. 200. 30. 168 E?irfsgom 147.237. 77. 216 [dover. i df .i|dr op First packet isn't SN drop 36
64. 46. 23. 242 Canada 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 36
195. 34.150. 18 |Austria 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 31
157.55.2.185  |United Sates  |147. 237,77, 216 |dover. iof | | CAM NG Engine: TCP Invalid nval i d segnent retransmssi on. drop 30
Ret r ansni ssi on Packet dr opped.

72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SN drop 30
207.46. 13. 4 Lhited Sates  [147.237.77.216 |dover.idf.i|dr op First packet isn't SN drop 26
107. 167. 116. 152|lhited Sates 147.237.77. 216 |dover.idf.i|SYN A t ack SYN -> SYN-ACK -> RST rej ect 23
183. 79. 220. 228 |Japan 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 22
95.185.134.70 |Saudi Arabia 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 21
204.93.154. 216 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 20
178. 63. 55.202 |Ger many 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SN drop 20
149.78.154. 69 |l srael 147.237.77. 216 |dover.idf.i[Bad TCP sequence Invalid ACK nunber noni t or 19
93.173.146.75 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 18
112. 203. 237. 43 |Philippi nes 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 18
66.249. 64.243 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 17
69.175.127.10 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 16
41.33.231. 90 Egypt 147.237.77. 216 |dover. i df .i|dr op drop 16
107.167. 116. 152|thited Sates  |147. 237. 77. 216 |dover.idf.i[dr op First packet isn't SN drop 16
66.249. 64.233 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 15
216. 238. 248. 220|Whited Sates 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SN drop 15
149.78.154. 69 |Israel 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 14
41. 33. 231. 90 Egypt 147.237.77. 216 |dover. i df .i|dr op SAMrul e drop 13
72.80.115. 97 Lhited Sates 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SN drop 13
66.249. 64.238 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 12
40.77.167. 11 Lhited Sates [147.237.72.166|aka idf.il |[Bad TCP sequence Inval i d ACK nunber noni t or 12
71.179.113.82 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 12
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 12
162.243.73.200 |Whited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 12
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Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
207.241.226.42 |Wited Sates [147.237.77.170|n@arachot.idf.il Mil tiple Unaut horized URL Access from 207.241. 226. 42 B ock 46
176.13.9. 192 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 9
2.54.2.175 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
2.52.180.99 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
196.22.132.25 |South Africa  [147.237.72.166 |aka. i df .i | Ml tipl e Unhaut hori zed URL Access from 196.22. 132. 25 B ock 3
85. 65. 25. 167 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
84.111.232. 153 |Israel 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
213.57.59. 35 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
203.67.9.77 Tai van 147.237.72. 156 |aman. i df . i | \')f"otl iaf'iinultgfm_ieﬁsfﬁfq‘c; om 203. 67.9. 77 (Prot ocol None 1
85. 65. 247.108 [l srael 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to wwidf.il/https: /v idf.il/ Bl ock 1
66.249.67.129 |[Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/ B ock 1
m ny- kosher - kr avi . i Illegal Byte Gode Character i_n_Paraneter Nane
46. 121. 76. 237 | srael 147.237.0. 17 ; I[[#16]] 1} 9>ULaznEABY6ENi{rj in Bl ock 1
df il m ny- kosher - kravi . i df . i | / aj ax/ cr eat ecapt chai nage. aspx
203. 133. 170. 138 g;ﬁa icof 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/nodiin/ default.aspx B ock 1
185. 106. 94. 2 147.237.76.86 |[navy.idf.il Mil tiple UR. wormattacks from 185.106. 94. 2 B ock 1
79.182.181. 253 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . il /v tikshuv.idf.il B ock 1
66.249. 64.233 |lIsrael 147.237.77.216|dover. i df . i | Mil tipl e Lhaut hori zed UR. Access from 66.249. 64. 233 B ock 1
213.247.63.11 |Netherl ands 147.237.72.167|i shuri maka. i df . i1l MBSQ Data Retrieval wth Inplicit  Qonversion BErors None 1
203.67.9.77 Tai wan 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to / B ock 1
87.250. 241. 66 :Z:::t”i on 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
68.180. 229. 121 [United Sates |147.237.76.200|ei tan. aka. i df . i | m”;“fan'?a;kf‘?tdfifﬁrlgg Le/i;tan_ aspx None |1
46.121.76.237 |israel 147.237.0.17 | Y- kosher-kravi..i Islslgengzlpzzroiﬁtﬂe&ﬁgqoﬂl gkigaj( YrIQ?Er? | GSITIOnBI I None 1
df.il m ny- kosher -kravi . i df . i|/aj ax/ cr eat ecapt chai nage. aspx
84.108.111.66 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock
213.247.63.11 |Netherl ands 147.237.72.167|i shuri maka. i df . il Mil tipl e signatures from213.247.63. 11 B ock
66. 249. 66. 75 I srael 147.237.72. 166 [aka. i df . i | Unhknown Paraneter CatlDin wuw aka.idf.il/giyus/atuda/ None 1
203.67.9.77 Tai wan 147.237.76.86 |navy.idf.il \')1“ Iotl iaf'iinu“(t;ffgﬁ;% ;jﬁj&'&; )r om203. 67.9. 77 (Protocol None 1
Uhknown Paraneter catld in
2.54.30. 229 I srael 147.237.72. 166 [aka. i df . i | vy aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ resour ces/ i mages/ mast er/ f avi ¢ [None 1
on. gif
131. 162. 130. 180|Canada 147.237.76.31 |nakchal .idf.il Distributed Unauthorized URL Access on 147.237.76. 3V Bl ock 1
68.180.231.40 |[hited Sates [147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw | aw i df . i | /540- he/ pat zar / aspx B ock 1
66.249. 64. 145 I srael 147.237.76.42 |refuah.idf.il ﬂ?“tzggr'?éegz}gpfgf;s;g;oﬂ | es/ 2/ i 26100X0 2412. | pg Bock |1
207.241.226. 42 |lhited Sates |147.237.77. 170 |mmar achot . i df . i | ﬁ;“;chh(;i_iz‘;ﬁ i‘ﬁt (:TCp(I:;SZs/tjoournal i ew ] our nl v et asp Bock |1
196.22.132.25 |South Africa  [147.237.72.166|aka.idf .il Unaut hori zed LRL Access to aka.idf.il/wp-admn/ B ock 1
213. 251. 182. 106 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for aka.idf.il/main/ hone/ defaul t.aspx  |Bl ock 1
66. 249. 67. 13 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df . i |/ gi yus/ kenesat uda/ B ock 1
203.67.9.77 Tai wan 147.237.77.19 [lawforumidf.il Unaut hori zed URL Access to / B ock 1
2.54.63. 36 I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
75.62.112. 42 Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df.il/894-en/i df gdover . aspx B ock 1
66.249. 64. 157 I srael 147.237.76.42 |refuah.idf.il ﬂ?“tzggr'?éegz}gpfgf;s;g;oﬂ | es/ 8/ si 26100X0 2778, | pg Bock |1
208.167.254.32 |Uited Sates [147.237.77. 216 |dover . i df . | D st buted spadt o ;gg\,?aﬁ;iess o Bock |1
203.67.9.77 Tai wan 147.237.0.17 g;nlyl kosher-kravi.i| = horized (R Access to / B ock 1
66. 249. 67. 48 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
203.67.9.77 Tai wan 147.237.77. 176 |mat pash. i df . i | D stributed Unaut hori zed LRL Access on / B ock 1
5.22.131.91 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ f avi con. i co B ock 1
185. 106. 94. 2 147.237.76.86 |navy.idf.il Access to: /cgi-bin/php5 B ock 1
79.182.181.253 |[Israel 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66. 249. 64. 233 |l srael 147.237.77.216|dover . i df . i | D stributed Suspicious Response Gode B ock 1
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