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50. 35. 65. 110 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 115
62. 219. 254, 22 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 3
82.81.12. 22 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
69. 9. 56. 70 Lhited Sates 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
193. 86. 83. 6 Czech Republic 147.237.77.216 dover.idf.il Inval i d TP H ags drop 1
24.100. 155. 23 Lhited Sates 147.237.77.216 dover.idf.il Inval i d TP H ags dr op 1
94.3.22.72 Uni ted Ki ngdom 147.237.76. 38 eeneitav.idf.ilB ock Wdp All Nets drop 1
88. 146. 195. 65 Czech Republic 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
65. 218. 75. 81 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
174.138. 210. 47 Canada 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
63. 248. 237. 32 Lhited Sates 147.237.77. 216 dover.idf.il Inval i d TP H ags drop 1
142. 4. 105. 172 Lhited Sates 147.237.76.199 e.nakchal .idf.il |[JLMPurple Gon_Limt Htp dr op 1
84.74.175. 62 Sntzerl and 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
76.235. 154. 126 Lhited Sates 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
216.173.170. 51 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
62.176. 6. 66 Russi an Federation 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
109. 189. 242. 105 Nor way 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
37.157.190. 61 Bul gari a 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
94. 135. 201. 95 Ger many 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
69. 170. 212. 84 Lhited Sates 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
201. 187. 97. 26 Cile 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
66. 225. 191. 79 Canada 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
182.171. 64. 31 Japan 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
8. 30.179. 22 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
92. 26. 82. 28 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
86. 100. 136. 29 Li t huani a 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
64. 234. 248. 88 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
173. 238. 78. 39 Canada 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
134.131. 69. 87 Lhited Sates 147.237.77. 216 dover.idf.il L4 Source or Dest Port Zero drop 1
80. 253. 202. 36 Spai n 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
63. 248. 102. 39 Lhited Sates 147.237.77.216 dover.idf.il Inval i d TP H ags dr op 1
213. 203. 185. 43 Italy 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
94, 255. 169. 36 Sweden 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
72.53.41. 3 Canada 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
69. 31. 209. 7 Canada 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
193. 169. 115. 95 Pol and 147.237.77.216 dover.idf.il Inval i d TP H ags dr op 1
24.105. 243. 119 Lhited Sates 147.237.77.216 dover.idf.il Inval i d TP H ags dr op 1
94.124.7.112 Pol and 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
89. 233. 192. 24 Sweden 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
66.114. 178. 108 Lhited Sates 147.237.77. 216 dover.idf.il Inval i d TP H ags dr op 1
175. 207. 241. 41 Korea, Republic of 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
63. 248. 249. 21 Lhited Sates 147.237.77.216 dover.idf.il Inval i d TP H ags dr op 1
142. 4. 105. 172 Lhited Sates 147. 237.76. 202 e.halag.idf.il |JLMPurple Gon_Limt Htp dr op 1
84.215. 105. 73 Nor way 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
77.95.166.5 Irel and 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
216. 238. 252. 60 Lhited Sates 147.237.77.216 dover.idf.il Inval i d TP H ags dr op 1
119. 79. 58. 43 Chi na 147.237.77. 216 dover.idf.il L4 Source or Dest Port Zero drop 1
42.2.124.119 Hong Kong 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
94.135. 207. 121 Ger nany 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
69. 170. 218. 46 Lhited Sates 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
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202. 3. 255. 12 147.237.77. 216 |French Pol ynesi a |dover.idf.il GPL SCAN nmap TCP 524
202. 3.255. 8 147.237.77. 216 |French Pol ynesi a |dover.idf.il G°PL SCAN nmap TCP 523
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
95.216.153.99  |147.237.77. 216 |krai ne dover.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
143.49. 11. 48 147.237.77.216|hited Sates  |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
176.47.176.42  |147.237.77. 216 |krai ne dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
204.187.226. 71 |147.237.77. 216 |Canada dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
128. 199. 150. 104|147. 237. 77. 216 |9 ngapor e dover.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
157.232.30.67 |147.237.77.216|lhited Sates  |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
52.16. 5. 197 147.237.77. 216 |lhited Sates dover.idf.il portscan: TCP O stributed Portscan 1
140. 170. 127. 44 |147.237.77.216|hited Sates  |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
170.120.255.5 |147.237.77.216|lhited Sates  |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
95. 142 81 29 147.237.76.30 |Tajikistan hivmsh i df | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
128. 168. 3. 62 147.237.77.216|Wnited Sates  |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
157.231.132.20 |147.237.77.216|lhited Sates  |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
o468, 10. 227 147 237 76.30 |canada hivmsh i df | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
204.44.230.79 |147.237.77.216|Wited Sates  |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
138. 43.155. 60  [147.237.77.216|Wited Sates dover.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
170.120.91.29 |147.237.77.216|lhited Sates  |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
94.131.93.89  |147.237.77.216 23:::;'}0” dover.idf.il  |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
150. 126. 116. 57 |147.237.77.216|lhited Sates  |dover.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
203. 34. 70. 24 147.237.77. 216 |Austral i a dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
119. 73.228. 130 |147.237.76. 44 |S ngapore erefuah.idf.il [ET SCAN NVAP -sS wi ndow 2048 1
170. 106. 141. 37 |147.237.77.216|lhited Sates  |dover.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
94.131.82.88  [147.237.77.216 ?éj:i;’}m dover.idf.il  |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
136.228.18.8 147.237.77. 216 |lhited Sates dover.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
148, 248. 173. 57 |147.237. 77. 216 |Mexi co dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
108. 61.173. 180 |147.237.0.34 |Wnited Sates tikshuv.idf.il |ET SCAN NVAP -sS w ndow 4096 1
170.67.38. 114  [147.237.77.216|W0ited Sates dover.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
94. 130. 89. 15 147.237. 77. 216 |krai ne dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
134.209. 217. 69 |147.237.77.216|lhited Sates  |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
198.23.34.123 |147.237.77.216|lhited Sates  |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
101 24.83 229|147 237 0. 19 |chi na vadimatal i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
147.50.116.19 |147.237.77.216|lhited Sates  |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
167.97. 18. 68 147.237.77.216|Wnited Sates  |dover.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
74.117.209.136 |147.237.8.24 |lnited Sates elifestyle.idf.{ET SCAN NVAP -sS w ndow 1024 1
134.172.84.122 |147.237.77.216|lhited Sates  |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
194.50. 116. 120 |147. 237. 77. 216 ?;Z:;:I”ion dover.idf.il  |ET DROP Spanhaus DRCP Listed Traffic I nbound 1
98.119. 105. 221 |147.237.76. 199 |Lhited Sates e.nakchal .idf.il [ET SCAN NVAP -f -sS 1
147.50. 72. 33 147.237.77. 216 |lhited Sates dover.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
74.117.209. 135 [147.237.77.234|thited Sates hal ag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
130.201.181. 97 |147.237.77.216|lhited Sates  |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
162. 125. 238. 115(147. 237. 77. 216 |Wited Sates dover.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
192, 223. 107. 124|147, 237. 77. 216 |Brazi | dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
95.217.233.96  [147.237.77. 216 |krai ne dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
143.135.170.0 [147.237.77.216|W0ited Sates dover.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
212.179.90. 106 |[147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
130.201.22.75 |147.237.77.216|lhited Sates  |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
159. 223. 139. 98 [147.237.77. 216 |Wited Sates dover.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
64. 44. 250. 48 147.237.77.216|hited Sates  |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
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205.203.135.1 |Wited Sates |147.237.77.216|dover.idf.i|dr op Frst packet isn't SN drop 335
94. 228. 34. 248 E?ir:;gom 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 132
50.128.247.37 |Lhited Sates |147.237.77.216 [dover.idf.i|dr op First packet isn't SYN drop 100
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SN drop 76
41. 33. 232. 66 Egypt 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 71
67.186.32.148 |lLhited Sates |147.237.77.216 [dover.idf.i|dr op First packet isn't SYN drop 68
68.180.228.112 |Wited Sates |147.237.77.216|dover.idf.i|dr op Frst packet isn't SN drop 63
104.169. 73.179 [nited Sates |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 57
54.224.21.23 Lhited Sates |147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 57
107. 23. 6. 162 Lhited Sates |147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 51
208. 80. 155. 255 |Lhited Sates |147.237.77. 216 [dover.idf.i|dr op First packet isn't SYN drop 51
66.249.64.233 |United Sares |147. 237, 77. 216 |dover. i | | SN NG Engine: TQP Inval i d Inval i d segnent retransmssi on. drop 50

Ret r ansni ssi on Packet dr opped.
72.9.148. 10 Lhited Sates |147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 50
109. 200. 30. 168 LK?ir::gom 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 48
88.176. 18. 68 France 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 44
54.72.73.168 Irel and 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 42
195. 34.150. 18 |Austria 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 38
202. 3. 2565. 8 g)le;f:si . 147. 237. 77. 216 |dover. i df . i [dr op First packet isn't SWN drop 38
202. 3.255.12 French . 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 37
Pol ynesi a

41.33.231. 90 Egypt 147.237. 77. 216 |dover.i df .i|dr op drop 35
83. 50. 184. 96 Spai n 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 34
52. 16. 5. 197 Lhited Sates |147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 33
108.59.253.71 |Uited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 33
66.249. 64. 238 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 32
54.72.0.55 Irel and 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 30
50.87.144.145 |lhited Sates |147.237.77.216 [dover.idf.i|dr op First packet isn't SN drop 29
66.249.64.230 |Lhited Sates |147.237.77.216 [dover.idf.i|dr op First packet isn't SYN drop 28
66.249. 64.233 |lLhited Sates |147.237.77.216 [dover.idf.i|dr op First packet isn't SN drop 25
107.170.63.50 [hited Sates |[147.237.77.216 |dover.idf.i|dr op First packet isn't SN drop 24
162.243.199. 26 [nited Sates |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 24
66. 249. 64. 243 |l srael 147.237.77. 216 |dover. i df . i|dr op First packet isn't SYN drop 22
24.79.220.59 Canada 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 21
178. 63. 165. 187 |Ger many 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 20
222.163.195.6 |China 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 17
157.55.39.117 |Uited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 16
205. 197. 242. 155|Uhited Sates |147.237.77.216 [dover.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 16
66.249. 64. 230 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 16
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SN drop 16
52.68.136.185 |Lhited Sates |147.237.77.216 [dover.idf.i|dr op First packet isn't SYN drop 16
69.175.127.10 |lLhited Sates |147.237.77.216 [dover.idf.i|dr op First packet isn't SYN drop 16
205. 197. 242, 155|Wnited Sates |147.237.77.216|dover.idf.i|Bad TCP sequence Inval id ACK nunber alert 15
24.124.59.204 |Lhited Sates |147.237.77.216 [dover.idf.i|dr op First packet isn't SYN drop 14
204.93.154.216 |Lhited Sates |147.237.77.216 [dover.idf.i|dr op First packet isn't SYN drop 13
139. 162. 216. 112|Net her| ands 147.237.77. 216 |dover.idf .i|dr op First packet isn't SN drop 12
157.55.39. 145 [lnited Sates |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 12
176.13.7.126 I srael 147.237.77. 216 |dover.idf .i|Bad TCP sequence Inval i d ACK nunber noni t or 12
198.1.101.123 |[thited Sates |[147.237.77.216 |dover.idf.i|dr op First packet isn't SN drop 12
128.242.249.10 [wnited Sates |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 12
88.198. 25.217  |Ger many 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 12
104.129. 192. 116|Uhited Sates |[147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 12
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80. 246. 136. 106 |l srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 6
66.249.67.31 |lIsrael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to ww chi nuch. aka.idf.il/404. htm Bl ock 4
46.19.85.217 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
213.57. 175. 240 |l srael 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs DoS Attack None 2
204.93.154. 216 |Lhited Sates  |147.237.77.216|dover.idf . il Unaut hori zed LRL Access to / B ock 1
88.176.18.68 |France 147.237.77. 216 |dover.idf .i | SSL Untraceabl e Connection - Qpen Mde None 1
66. 249. 64. 145 |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76.42/ Bl ock 1
66.249.67.71 I srael 147.237.72. 166 [aka. i df . i | ﬂ?.u;g;r;zz.elcéﬁlu:aj ﬁgie;js/trc;sour ces/ fl ash/recrui tl ane/ recruitl ane. sw Bl ock !
141.8.142. 4 gz:::tr: on 147.237.72. 166 |aka. i df . i | Untraceabl e S3L Sessions: sigal gs S Attack None 1
66.249. 64. 157 |l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt Bl ock

68. 180. 228. 175 [Wnited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 8859- he/ r ef uah. aspx |B ock

176.13.3.217 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 1
66.249.64.230 |Israel 147.237. 77. 216 |dover . i df . i | R e e e/ i adover . asp B ock 1
79.178.51. 147 |lsrael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
46.19.85.195 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
204.93.154. 216 |Lhited Sates  [147.237.77. 216 |dover. i df .i | %&gﬁﬁ%ﬁfﬁ&g Protocol violation None 1
66. 249. 64. 233 |Israel 147.237.77.216|dover.i df .i | Unaut hori zed LRL Access to wawidf.il/atal 1/izkor/ vi ew i ngt op. asp Bl ock 1
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