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72.65.219. 26 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 4809
204. 93. 154. 216 Lhited Sates 147.237.77. 216 dover.idf.il|JLM Dover_Con Limt_Htps dr op 18
31.208. 32. 124 Sweden 147.237.77. 216 dover.idf.il|lnvalid TGP Hags drop 3
75.133. 181. 50 Lhited Sates 147.237.77. 216 dover.idf.il]lnvalid TGP H ags drop 3
167. 114. 156. 16 Canada 147.237.77. 216 dover. i df.il|DOS- Tool - Swi t chbl adG dest - r eset 2
24.105. 220. 63 Lhited Sates 147.237.77.216 dover.idf.il]lnvalid TP H ags drop 1
77.111. 165. 39 Hungary 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
194. 190. 19. 42 Russi an Federation 147.237.77.216 dover.idf.il|lnvalid TGP H ags dr op 1
64.19. 152. 101 Lhited Sates 147.237.77. 216 dover.idf.il|lnvalid TGP Hags drop 1
100. 42. 169. 118 Lhited Sates 147.237.77. 216 dover.idf.il]lnvalid TGP H ags drop 1
62. 94. 56. 82 Italy 147.237.77. 216 dover.idf.il]lnvalid TGP H ags drop 1
94.135. 202. 114 Cer many 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
216.57.16. 123 Lhited Sates 147.237.77.216 dover.idf.il]lnvalid TGP H ags drop 1
18.83.3.99 Lhited Sates 147.237.77.216 dover.idf.il|lnvalid TGP H ags dr op 1
74.81. 253. 2 Lhited Sates 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
191. 16. 24. 120 Brazil 147.237.77. 216 dover.idf.il]lnvalid TGP H ags drop 1
70. 63. 184. 75 Lhited Sates 147.237.77. 216 dover.idf.il]lnvalid TGP H ags drop 1
174.138. 217. 12 Canada 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
46. 228. 26. 12 Czech Republic 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
89. 23. 66. 67 147.237.77.216 dover.idf.il|lnvalid TGP H ags dr op 1
211.226.93. 74 Korea, Republic of 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
84. 75.160. 113 St zerl and 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
208. 69. 212. 105 Lhited Sates 147.237.77. 216 dover.idf.il]lnvalid TGP H ags drop 1
66.241. 73. 46 Lhited Sates 147.237.77.216 dover.idf.il]lnvalid TGP H ags drop 1
157. 158. 16. 120 Pol and 147.237.77.216 dover.idf.il]lnvalid TGP H ags drop 1
65. 218. 73. 20 Lhited Sates 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 1
128.197. 238. 105 Lhited Sates 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
24.148.120. 34 Lhited Sates 147.237.77. 216 dover.idf.il]lnvalid TGP H ags drop 1
79. 215. 5. 42 Cer many 147.237.77. 216 dover.idf.il|L4 Source or Dest Port Zero drop 1
198. 100. 137. 92 Lhited Sates 147.237.77.216 dover.idf.il]lnvalid TGP H ags drop 1
23.233.81.4 Canada 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
193. 109. 140. 75 Austria 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 1
63. 248. 189. 41 Lhited Sates 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
94. 254. 114. 29 Sweden 147.237.77. 216 dover.idf.il]lnvalid TGP H ags drop 1
216. 238. 244. 67 Lhited Sates 147.237.77. 216 dover.idf.il]lnvalid TGP H ags drop 1
62. 69. 221. 59 Pol and 147.237.77.216 dover.idf.il]lnvalid TGP H ags drop 1
94.101. 57. 33 Italy 147.237.77. 216 dover.idf.il]lnvalid TGP H ags drop 1
212.85.73. 62 Sweden 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 1
2.143.83.2 Sai n 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
72.53.41. 3 Canada 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
186. 137. 3. 126 Argentina 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
69. 63. 37. 18 Canada 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
169. 226. 184. 44 Lhited Sates 147.237.77.216 dover.idf.il]lnvalid TGP H ags drop 1
46.59. 45. 4 Sweden 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 1
86. 52. 28. 71 Denmar k 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
209. 40. 141. 92 Lhited Sates 147.237.77. 216 dover.idf.il]lnvalid TGP H ags drop 1
83. 233. 29. 22 Sweden 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
201. 231. 59. 75 Argentina 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
66. 185. 210. 96 Canada 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
146. 6. 123. 18 Lhited Sates 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 1
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188. 165. 15. 127 France 147.237.77. 170 naar achot . i df . il 28 HITP.  AnrefBot craw er B ock 1
188. 165. 15. 138 France 147.237.77. 233 atal .idf.il 28: HITP.  AhrefBot craw er B ock 1
188. 165. 15. 208 France 147. 237.76. 42 refuah.idf.il 28: HITP. AhrefBot craw er B ock 1
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202. 3. 255. 12 147.237.77.216 |French Polynesia  |dover.idf.il GPL SCAN nmap TCP 520
202.3.255.8 147.237.77.216 |French Polynesia  |dover.idf.il GPL SCAN nmap TCP 518
41.33.231.90 147.237.77.216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 4
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
66. 249. 65. 43 147.237.77.74  |lhited Qates lawidf.il ET SCAN NVAP -sA (2) 2
212.179. 90. 106 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
148. 248. 11. 97 147.237.77.216 |Mexi co dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
170.113.140.73  [147.237.77.216 |lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
119. 73. 228. 130 147.237.8. 45 S ngapor e e.eitanidf.il ET SCAN NVAP -f -sS 1
150. 126.116.57  [147.237.77.216 |lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
79.110. 48. 114 147.237.77. 216 dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
198. 151. 123. 110 [147.237.77.216 |lLhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
136.228.130.59  [147.237.77.216 |lnited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
148. 178. 34. 37 147.237.77.216 [lhited Qates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
170.106. 141. 37  [147.237.77.216 |lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
113.108. 21. 16 147.237.0. 17 Chi na mny- kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
207.189. 23. 6 147.237.77.216 |lhited Qates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
150. 126. 2. 83 147.237.77.216 [lhited States dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
64.112. 98. 23 147.237.77.216 |lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
198. 151. 78. 62 147.237.77.216 |lhited Qates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
134.209.215.58  [147.237.77.216 |lhited Sates dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
170. 106. 93. 43 147.237.77.216 [lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
113. 20. 162. 57 147.237.77.216 |Phili ppines dover.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
207.183.195. 8 147.237.77.216 [lhited States dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
148. 105. 73. 81 147.237.77.216 [lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
149.210. 216. 111 |147.237.77.234 |Nether| ands hal ag.i df.il ET SCAN Potential WWC Scan 5900- 5920 1
64.112. 45. 63 147.237.77.216 [lhited States dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
198. 20. 69. 74 147.237.77.170 [lhited Sates naar achot . i df .i | ET DRCP DBshi el d B ock Listed Source 1
134.127.49.5 147.237.77.216 [lhited Qates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
170. 67. 42. 122 147.237.77.216 [lhited States dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
109. 200. 157. 163  |147.237. 8. 14 krai ne e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
206. 227. 71. 57 147.237.77.216 [lhited Qates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
147.50. 72. 33 147.237.77.216 [lhited States dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
64. 44.177. 39 147.237.77.216 |lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
192.223.107. 124 [147.237.77.216 |Bazil dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
130.201.181.97  [147.237.77.216 |lhited Sates dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
149.210.216. 111 |147.237.77.176 |Netherl ands nat pash. i df .i ET SCAN Potential VNC Scan 5900- 5920 1
167. 97.69. 79 147.237.77.216 [lhited Qates dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
95.216.246. 117  [147.237.77.216 |Wkraine dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
205.144.186.72  |147.237.77.216 |lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
143.135.121.41  [147.237.77.216 |lhited Sates dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
176. 47. 176. 42 147.237.77.216 |Wraine dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
128.199. 104. 102 |147.237.77.216 |S ngapore dover.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
149.210.216. 111 [147.237.76.30  |Netherl ands hi nush. i df .i | ET SCAN Potential WWC Scan 5900- 5920 1
64. 44.137. 39 147.237.77.216 [lhited States dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
95.216. 11. 117 147.237.77.216 |lkraine dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
205.142.107.45  [147.237.77.216 |Wnited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
140.170.174.56  [147.237.77.216 |lLhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
159.223.202.86  [147.237.77.216 |lnited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
176. 47. 78. 122 147.237.77.216 |lkraine dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
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205.203.135.1 |Wited Sates |147.237.77.216|dover.idf.i|dr op Frst packet isn't SN drop 306
66.249.64.233 |Uited Sates |147. 237 77, 216 |dover. i of |2 ' €AM NG ENgi ne: TCP Inval i d nval i d segnent retransmssi on. drop 160

Ret ransm ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 107
108.201.230.0 |Uhited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 89
54.224.21.23 Lhited Sates |147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 84
108.56. 149.42 [nited Sates |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 64
54.72.73.168 Ireland 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SN drop 54
72.9.148. 10 Lhited Sates |147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 52
83.169. 10. 185  |Ger many 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 51
52.16.5.197 Lhited Sates |147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 49
109. 200. 30. 168 LKTi;;éjom 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 48
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SN drop 47
66.249. 64.233 |Lhited Sates |147.237.77.216 [dover.idf.i|dr op Frst packet isn't SYN drop 45
54.72.0.55 Irel and 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 43
222.163.195.6 |China 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 42
68.180.228. 112 |lhited Sates |147.237.77.216 [dover.idf.i|dr op Frst packet isn't SYN drop 41
113.5.80.71 Chi na 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 39
202. 3. 2565. 8 ;Ie;rfgg . 147. 237. 77. 216 |dover. i df . i [dr op First packet isn't SWN drop 37
202.3.255.12 |7 eneh. 147. 237. 77. 216 |dover. i df . i |dr op Frst packet isn't SIN drop 37
Pol ynesi a
72.65.219. 26 Lhited Sates |147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 33
110. 168. 230. 234(Thai | and 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 33
100. 100. 82. 99 147.237.72. 156 |aman.i df.i1|dr op First packet isn't SYN drop 31
50.87.144.145 |lhited Sates |147.237.77.216 [dover.idf.i|dr op First packet isn't SN drop 29
66.249. 64. 233 |lsrael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 26
66.249. 64. 238 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 26
94.249. 112. 190 |Jordan 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SN drop 26
157.55.39.117 [nited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 26
208.180.76.24 |Lhited Sates |147.237.77.216 [dover.idf.i|dr op First packet isn't SYN drop 25
72.9.148. 10 Lhited Sates |147.237.77.74 |lawidf.il |dr op First packet isn't SN drop 24
41.33.231. 90 Egypt 147.237.77. 216 |dover. i df .i|dr op drop 23
66.249. 64. 243 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 23
54.162.150. 242 |Wited Sates |147.237.77.216 |dover.idf.i|dr op First packet isn't SN drop 22
62.128.48.130 |lsrael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 21
204.12.251.37 |Lhited Sates |147.237.77.216 [dover.idf.i|dr op First packet isn't SYN drop 21
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SN drop 20
216.113. 202. 149|Canada 147.237.77.74 |lawidf.il |dr op Frst packet isn't SYN drop 20
178. 63. 165. 187 |Ger many 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 20
62. 210. 250. 215 |France 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SN drop 20
46.19. 86. 241 I srael 147.237.72. 166 |aka idf.i| [Bad TCP sequence Invalid ACK nunber noni t or 20
68. 196. 82. 74 Lhited Sates |147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 19
181.171. 218. 173|Argenti na 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SN drop 19
128.242.249.13 [nited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 18
37.250.203.74 |Sweden 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 18
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SN drop 16
204.93.154.216 |Lhited Sates |147.237.77.216 [dover.idf.i|dr op Frst packet isn't SYN drop 16
157.55.39. 145 [lnited Sates |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 16
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.i|Bad TCP sequence I'nval i d ACK nunber noni t or 16
46.19.86.241  |israel 147, 237, 72. 166 |aka i o1 |2} €M NG Bgine: TCP Inval i d nval i d segnent retransmssi on. drop 15
Ret ransm ssi on Packet dr opped.

79.183.26.212  |israel 147.237.77. 233 |atal .idf.il1|Bad TCP sequence ?:Z ;e”ansm't with different wndow | oivor |15
216.113. 202. 149|Canada 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 14
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46. 4.107.79 Ger many 147.237.72. 166 |aka. i df . i | Mil tiple Unaut hori zed URL Access from 46. 4. 107.79 B ock 4
176. 12. 142. 224 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
81.218.74.164 |Israel 147.237.77. 216 |dover . i df . i | Mil tipl e Unhaut hori zed URL Access from 81.218. 74. 164 B ock 3
217.132. 254. 67 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 3
109. 66. 131. 241 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.181. 238 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs oS Attack None 2
66.249. 64. 233 |l srael 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 2
77.127.133.203 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
66. 249. 67. 54 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
141.212.122. 112|Uited Sates |147.237.76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to /x Bl ock 1
66. 249. 78. 51 I srael 147.237.77. 170 |n@ar achot . i df . i | |Whaut horized URL Access to 147.237.77. 170/ B ock 1
66.249. 64. 233 [Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wwwuidf.il/english/ history/bornd. stn B ock 1
79.183.26.212 |lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1273- he/ at al . aspx Bl ock 1
66. 249. 67. 59 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
66. 249. 78. 65 | srael 147.237.77. 170 |maar achot . i df . i | |Unhaut hori zed URL Access to 147.237.77.170/ pdf/fil es/ 1/ 109241. pdf Bl ock 1
66.249. 64.240 |l srael 147.237.77. 170 |maar achot . i df . i | |Wnaut hori zed URL Access to 147.237.77.170/ robots. t xt Bl ock 1
66. 249. 67. 65 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
46.116. 228. 134 |Israel 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
185. 27. 105. 183 |Israel 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to waw idf.il/anan Bl ock 1
68.180. 230. 167 |[Lhited Sates [147.237.76.31 |nakchal .idf.il Paraneter Type M ol ati on PageNumin nakhal .idf.il/1073- he/ nakhal . aspx |Bl ock 1
66. 249. 67. 48 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
81.218.74.164 I srael 147.237.77. 216 [dover . i df . i | mu; ngril IZ/eSO: ;_R; (;?C a(;eej?itltt:zs/ 8/ sssssss=1leec5693sssssss_leec5693 Bl ock !
66.249. 67.234 |Israel 147.237.72. 166 |aka. i df . i | ﬁilftzgc;r_'f;dlgg‘gxﬁseffotrﬂ o asp! show or um asp Bl ock 1
64.19. 78. 243 Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ Bl ock 1
68.180.230. 224 |[Lhited Sates |[147.237.76.31 |nakchal .idf.il muagf;;ﬁ%fl_ﬁ /f‘;;s; ;; shar ed! user cont rol s header Upper Bl ock 1
66. 249. 67. 52 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robot s. t xt B ock 1
66.249.67.242 |lsrael 147.237.72. 166 |aka. i df . i | D stributed Waut hori zed URL Access on 147. 237.72. 166/ r obot s. t xt Bl ock 1
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