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40.77. 167. 64 Lhited Sates 147.237.77. 216 dover.idf.il | TGP handshake viol ation, first packet not syn drop 3650
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 2078
0.0.0.0 147.237.77. 216 dover.idf.il |[HTTP- POST- Segnent ed- DoS dest - r eset 828
204. 93. 154. 216 Lhited Sates 147.237.77. 216 dover.idf.il |TQP Scan (vertical) drop 355
130.93.117. 103 Lhited Sates 147.237.77. 216 dover.idf.il | TGP handshake viol ation, first packet not syn drop 89
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 4
112. 229. 48. 27 Chi na 147.237.77. 216 dover.idf.il |[Invalid TGP H ags drop 3
174.47.253. 111 Lhited Sates 147.237.77.216 dover.idf.il |Invalid TGP H ags drop 3
2.142.197.101 Spai n 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 3
62.219. 254. 22 | srael 147. 237.72. 166 aka.idf.il |Block Udp Al Nets drop 3
212. 65. 27. 61 Cer many 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 3
72.42.103. 84 Lhited Sates 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 3
99. 247. 45. 34 Canada 147.237.77. 216 dover.idf.il |[Invalid TGP H ags drop 2
115.230. 124. 164 Chi na 147.237.0. 35 akaws.idf.il |Frk_Under Attack Con Tcp drop 2
69. 8. 138. 42 Lhited Sates 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 1
129. 157. 254. 40 Lhited Sates 147.237.77. 216 dover.idf.il |[L4 Source or Dest Port Zero drop 1
37.130. 32. 62 Pol and 147.237.77. 216 dover.idf.il |[Invalid TGP H ags drop 1
85. 11. 53. 84 Sweden 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 1
209. 5. 192. 67 Canada 147.237.77. 216 dover.idf.il |[Invalid TGP H ags drop 1
31. 208. 48. 28 Sweden 147.237.77.216 dover.idf.il |Invalid TGP H ags drop 1
83.233.116. 21 Sweden 147.237.77. 216 dover.idf.il |Invalid TP H ags drop 1
198. 100. 137. 92 Lhited Sates 147.237.77. 216 dover.idf.il |Invalid TP H ags drop 1
66. 182. 73. 119 Lhited Sates 147.237.77. 216 dover.idf.il |[Invalid TGP H ags drop 1
108. 178. 192. 28 Lhited Sates 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 1
63. 248. 108. 117 Lhited Sates 147.237.77. 216 dover.idf.il |[Invalid TGP H ags drop 1
96. 30. 228. 55 Lhited Sates 147.237.77.216 dover.idf.il |Invalid TGP H ags drop 1
13. 52. 39. 55 Lhited Sates 147.237.77. 216 dover.idf.il [L4 Source or Dest Port Zero drop 1
80. 27.170.79 Spai n 147.237.77. 216 dover.idf.il |Invalid TP H ags drop 1
189. 3. 21. 68 Brazil 147.237.77. 216 dover.idf.il |[Invalid TGP H ags drop 1
173.230.177. 104 Canada 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 1
62. 249. 174. 72 Nor way 147.237.77. 216 dover.idf.il |[Invalid TGP H ags drop 1
91.137.154. 74 Hungary 147.237.77.216 dover.idf.il |Invalid TGP H ags drop 1
216.238. 255. 114 Lhited Sates 147.237.77. 216 dover.idf.il |Invalid TP H ags drop 1
74. 0. 82. 36 Lhited Sates 147.237.77. 216 dover.idf.il |Invalid TP H ags drop 1
212.116. 85. 113 Sweden 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 1
71.15.33. 4 Lhited Sates 147.237.77. 216 dover.idf.il |[Invalid TGP H ags drop 1
135.0.25. 17 Canada 147.237.77. 216 dover.idf.il |[Invalid TGP H ags drop 1
46. 23. 162. 10 F nl and 147.237.77.216 dover.idf.il |Invalid TGP H ags drop 1
86. 52. 84. 105 Denmar k 147.237.77. 216 dover.idf.il |Invalid TP H ags drop 1
31. 209. 59. 77 Sweden 147.237.77. 216 dover.idf.il |Invalid TP H ags drop 1
84. 202. 79. 88 Nor way 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 1
201. 159. 130. 6 Mexi co 147.237.77. 216 dover.idf.il |[Invalid TGP H ags drop 1
67.20.243. 111 Lhited Sates 147.237.77. 216 dover.idf.il |[Invalid TGP H ags drop 1
116. 90. 237. 75 Nepal 147.237.77.216 dover.idf.il |Invalid TGP H ags drop 1
64.139. 132. 53 Lhited Sates 147.237.77. 216 dover.idf.il |Invalid TP H ags drop 1
99. 237. 104. 57 Canada 147.237.77. 216 dover.idf.il |Invalid TP H ags drop 1
24.136.232.101 Lhited Sates 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 1
82. 239. 204. 48 France 147.237.77. 216 dover.idf.il |[L4 Source or Dest Port Zero drop 1
193. 165. 72. 12 Czech Republic 147.237.77. 216 dover.idf.il |[Invalid TGP H ags drop 1
5. 63. 169. 58 Italy 147.237.77.216 dover.idf.il |Invalid TGP H ags drop 1
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202. 3. 255. 12 147.237. 77. 216 |French Fol ynesi a dover.idf.il GPL SCAN nmap TCP 519
202.3.255.8 147. 237. 77. 216 |French Pol ynesi a dover.idf.il GPL SCAN nmap TCP 511
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
37.218.216.220 |147.237.77.170 g";"cis;iig;a” Territory, | aarachot. i df. il ET SCAN NVAP -sA (2) 2
191.243.51.34 |147.237.76. 148 |R azi | ggcenter. aka. i df . il ET SCAN Potential SSH Scan 2
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 2
199. 34.149.52  |147.237.77.216|Wited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
143, 135. 193. 106|147, 237. 77. 216 |Lhi ted Sates dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
46. 19. 85. 206 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
170.106.98.75 |147.237.77.216|Wited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
108. 176. 250. 45 |147.237.77.216|Lnited Sates dover . idf.il portscan: TCP Distributed Portscan 1
134.209. 209. 45 |147.237.77.216|Wited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
157.231.133. 13 |147.237.77. 216 |Wited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
74.117.209. 136 [147.237.76.86 |Lhited Sates navy. i df.il ET SCAN Potential VNC Scan 5900- 5920 1
191.243.51.34 |147.237.72.217 |Brazil eidf.il ET SCAN Potential SSH Scan 1
198.20.22.101 |147.237.77.216|Wited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
143.135. 8. 25 147.237.77. 216 |Wnited Sates dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
170. 67. 37. 29 147.237.77. 216 |Wited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
103. 243. 107. 56 [147.237.76. 197 |M et nam e hinush.idf.il ET SCAN Potential SSH Scan 1
150.126. 0. 105 |147.237.77.216|Lnited Sates dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
74.117.209. 136 |147.237.76.34 |lLnited Sates yohal an. i df .il ET SCAN Potential VWNC Scan 5900- 5920 1
191.243.51.34 [147.237.8.27 |Bazl e.nadi matal .idf.il ET SCAN Potential SSH Scan 1
134, 127.224.76 |147.237.77.216|Wnited Sates dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
140. 170. 152. 15 |147.237.77. 216 |Wnited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
31.184.242.89 |147.237.77. 216 |Russi an Federation dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
167.97.107. 111 |147.237.77.216|lnited Sates dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
103. 243.107.56 |147.237.76.86 |V etnam navy.idf.il ET SCAN Potential SSH Scan 1
191.243.51.34 |147.237.77. 234 |Rrazil hal ag. i df.il ET SCAN Potential SSH Scan 1
148, 248. 111. 105|147. 237. 77. 216 |Mexi co dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
74.117.209. 136 |147.237.0.33 |Wiited Sates idf.il ET SCAN Potential VNC Scan 5900- 5920 1
186. 22. 58. 88 147.237.77. 216 |Argentina dover.idf.il ET DRCP Bshiel d B ock Listed Source 1
134.127.190. 52 |147.237.77.216|Wnited Sates dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
2.54.29. 104 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
167.28.138. 100 |147.237.77.216|Qile dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
103. 243. 107.56 [147.237.76.31 |M etnam nakchal .i df .il ET SCAN Potential SSH Scan 1
191.243.51.34 |147.237.77.226|Brazil win charat z. aka. i df .i | [ET SCAN Potential SSH Scan 1
140.170.70.35 |147.237.77.216|Wited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
148.248.6.122 |147.237.77. 216 |Mexi co dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
74.117.209. 135 |147.237.77.227 |Wited Sates e. hamaz. i df .il ET SCAN Potential VNC Scan 5900- 5920 1
176.51.42.163 [147.237.76.30 |Russian Federation hi nush. i df . il BT SN Behavi oral Lhusual Iy fast inbound Tel net 1
onnections, Potential Scan or Brute Force
130. 201. 130. 15 |147.237.77. 216 |Whited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
162. 125. 113. 59 [147.237.77.216|thited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
103.243.107.56 |147.237.0.33 |V etnam idf.il ET SCAN Potential SSH Scan 1
191.243.51.34 |147.237.77.212|Brazil e.dover.idf.il ET SCAN Potential SSH Scan 1
138. 43. 144. 106 [147.237.77.216|thited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
176. 47. 83. 37 147.237. 77. 216 |krai ne dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
129.76.100.79  |147.237.77.216|Wited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
148. 178. 245. 106|147. 237. 77. 216 |Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
69. 244, 151. 202 |147.237.77.216|Wited Sates dover.idf.il portscan: TCP Distributed Portscan 1
95.216. 11. 9 147.237. 77. 216 |krai ne dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
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66.249.67.53  |Wited Sates [147.237.77. 216 |dover.idf. il Streaning Engi ne: TCP Invalid  finvalid segnent retransnissi on drop 120
Ret r ansm ssi on Packet dr opped.
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 77
69. 244, 151. 202 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop 68
49. 229. 6. 224 Thai | and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 54
74.90.228.231 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 52
205.203.135.1 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop 51
37.26. 146. 229 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 49
212.199.63.46 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 42
184. 155. 163. 177|lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop 41
202. 3. 2565. 8 French 147. 237. 77. 216 |dover . i of . i | drop First packet isn't SWN drop 37
Pol ynesi a
202. 3.255.12 French . 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 37
Pol ynesi a
149. 78. 167. 108 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 32
66.249.84.165 |lited Sates |147.237.77. 216 |dover.idf.il Streaning Engine: TCP Invalid invalid segnent retransmission drop 30
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 99 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 27
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 23
54.224.21. 23 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 21
100. 100. 90. 204 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 21
173.21.190. 227 |[lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 20
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 19
66.249.84.167 |United Sates |147.237.77. 216 |dover.idf.il Stream ng Engl ne: TGP Invalid  invalid segnent retransnissi on drop 18
Ret r ansm ssi on Packet dr opped.
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 17
70.215.2.75 Lhited Sates |147.237.77. 216 |dover.idf. il Streaning Engi ne: TCP Invalid finvalid segnent retransnissi on drop 15
Ret r ansni ssi on Packet dr opped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop drop 15
157.55.39.20  |[lhited Sates |147.237.72. 166 |aka.idf.il Streamng Engine: TCP Invalid — Jinvalid segnent retransnssion drop 15
Ret r ansni ssi on Packet dr opped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
79.181.111. 205 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
68.180.228. 112 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop 12
52. 16. 5. 197 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 12
194.90.39.41  [israel 147. 237. 77. 216 |dover i df .1 Streaning Engine: TCP Invalid invalid segnent retransmission drop 12
Ret r ansni ssi on Packet dr opped.
203. 133. 169. 101 g‘f’rea’ Republ iy 17 237.77. 170 |naarachot. i df. i1 |Bad TCP sequence Inval i d ACK nunber monitor |11
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
109. 66. 118. 148 | srael 147. 237, 72. 167 [i shurimaka i i || SN Engine: TQP Invalid invalid segnent retransnissi on drop 9
Ret r ansni ssi on Packet dr opped.
46. 120. 159. 133 [l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 9
66.249.93.233 |lLhited Sates |147.237.77.176 |natpash.idf.il Bad TCP sequence Invalid ACK nunber noni t or 9
40.77.167. 64 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 9
153.92.126. 135 |Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 9
157. 55. 39. 20 Lhited Sates [147.237.72.166 |aka idf.il Bad TCP sequence Invalid ACK nunber moni t or 9
157.55.39.216 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 9
203.116.59. 35 |9 ngapore 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 9
149. 88. 164. 161 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
65.19. 138. 33 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 8
41. 33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 7
85. 250. 197. 199 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
46.19. 85. 19 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 7
67.182.210.59 |lhited Sates [147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 7
46. 246. 124. 92  |Sweden 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
66.249.93.230 |Lhited Sates [147.237.77.176|natpash.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 7
66.87.118.181 |lhited Sates [147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 6
66.249.84.166 |Lnited Sates |147.237.77. 216 |dover.idf. il Streamng Engine: TCP Invalid — Jinvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
66. 249. 93. 227 Lhited Sates |147.237.77.176 |natpash.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
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37.26.147.170 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 7
82.102. 169. 113 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 5
79.177.131.89 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
89. 234, 157. 254 |France 147.237.77.216|dover . i df .i | Unhaut hori zed URL Access to waw i df.il/1133-22638-he/ dover. aspx. |B ock 1
203.116.59.35 |9 ngapore 147.237.77. 216 |dover . i df . i | Parameter Type M ol ation SearchText in wwyidf.il/1065-en/ dover.aspx |B ock 1
66. 249. 67. 53 I srael 147.237.77. 216 |dover.i df . i| Ml ti pl e Unaut horized LRL Access from 66.249. 67. 53 B ock 1
93. 160. 60. 22 Denmar k 147.237.77.216|dover. i df .i | D stributed Suspici ous Response Code B ock 1
31.186.228.93 |Wnited Ki ngdom|147.237.77.243|nobile.idf.il D stributed Whauthori zed URL Access on nobil e. i df.il/sachar/index Bl ock 1
220.244.77.143 |Australia 147.237.72. 166 |aka. i df . i | le;':lf)' e Untraceabl e S Sessions from220.244.77.143 (sigalgs DOS |\ 0 1
66. 249. 67. 53 | srael 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to waw i df.il/tenpl ates/articl e/ watch Bl ock 1
107.150.55.52 [thited Sates  [147.237.76.31 [nakchal .idf.il |Unauthorized URL Access to 147.237.76. 31/ B ock 1
31.186.228.96 |United Ki ngdom|147.237.77.243|nobile.idf.il Uhaut hori zed URL Access to nobil e.idf.il/sachar/index Bl ock 1
128.232.110.28 |United Kingdom|147.237.0.34 |ti kshuv.idf.il Unhaut hori zed URL Access to 147.237.0. 34/ Bl ock 1
131. 162. 130. 180|Canada 147.237.77. 170 |n@ar achot . i df . i | [Whaut hori zed URL Access to 147.237.77. 170/ B ock 1
66. 249. 67. 53 I srael 147.237.77.216|dover .i df . i | D stributed Suspicious Response Gode Bl ock 1
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