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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
66. 249. 78. 11 Lhited Sates 147.237.77.170 naarachot . i df.il |TCP handshake viol ation, first packet not syn |drop 13542
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 11702
66. 249. 69. 42 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 7313
2.52.141. 160 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2817
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1133
185. 120. 126. 20 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 241
204. 93. 154. 201 Lhited Sates 147.237.77. 216 dover.idf.il TAP Scan (vertical) drop 163
81.218. 241. 25 | srael 147.237.72. 167 i shurimaka.idf.il|Anonmal y- TLS-renegoti ation-Qi dest - r eset 100
194. 90. 220. 241 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 9
79.180. 140. 141 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 8

82. 80. 196. 44 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 8

89. 42.53. 2 Rormani a 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 5
213.57.9.208 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 4
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP-M SG- Sl owl ori s- DOS- Var 1 dest - r eset 4
176. 12. 142. 41 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 3
81.218. 105. 235 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp Al Nets drop 3

62. 219. 254. 22 | srael 147.237.72. 167 ishurimaka.idf.il|B ock Wdp Al Nets drop 3
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3
176.12. 142. 78 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
132. 64. 213. 250 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 2
192.117.147.3 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
176. 13. 20. 182 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 2

69. 88. 192. 108 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
196. 47.179. 110 Mte Dlvoire 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1

95. 170. 205. 110 Iraq 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1

66. 225. 191. 91 Canada 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
188.113. 125. 23 Nor way 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1

82. 209. 162. 19 Sweden 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
62.21. 66. 13 Pol and 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
31.208. 24. 114 Sweden 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
158. 108. 7. 39 Thai | and 147.237.77.216 dover.idf.il Inval i d TP H ags dr op 1
79.127.215.11 Czech Republic 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
216. 146. 231. 19 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
72.19.173. 31 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
200. 145. 115. 105 Brazil 147.237.77.216 dover.idf.il Inval i d TP H ags drop 1
105. 235. 109. 114 Mte Dlvoire 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
93.172.7.40 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1

69. 9. 62. 15 Lhited Sates 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
192.118. 99. 100 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 1

65. 110. 119. 18 Lhited Sates 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
176. 87.164. 120 Spai n 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1

86. 101. 124. 95 Hungary 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1

58. 75. 19. 98 Korea, Republic of 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
168. 122. 44. 12 Lhited Sates 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
24.245.113. 101 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
122.141.185. 120 Chi na 147.237.77. 216 dover.idf.il L4 Source or Dest Port Zero drop 1
76.76. 82. 40 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
213. 16. 56. 66 Bul garia 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
69.171. 155. 4 Canada 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
198. 91. 209. 11 Canada 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Address ‘Site |Sgnature Devi ce Action |Count ‘
85. 65. 55. 175 I srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 5
184.172.196. 102 |lnited Sates 147.237.77.170 |maarachot.idf.il| |20086: HITP. Mi ebl ackcat Security Scanner B ock 5
83. 169. 8. 217 Ger many 147.237.72.166 |aka.idf.il 3808: HITP. SQ Injection Variable Decl aration Evasion Bl ock 1
184.172.196. 102 [Lnited Sates 147.237.77.170 |n@arachot.idf.i| |20085: HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Ste \Signature

202.3.255.8 147.237.77.216  |French Pol ynesi a dover.idf.il GPL SCAN nmap TCP 147
83. 169. 8. 217 147.237.72.166  |Ger many aka.idf.il QA Injection - Select From 3
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
167. 28. 120. 19 147.237.77.216 |Quile dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
222.174.5.9 147.237.76. 39 Chi na nobi | e.nei tav.idf.il |ET SCAN Potential SSH Scan 1
128. 199. 82. 30 147.237.77.216 |S ngapore dover.idf.il ET DRCP Spamhaus DRCP Listed Traffic | nbound 1
139. 167. 38. 49 147.237.77.216 |lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
198. 162. 209. 104  |147.237.77.216 |Canada dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
80. 246. 139. 167 147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
159. 223. 167. 124  |147.237.77.216 |lLhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
222.174.5.9 147.237.0.19 Chi na nadi matal .idf.il ET SCAN Potential SSH Scan 1
121. 46. 88. 127 147.237.77.216  |China dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
67.211. 223. 83 147.237.77.216 |lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
138. 43. 140. 120 147.237.77.216 |lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
157. 232. 40. 126 147.237.77.216 |lLnited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
216.212.221. 23 147.237.77.216 |lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
110. 44. 143. 41 147.237.77.216  |Philippines dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
182. 245. 29. 12 147.237.76.176  |China test.ncore.idf.il ET SCAN Potential SSH Scan 1
64.112.135. 35 147.237.77.216 |lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
136. 228. 222. 72 147.237.77.216 |lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
209. 95. 206. 4 147.237.77.216 |lLnited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
98. 119. 105. 221 147.237.77.170 |lhited Sates naar achot . i df .i | ET SCAN NVAP -sS w ndow 3072 1
157.231.133. 70 147.237.77.216 |lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
170. 120. 119. 52 147.237.77.216 |lLnited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
50. 204. 188. 142 147.237.77.178 |lhited Sates e. nat pash. i df il ET SCAN NVAP -sS wi ndow 1024 1
134.172.54.5 147.237.77.216 |lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
206. 203. 108. 36 147.237.77.216 |lLnited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
95. 216. 23. 36 147.237.77.216  |Wkraine dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
148. 248. 178. 36 147.237.77.216  |Mexico dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
46. 19. 86. 118 147.237.72.166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
134.172. 39. 24 147.237.77.216 |lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
170. 113. 210. 61 147.237.77.216 |lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
204. 106. 173. 35 147.237.77.216 |lLnited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
94.131.102. 9 147.237.77.216  |Russian Federation  |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
147.50. 189. 58 147.237.77.216 |lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
134.127.118. 88 147.237.77.216 |lLnited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
170. 113. 45. 13 147.237.77.216 |lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
23.102. 186. 35 147.237.8. 14 Lhited Sates e.orchot.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
143, 135. 172. 57 147.237.77.216 |lLnited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
201.7.212. 89 147.237.77.216 |Brazil dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
94.130. 94. 19 147.237.77.216 |Wkraine dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
128. 199. 253. 92 147.237.77.216 |S ngapore dover.idf.il ET DRCP Spamhaus DRCP Listed Traffic | nbound 1
167. 114. 156. 16 147.237.77.216 |Canada dover.idf.il portscan: TCP D stributed Portscan 1
143. 49. 43. 120 147.237.77.216 |lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
199. 196. 209. 93 147.237.77.216 |lLnited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
93.173. 176. 16 147.237.72.166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
167.97. 4. 96 147.237.77.216 |lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
222.174.5.9 147.237.76.198 |China e.yohal an.idf.il ET SCAN Potential SSH Scan 1
128.199. 108. 11 147.237.77.216 |S ngapore dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
140. 170. 19. 92 147.237.77.216 |lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1




11-18-2015-11:04:01 to 11-18-2015-12:04:01

|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
176.13.23.230 |Israel 147.237.0.19 |madimatal .idf.il{Bad TCP sequence Inval i d ACK nunber noni t or 1368
176.13.23.230 |[lsrael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence I'nval i d ACK nunber aert 653
194.90.167.20 |israel 147. 237. 76. 200 |ei tan. aka. i df .| 23: ?E;TS:? s?igcl)r?e. TP Invalid :):‘éakjeitd ;eggggfi retransmssi on. drop 537
2.54.12.63 I srael 147.237.0.19 |nadimatal.icf.il|Bad TCP sequence Inval i d ACK nunber noni t or 361
82. 80. 196. 44 I srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 315
212.179. 21. 194 |israel 147.237.72. 167 |i shuri maka. i df . i ;: ?ZTS?]? SES?g('):e' TeP Invalid :;‘fkjétd ;eggsgj. retransmssi on drop 270
Sreaning Engine: TCP Invalid i i ssi on.
66.249.64.233  [Uited Sates [147.237.77. 216 dover.id.il [~ ansn? ssigon v d ;efgsgg retransnissi on drop 150
194. 90. 167. 20 |l srael 147.237.76.200|eitan. aka.iof .il [Bad TCP sequence Invalid ACK nunber noni t or 145
213.151.51. 210 |[Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 145
82. 80. 196. 44 I srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber alert 127
82.80.198. 164 [lIsrael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 120
2.54.12.63 I srael 147.237.0.19 |nedimatal .idf.il|{Bad TCP sequence Inval i d ACK nunber aert 117
Sreamng Engine: TCP Invalid i i ssi on.
84.228.112.48 |Israel 147. 237. 72. 167 |i shuri maka. i of . i Fetransn? ssigon L%ijétddsreggsgj. retransmssi on drop 117
217.194. 207. 227 srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 106
212.143.3. 44 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 105
82. 80. 198. 164 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber alert 100
176.12.138. 112 |Israel 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Invalid ACK nunber noni t or 90
Sreaning Engine: TCP Invalid i i ssi on.
84.229.154.58 I srael 147, 237. 72. 167 |i shuri maka. i df . i I%transn? ssigon v d ;efgsgg retransnissi on drop 84
213.151.36.20 |[Israel 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 81
81. 218. 46. 66 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 78
Sreamng Engine: TCP Invalid i i ssi on.
46.19.86.160 |l srael 147. 237. 72. 166 |aka i of . i | et ansn? ssigon 'Pg‘éi!td dsreggsgj. retransmssi on drop 75
82.80.17.163 | srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 74
87.69.3.182 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 73
80. 246. 136. 78 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber alert 72
212.179.21.194 |[Israel 147.237.76. 177 |ncore. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 70
87.69.3.182 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nval i d ACK nunber aert 69
213.151.51. 210 |[lIsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber alert 69
212.143.3. 44 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber aert 69
176. 13. 21. 66 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or 67
212.179. 218. 166|1 srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 66
217.194. 207. 227l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber aert 66
213.151.36.20 |[Israel 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nval i d ACK nunber aert 65
84.228.112. 48 | srael 147.237.72.167 |ishurimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 62
62.219.44.190 |[Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 62
176.12. 142. 127 |l srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or 57
Sreamng Engine: TCP Invalid i i ssi
212.179. 46. 189 |Israel 147. 237. 72. 167 |i shuri maka. i df . i Retransn? ssigon :)g‘éakle'td;eggsggl retransmssi on. drop 57
81.218.116. 129 |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 55
93.172.61. 134 [Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 53
81.218. 48. 37 I srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber alert 53
5.22.134.138 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 53
89. 139. 164. 207 [lIsrael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 52
Sreanming Engine: TCP Invalid i i ssi on.
213.8.116.66 | srael 147. 237.72. 167 |i shuri maka. i f . i Retransn? ssigon :;‘fkjétd ;eggsgj. retransmssion drop 51
80.246.136.78 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 51
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 50
82. 80. 193. 236 | srael 147.237.72.166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 47
81.218. 48. 37 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 47
176. 13. 21. 66 I 'srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval id ACK nunber alert 47
82.80.17. 163 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber aert 46
91.231.193. 150 |[Israel 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence I'nval i d ACK nunber noni t or 45
176. 13.19. 93 I 'srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Inval id ACK nunber noni t or 43
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.54.12.63 | srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 319
176.13.23.230 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 278
2.54.12.63 I srael 147.237.0.19 [madimatal .idf.il Dstributed Suspicious Response Code Bl ock 196
176.13.23.230 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 193
176.12.138.112 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 99
185. 120. 126. 7 147.237.0.19 [madimatal .idf.il Dstributed Suspicious Response Code Bl ock 27
2.52.20.226 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 18
176.13.23.230 [l srael 147.237.0.19 |nadimatal .idf.il EZI |\1/a3r.1y23o.f2;8e Sane Response Qode (403) in Session from Bl ock 15
194.90.167.20 I srael 147. 237.76.200 [ei t an. aka. i df . i | Too lag & 2oe Sane Fesponse Code (404) i Session from Bl ock 8
176.13.13.142 |lIsrael 147.237.77.243|nobi | e.i df . i | Lhaut hori zed LRL Access to nobil e.idf.il/sachar/index B ock 6
2.54.12.63 I srael 147.237.0.19 |[madimatal .idf.il Dstributed Too Many of the Sane Response Code (403) Bl ock 6
66.249. 64. 233 |l srael 147.237.77.216|dover. i df .i | Mil tipl e Unaut horized URL Access from 66. 249. 64. 233 B ock 4
176.13.12. 61 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
212.179. 21. 194 |Israel 147.237. 72. 166 |aka. i df . i | shaut hor] zed LR Access 0 (. asp Bl ock 3
176.13.17.163 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.12. 148. 139 |l srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code Bl ock 3
176.13. 20. 3 I srael 147.237.77.243|nobi l e. i df . i | O stribut ed Suspici ous Response CGode Bl ock 3
2.54.168.91 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS A tack None 3
199. 30. 25. 245 |uhited Sates [147.237.76. 147 |chi nuch. aka. i df . | Unaut hori zed URL Access to waw chi nuch. aka. i df . i1/404. htm Bl ock 3
81.218.241.25 [Israel 147.237.77. 216 |dover.i df .i | Ml tipl e Unauthorized URL Access from 81.218.241.25 Bl ock 3
176. 12. 140. 105 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
80.246.136.71 |[Israel 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code Bl ock 2
176. 12. 144. 159 |l srael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspici ous Response CGode Bl ock 2
46. 19. 86. 189 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 2
212.143.110.33 [israel 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code Bl ock 2
79.176. 8. 220 I srael 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt Bl ock 2
46.19. 85. 174 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
66.249.67.31  |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | m;;}f’ﬂhgﬂ ;‘Ezuf z?fi”zfioﬁtfnccess on Bl ock 2
79.176.8.220 | srael 147.237.72. 166 |aka. i df . i | m;(:'“itgﬁ iﬁ*}?gﬁgi}i@gﬁf;ﬁ; Sﬂp Bl ock 2
37.26.146.161 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
46.121.56.122 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
212.143.110. 33 |[Israel 147.237.77.243|nobi l e.i df . i | D stributed Lhauthorized URL Access on nobil e.idf.il/sachar/index |B ock 1
141.212.121. 192|wnited Sates [147.237.76. 147 |chi nuch. aka. i df.i | Unaut hori zed URL Access to 147.237.76. 147/ B ock 1
85. 65. 88. 251 I srael 147.237.72. 166 [aka. i df . i | Mitiple Il1legal Byte Gode Character in URL from85. 65. 88. 251 Bl ock 1
46.19. 85. 37 I srael 147.237.77.243|nobi | e. i df . i | O stributed Uhaut hori zed LR Access on nobi | e. i df.il/sachar/index |Bl ock 1
185. 32. 179. 235 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
79.178.161. 238 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
5.22.129. 193 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
66.249. 64. 233 [Israel 147.237.77. 216 |dover.idf .i | D stributed Suspicious Response Code Bl ock 1
213.174. 117. 236|France 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
207.46.13.182 |Wited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
107. 150. 43. 205 |lhited Sates |147.237.0. 17 ][nirrly- kosher - kravi . i d Unaut hori zed URL Access to / B ock 1
46.19. 86. 2 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
37.26.148.139 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
82.80.198.164 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
6. 204. 254. 146 [Lhited Sates |147.237.77.216|dover.idf. il ma?ztfri |T/yf§3;'1_ Z'nju(jo?/r;rclt;sogfmm ent M acerbl der 1S Bmil in g oo 1
2.54.162. 242 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
176.13. 1. 180 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66.249. 64. 145 I srael 147.237.76.42 |refuah.idf.il ﬂ?f’;g?f;ﬁ?ﬁzﬁpfgfsﬁgéﬁi | es/ 8/ si 26100X0/ 3048, pg Bl ock 1
212. 143. 161. 239]I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1

11-18-2015-11:04:01 to 11-18-2015-12:04:01



