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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
112.184.52.8 Korea, Republic of 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 2677
212.45. 46. 63 Net her | ands 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 2584
0.0.0.0 147.237.77. 216 dover.idf.il|SYN Hood unverified cookie drop 599
192. 115.83.5 | srael 147.237.77. 216 dover.idf.il|SYN Hood unverified cookie drop 411
204.93. 154. 216 Lhited Sates 147.237.77.216 dover.idf.il|TAP Scan (vertical) drop 186
179. 191. 156. 80 Brazil 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 29
126. 203. 183. 19 Japan 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 18
109. 65. 169. 136 | srael 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 8
79.183.14.170 | srael 147.237.72. 166 aka.idf.il |Block Udp All Nets drop 6
149. 78. 242. 147 | srael 147.237.77. 216 dover.idf.il|SYN Hood unverified cookie drop 6
79.180. 184. 18 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 6
31.168. 155. 3 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 5
176. 12. 136. 148 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 5
109. 67. 64. 114 | srael 147.237.77.216 dover.idf.il|SYN Hood unverified cookie dr op 5
80. 246. 137. 17 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 5
82. 166. 253. 36 | srael 147.237.77. 216 dover.idf.il|SYN Hood unverified cookie drop 4
66. 249. 65. 37 Lhited Sates 147.237.77. 74 lawidf.il |TCP handshake violation, first packet not syn drop 4
81.218. 116. 230 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 4
37.26. 148. 200 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 4
10.0.0.4 147.237.77.216 dover.idf.il|SYN Hood unverified cookie dr op 4
62. 219. 254. 22 | srael 147.237.77. 216 dover.idf.il|Block Udp All Nets drop 3
82.81. 14. 100 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 2
212.143. 3. 44 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 2
92. 27. 48. 88 Uhi t ed Ki ngdom 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 2
212.143.136. 181 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 2
185. 32.179. 117 | srael 147.237.77.216 dover.idf.il|SYN Hood unverified cookie drop 2
176. 12. 145. 246 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 2
82. 80. 198. 164 | srael 147.237.77. 216 dover.idf.il|SYN Hood unverified cookie drop 2
62. 0. 200. 129 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 2
46. 151. 236. 67 d oveni a 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
128. 127. 85. 123 Pol and 147.237.77.216 dover.idf.il]lnvalid TGP H ags drop 1
196. 47. 186. 22 MQte DlIvoire 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 1
193. 19. 142. 19 Pol and 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
24.222.171. 74 Canada 147.237.77. 216 dover.idf.il|L4 Source or Dest Port Zero drop 1
91. 230. 194. 110 Bul gari a 147.237.77. 216 dover.idf.il|L4 Source or Dest Port Zero drop 1
72.34.23.74 Lhited Sates 147.237.77.216 dover.idf.il]lnvalid TGP H ags drop 1
184. 152. 68. 88 Lhited Sates 147.237.77. 216 dover.idf.il]lnvalid TGP H ags drop 1
66.241. 72. 90 Lhited Sates 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 1
173.219. 25. 51 Lhited Sates 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
85. 65. 173. 48 | srael 147.237.77. 216 dover.idf.il|SYN Hood unverified cookie drop 1
215. 67. 6. 85 Lhited Sates 147.237.77. 216 dover.idf.il|TCP handshake viol ation, first packet not syn drop 1
83. 233. 199. 31 Sweden 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
134. 255. 78. 36 Hungary 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
37.200. 28. 60 Nor way 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 1
81.191. 115. 55 Nor way 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
196.47.172. 88 Qte Dlvoire 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
76.90. 246. 42 Lhited Sates 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 1
189. 47.173. 105 Brazil 147.237.77.216 dover.idf.il]lnvalid TGP H ags drop 1
19. 150. 33. 22 Lhited Sates 147.237.77. 216 dover.idf.il|L4 Source or Dest Port Zero drop 1
94. 245. 40. 74 Sweden 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site Devi ce Action |Count

212.143.82. 136 I srael 147.237.76. 31 nakchal .idf.il |[Cl000004: HTTP. options nethod (M crosoft) B ock 2
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202.3.255.8 147.237.77.216 |French Polynesia  |dover.idf.il GPL SCAN nmap TCP 164
148. 248. 66. 57 147.237.77.216  |Mexi co dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
205.203.224.11  [147.237.77.216 |Lnited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
104. 207. 147. 65 147.237.0. 17 Lhited Sates mny- kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
176. 47. 176. 73 147.237.77.216 |lkraine dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
138. 43. 19. 14 147.237.77.216 |Whited Sates dover.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
204.57. 28. 25 147.237.77.216 [lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
95. 216. 207. 76 147.237.77.216 |lkraine dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
148.178.188.26  [147.237.77.216 |lLhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
170.113.186.19  [147.237.77.216 |lnited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
136.228.145.54  [147.237.77.216 |lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
199.185.198.99  [147.237.77.216 [Canada dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
94. 130. 35. 81 147.237.77.216 |lkraine dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
148.105.229.58  [147.237.77.216 |lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
134. 209. 84. 83 147.237.77.216 [lhited States dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
170.106.151. 69  [147.237.77.216 |lnited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
199.34. 146. 115  [147.237.77.216 |lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
91.213.72.122 147.237.77.216 |Kazakstan dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
148. 105. 61. 68 147.237.77.216 [lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
134.127.126.102 [147.237.77.216 |lLhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
170.67.23.7 147.237.77.216 [lhited States dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
88.135. 31. 2 147.237.77.216 |lkraine dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
143. 49. 109. 4 147.237.77.216 [lhited Qates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
199. 26. 122. 81 147.237.77.216 [lhited States dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
129.76.71. 31 147.237.77.216 |lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
167.28.3.5 147.237.77.216 |Chile dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
140. 170. 97. 21 147.237.77.216 [lhited States dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
198. 181. 81. 36 147.237.77.216 [lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
79.174.12. 105 147.237.77. 216 dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
159. 223. 39. 88 147.237.77.216 [lhited States dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
128.199. 11. 75 147.237.77.216 |S ngapore dover.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
140. 170. 49. 24 147.237.77.216 [lhited Qates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
198. 48. 30. 28 147.237.77.216 [lhited States dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
64.112. 14. 123 147.237.77.216 |lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
150.126.137.49  [147.237.77.216 |lhited Sates dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
213. 8. 68. 217 147.237.77.216 |[lsrael dover . idf.il portscan: TCP D stributed Portscan 1
121. 46. 106. 35 147.237.77.216 |[China dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
37.148.221. 60 147.237.77.216 |[United Kingdom |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
138. 43. 126. 53 147.237.77.216 [lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
148.248.231. 127 [147.237.77.216 |Mexico dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
206. 203. 66. 1 147.237.77.216 [lhited States dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
119. 10. 8. 133 147.237.0. 33 Chi na idf.il ET SCAN Potential SSH Scan 1
182. 245, 29. 12 147.237.76.30  [China hi nush. i df .i | ET SCAN Potential SSH Scan 1
5.102. 203. 189 147.237.72.166 |lsrael akaidf.il portscan: TCP D stributed Portscan 1
138. 43.38. 24 147.237.77.216 |lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
205.175.191.49  [147.237.77.216 |lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
95.217. 122. 54 147.237.77.216 |Wraine dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
148.178.218.77  [147.237.77.216 |lnited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
170.120.252.19  [147.237.77.216 |lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
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Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

194.90. 167.20 |lIsrael 147.237.76. 200 |ei tan. aka.i df .i | . dro 513
Ret r ansm ssi on Packet dr opped. P
Sreaning Engine: TCP Invalid i i sSi

66.249. 64.233 |United Sates |147.237.77.216 |dover.idf. il 9 =g nval i d segnent retransmssi on. drop 357
Ret r ansmi ssi on Packet dr opped.

82.80.196.44 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid AGK nunber noni t or 318

176.13.13. 142 |l srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Invalid ACK nunber noni t or 206
Sreaning Engine: TGP Invalid i i sSi

79.178.65. 155 | srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 177
Ret r ansmi ssi on Packet dropped.

213. 151. 51. 210 |I srael 147. 237.72. 166 |aka. i of .i | Bad TCP sequence Invalid AGK nunber alert 154

82.80.198. 164 |[lsrael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 146

194.90. 167.20 |l srael 147.237.76. 200 eitan. aka.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 141

82.80.196.44 |israel 147. 237.72. 166 |aka. i of .i | Bad TCP sequence Invalid AGK nunber alert 140

176.13.13. 142 (I srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Inval i d ACK nunber alert 130

46.19.85.214  [Israel 147.237.0.19 |madimatal.idf.il[Bad TCP sequence I'nval i d ACK nunber noni t or 127

213. 151. 51. 210 |I srael 147. 237.72. 166 |aka. i of .i | Bad TCP sequence Invalid AGK nunber noni t or 120
Sreanming Engine: TGP Invalid i i sSi

194.90.78.175 |israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g nval i d segnent retransmssi on. drop 117
Ret r ansmi ssi on Packet dr opped.

82.80.198.164 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid AGK nunber alert 102

212.199. 144. 80 | srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval id AGK nunber noni t or 100

2.54.177.213 |Israel 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Inval i d ACK nunber noni t or 91

176.13.11. 82 | srael 147.237.72. 166 |aka. i df.il Bad TCP sequence Inval i d ACK nunber noni t or 77

46.19. 85. 28 I srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Invalid ACK nunber noni t or 72

62.219.99.130 |Israel 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 72
Sreaming Engine: TP Invalid i i ssi

185. 120. 126. 41 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Inval i d segnent retransmssi on. drop 66
Ret r ansm ssi on Packet dr opped.

82.80.196.44 |[lIsrael 147.237.72. 156 |anan.i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 65

62.219.99. 130 |[Israel 147.237.72. 167 |ishurimaka.i of .i [Bad TCP sequence Invalid ACK nunber noni t or 65
Sreaning Engine: TCP Invalid i i ssi

62. 219. 190. 135 |l sr ael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Inval i d segnent retransmssi on. drop 60
Ret r ansm ssi on Packet dropped.

79.178.65. 155 |Israel 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 59
Sreaming Engine: TP Invalid i i ssi

79.180. 184. 18 [l srael 147. 237.72. 167 |i shuri maka. i df . i 9 =g Inval i d segnent retransmssi on. drop 57
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i sSi

109. 67. 26. 169 |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g nval i d segnent retransmssi on. drop 54
Ret r ansmi ssi on Packet dr opped.

46.19.85.171 |Israel 147.237.0.19 |madimatal.idf.il{Bad TCP sequence Invalid AGK nunber noni t or 52

176. 12. 142. 232 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or 50

82.80.17.163 |Israel 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 48
Sreaming Engine: TP Invalid i i ssi

79.179. 219. 220 |I sr ael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Inval i d segnent retransmssi on. drop 48
Ret r ansm ssi on Packet dr opped.

176.13. 20. 138 |l srael 147.237.72. 156 |anan.i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 47
Sreaming BEngine: TGP Invalid i i ssi

46.19.86.185 |l srael 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 42
Ret ransm ssi on Packet dropped.

82.192.68.46 |Netherlands  |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 39

62.219.99. 130 |[Israel 147.237.72. 167 |ishurimaka.i of .i [Bad TCP sequence Invalid ACK nunber alert 37

212.143.3.44 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid AGK nunber noni t or 37

62.219.99.130 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber aert 37

46.19.86.173 |lsrael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 37
Sreaming Engine: TP Invalid i i ssi

80.246.137.3 [Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Inval i d segnent retransmssi on. drop 36
Ret r ansm ssi on Packet dr opped.

176.13.11.82  |[Israel 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber alert 36
Sreaming BEngine: TGP Invalid i i ssi

46.19.86.160 |l srael 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 36
Ret ransm ssi on Packet dropped.

89.138.30. 138 |[Israel 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 35

176. 12. 151. 155 |l srael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 33

185.32.179.35 |[lIsrael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid AGK nunber noni t or 33

176.13.22.17 |[Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 33

176. 12. 145. 191 |l srael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 33

176.13.15. 237 |[lIsrael 147.237.72. 167 [ishurimaka i df.i[Bad TCP sequence Invalid AGK nunber noni t or 33

85. 64.135. 174 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 33
Sreaning Engine: TGP Invalid i i sSi

79.179. 161. 122 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 33
Ret r ansni ssi on Packet dropped.

46.19.85.115 |Israel 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber noni t or 32

80.74.97.174  |[lIsrael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber alert 32
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46.19. 85. 214 I srael 147.237.0.19 |madimatal .idf.il Distributed Too Miny of the Sane Response Code (404) B ock 181
46.19. 85.171 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 76
46.19. 85. 214 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 69
176.13.13. 142 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 65
46. 19. 85. 28 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 64
2.54.177. 213 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 55
46.19.85.171 I srael 147.237.0.19 |madimatal .idf.il Distributed Too Miny of the Sane Response Code (404) B ock 36
2.52.53. 61 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 30
185. 32. 179. 213 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 28
194.90.167.20 [l srael 147.237.76. 200 |ei tan. aka. i df . i | Too Many of ‘the Sane Response Qode (404) in Session from B ock 15
194. 90. 167. 20
85.65.43.237  |Israel 147.237.72. 166 |aka. i df . i | m;&;ﬂtﬁ : Wﬁ;t :loéil ;fs a'\l'ﬁthzcr"?i ';;’Iri r::;"r’:”g:‘acs";x J get aut huser B ock 5
46.19. 85. 28 I srael 147.237.0.19 |madimatal .idf.il Distributed Too Miny of the Sane Response Code (404) B ock
2.52.52.79 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock
212.143.82.136 |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock
Dstributed Paraneter Type Mol ation on
46.117.183.215 |Israel 147.237.76.42 |refuah.idf.il wan refua. atal . idf.il/1518-he/ ref uah. aspx par anet er B ock 3
ct | 00$Cont ent P aceHbl der 1$t xt Last Nare
66.249. 64.233 |lIsrael 147.237.77.216|dover. i df . il Mil tipl e Uhaut hori zed UR. Access from 66.249. 64. 233 B ock
176.12.148. 45 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock
100.65.24.79  |Israel 147. 237. 72. 166 |aka. i df . i | Dstr buted itﬂa;?ta';‘;r;azgig/?:n_:;fiz. o Bock |2
212.143.82.136 |[Israel 147.237.76.31 |nakchal .idf.il Ml tiple Unhauthorized URL Access from 212. 143. 82. 136 B ock
95. 86. 85. 54 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Uhaut horized Method for Known URL from 95. 86. 85. 54 B ock
168. 235. 194. 144|United Sates|147.237. 77. 216 |dover.i df . il Unaut hori zed URL Access to waw i df . il/shjavascript B ock
109. 65.56.193 |l srael 147.237.72. 166 |aka. i df . i | m;&;"itf : Wﬁ;t :loéii ;fsd/ a'\fhzcr’]?i fcgtri g:::r‘:nLcF:aggx J et aut huser B ock 2
Dstributed Paraneter Type Mol ati on on
46.19. 85. 111 I srael 147.237.76.42 |refuah.idf.il waw ref ua. atal . idf.il/1518-hel ref uah. aspx par anet er B ock 2
ct| 00$Cont ent P aceHol der 1$t xt Last Nane
79.178. 49. 87 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
109. 65.56.193 |l srael 147.237.72.166 |aka. i df . i | m“;kr:rl ! d?.eidl /'\f;wzi%:};ﬁgnﬂ cot | onservi ce. asmd aut et cate B 0K 2
217.194. 196. 136l srael 147.237.77. 170 [naar achot . i df . i | Lhaut hori zed URL Access to maarachot.idf.il/pdf/files/0/108880.pdf |B ock
176.13.18.248 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None
109. 65. 24. 79 I srael 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock
77.126.144.47  [israel 147.237.76.42 |refuah.idf.il e et rorized éﬁaﬁczﬁ on Bock |1
212.25.103.10 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
46.19.85. 14 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
109. 160. 146. 164|I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for v aka. i df.il/mai n/sachar/mas. aspx |B ock 1
62.90.161.191 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
192.102.17.49 |Austria 147.237.77.216|dover.idf .il D stributed Suspi ci ous Response Code B ock 1
2.54.167. 102 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
89. 139. 188. 164 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
2.52.25.16 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
82.80.198.164 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 1
46. 19. 85. 190 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
176.13.20. 141 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
141.212.121. 192|lnited Sates|147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ Bl ock 1
79.177.133.247 |israel 147.237.72. 166 |aka. i df . i | mn;‘g‘?izﬁriﬁje;m?b;m\ﬂwﬁiﬁm%gg i1y, aspe None 1
212. 143. 134. 129]1 srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to www i df . il/aj ax/ pages/ f an_st at us. php B ock
46. 19. 85. 60 I 'srael 147.237.76.42 |refuah.idf.il Mal for med URL Bl ock 1
37.26.146.236 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
66. 249. 65. 22 I 'srael 147.237.77. 226 :‘AM:AII chanat z. aka. i d Lhaut hori zed URL Access to wwu chanmat z. aka. i df .il/894-ar Bl ock 1
194.90.167.20 |[lIsrael 147.237.76.200|ei tan. aka. i df . i | Too Many 404: Response Code per Session B ock 1
46.19. 86. 54 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
184. 105. 247. 196|thited Sates|147.237.76.39 |nobile.neitav.idf.il |Uhauthorized URL Access to 147.237.76. 39/ B ock 1
2.54.9.99 I srael 147.237.72. 166 |aka. i df . i | Dstributed |llegal Byte Gode Character in URL B ock 1
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