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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
66. 249. 78. 11 Lhited Sates 147.237.77.170 naarachot . i df.il |TCP handshake viol ation, first packet not syn |drop 25351
46. 71.53. 23 Arneni a 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6421
66. 249. 65. 43 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 4912
189. 215.242. 4 Mexi co 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2849
117.196. 174. 85 Indi a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 467
109. 127. 77. 107 Iraq 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 184
204. 93. 154. 216 Lhited Sates 147.237.77. 216 dover.idf.il TAP Scan (vertical) drop 174
179. 225. 46. 107 Brazil 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 127
89. 23. 156. 22 Russi an Federation 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 119
181. 65.117. 15 Peru 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 109
120.37.177.1 Chi na 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 97
85. 65. 49. 187 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 20
66. 249. 65. 40 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 18
87.69. 180. 163 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 18
95. 186.179. 108 Saudi Arabi a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 15
46. 19. 86. 33 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 6
79.179. 148. 91 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 5
176. 12. 139. 68 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 5
10.0.0.1 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 5
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack drop 4
79.179. 32. 209 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 3
62.219. 254. 22 | srael 147.237.72. 167 i shurimaka.idf.il|Bl ock Udp All Nets drop 3
80. 246. 136. 122 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 3
137.141.187.9 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
63. 248. 37. 73 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
94.26.21.71 Bul gari a 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
196. 47. 186. 28 Mte Dlvoire 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
92.32.108. 1 Sweden 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
193. 90. 165. 4 Nor way 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
74.143.71. 108 Lhited Sates 147.237.77.216 dover.idf.il Inval i d TP H ags dr op 1
70. 63. 47. 80 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
108. 63. 196. 36 Canada 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
24.178. 190. 39 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
87.118. 150. 52 Bul garia 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1

5. 102. 254. 167 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
84. 208. 162. 8 Nor way 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
177. 185. 55. 55 Brazil 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
67.11.193. 122 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
209. 196. 110. 17 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
64. 46. 23. 123 Canada 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
94. 228. 195. 70 Russi an Federation 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
201. 227.5. 28 Panama 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
81.191. 190. 53 Nor way 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
172.91. 166. 68 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
79. 25.231. 28 Italy 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
126. 207. 126.9 Japan 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
50. 91. 206. 97 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
93.174.93. 6 Net her | ands 147.237.76. 42 refuah.idf.il Bl ock_Up Al _Nets drop 1
196. 47.173. 72 Mte DIvoire 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
31. 208. 53. 66 Sweden 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Qount ry
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|Site

|Sgna1ure

Devi ce Action |Oount |

189. 38. 90. 212 Brazil 147.237.77. 74 lawidf.il |[3808 HITP SQ Injection Variabl e Decl aration Evasion B ock 8
85. 136. 227. 77 Spai n 147.237.77.74 lawidf.il |3808 HITP. SQ Injection Variable Declaration Evasion B ock 8
109. 67. 180. 80 | srael 147.237.77.216 |dover.idf.il [CL000004: HITP. options nethod (M crosoft) Bl ock 3
188. 165. 15. 13 France 147.237.72.156 |aman.idf.i| |28 HITP. AnrefBot craw er Bl ock 1
23.91.70.63 Lhited Sates 147.237.77.233 |atal .idf.il |[3808: HITP SQ Injection Variable Declaration Evasi on B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Gountry |Signature

189. 38. 90. 212 147.237.77. 74 Brazil lawidf.il SQ Injection - Select From 24
85. 136. 227. 77 147.237.77. 74 Spai n lawidf.il SQ Injection - Select From 10
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il |Tehila - Perl LW with fake user agent 3
216. 38. 216. 197 147. 237.72. 166 Lhited Sates akaidf.il Tehila - Perl LW with fake user agent 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature

91.228.167.130 [Sovakia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 204
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 204
80.102. 207.41 |Spain 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 198
66.249.64.233 |Wnited Sates  |147.237.77. 216 |dover.idf. il Streaming Engi ne: TCP Invalid  invalid segnent retransmssi on drop 156

Ret r ansm ssi on Packet dropped.
94.228.34.248 |United Kingdom|147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 133
94.228.34.249 |United K ngdom|147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 132
54.224.21. 23 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 84
64.229.49.203 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 83
91.228.167.109 [Sovakia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 82
108. 39.226. 73 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 69
45, 58. 252. 229 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 68
173.220. 141. 227|lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 63
66.249. 64. 238 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 61
109. 200. 30. 154 |United Kingdom|147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 60
66. 249. 64. 243 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 55
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 52
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 45
37.201.168.1 Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 44
41. 33. 232. 66 Egypt 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SN drop 44
100. 100. 20. 104 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 37
202. 3.255. 8 French Pol ynesi a|147. 237. 77. 216 |dover.idf.il drop Frst packet isn't SN drop 37
107.170.61.36 |lLhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 36
108.59.253.71 |Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 36
178. 25. 3. 243 Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 36
68.180.228. 112 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 36
64.79. 89. 130 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 34
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 33
109. 127.77.107 |lrag 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 31
66. 249. 81. 215 gcsj:;:ﬂ on 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 30
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 22
178.135.99.24 [Lebanon 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 21
172.56.37.157 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 21
183.79. 220. 211 |Japan 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 21
66.249.81.212 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 20
178. 63. 165. 187 |Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 20
41.33.231.90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrul e drop 19
41.33.231. 90 Egypt 147.237. 77. 216 |dover.i df .i | drop drop 19
204.93.154. 216 |Wited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 19
129.171. 6. 38 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 18
87.68.32.128  |Israel 147.237.77. 216 |dover. 1r.i1 || €M NG Engine: TP Invalid invalid segnent retransmssion. | o 18
Ret r ansm ssi on Packet dr opped.

66.249.93.200 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16
66.249.81.218 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
100. 100. 75. 8 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 15
213.57.138. 140 |Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 15
213.57.138. 114 |[Israel 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 14
46.19. 85. 17 I srael 147.237.72. 167 |ishurimaka.idf.i[Bad TCP sequence Invalid ACK nunber noni t or 14
100. 100. 94. 201 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 14
62.24.181.135 |United Ki ngdom|147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 13
109. 201. 152. 11 |Net herl ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
104. 131. 246.89 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
176.12.150. 171 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 91
176.12.150. 171 |l srael 147.237.0.19 |nadi matal .idf.il Too Many of the Sane Response Cbde (404) in Session from Bl ock 48
176.12.150. 171
46. 31. 103. 89 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response CGode B ock 14
. . . Paraneter Type Mol ation Qurrent Password in
37.26.146. 171 I srael 147.237.77.243|nobi l e. i df . i | mobi | e. i df . i | / sachar/ changepasswor d Bl ock 14
. . D stributed Lhaut hori zed URL Access on
79.183.126.16 |l srael 147.237.72. 166 |aka. i df . i | vwn aka. i o . i 1/ aj ax/ pages/ fan st at us. php B ock 11
79.183.126.16 |[Israel 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt Bl ock 11
31.210.187. 145 [Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock
37.142.184. 152 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock
. . D stributed Lhaut horized URL Access on
79.183.111. 7 I srael 147.237.72. 166 |aka. i df . i | vw aka. i o . i 1/} ax/ pages/ fan_ st at us. php Bl ock 4
2.54.178. 46 I srael 147.237.0.19 |madimatal .idf.il Dstributed Suspicious Response Code B ock
79.181. 104. 150 |l srael 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt B ock
79.183.111. 7 I srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock
. . D stributed Lhaut hori zed URL Access on
79.181. 104. 150 |l srael 147.237.72. 166 |aka. i df . i | vww aka. i o . i 1/} ax/ pages/ fan st at us. php B ock 4
149. 88. 153. 125 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
. - . Unaut hori zed URL Access to
37.142.64.2 I srael 147.237.77.243|nobi | e.i df . i | nobi l e, i df i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1152 Bl ock 3
37.142.68.57 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
80. 246. 136. 1 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.117.187. 107 |Israel 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 3
176. 13. 16. 55 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.54. 42. 205 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
. . D stributed Lhaut hori zed URL Access on
46.117.187.107 [israel 147.237.72. 166 |aka. i df . i | vaw aka. i o . i 1/ aj ax/ pages/ fan st at us. php B ock 3
m ny- kosher - kravi . i _ .
176. 12. 146. 230 |l srael 147.237.0. 17 o il Miltiple Illegal Parangter Encoding from176. 12. 146. 230 None 3
2.54.62.182 I srael 147.237.0.19 |madimatal .idf.il Dstributed Suspicious Response Code B ock 3
94.230. 86. 137 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 85. 190 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
2.52.168. 178 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Suspicious Response Code B ock 2
176.228.74.22  |lIsrael 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to waw i df. i/ hinush Bl ock 2
2.54. 144. 109 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 2
; . . . . Paraneter Type M ol ation ct| 00$Cont ent Al acetbl der 1$t xt Passwor d
50. 79. 179. 94 Wited Sates [147.237.76.39 |nobile. neitav.idf.il i n nobi | e. nei tav. i of i |/t enpl af es/ | ogi n. aspx B ock 2
79.181.167.44 |[Israel 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt Bl ock 2
46.19. 85. 214 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 2
66. 249. 64. 233 [Israel 147.237.77. 216 |dover.i df . il Ml tipl e Unauthori zed URL Access from 66. 249. 64. 233 B ock 2
176.13.0. 164 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
84.109. 65. 3 I srael 147.237.72. 156 [aman. i df . i | Ostributed PHP At tenpt B ock 2
79.181.167.44 | srael 147.237.72. 166 |aka. i df . i | Distributed tnauthori zed LR. Access on B ock 2
wwy aka. i df . i |/ aj ax/ pages/ f an st at us. php
79.177.104.171 |Israel 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 2
. . D stributed Lhaut hori zed URL Access on
84. 109. 65. 3 I srael 147.237.72. 156 |anan. i df . i | vaw aman. i o . 1/ aj ax/ pages! f an st at us. php B ock 2
149. 78. 149. 190 |l srael 147.237.77.216|dover.idf . il Unhaut hori zed URL Access to waw i df.il/russian Bl ock 2
. - D stributed Lhaut hori zed URL Access on
79.177.104. 171 |l srael 147.237.72. 166 |aka. i df . i | vw aka. i o . i 1/ 2] ax/ pages/ fan st at us. php Bl ock 2
5.102. 254. 19 | srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
84.109. 65. 3 I srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 1
. . Unaut hori zed URL Access to
217.132. 204. 2081 sr ael 147.237.72. 156 |anan. i df . i | wav anan. i df . i |/ nodi i n/ resour ces/ i mages/ f avi con/ f avi con. png Bl ock !
79.176.104. 111 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
Unknown HTTP Request Met hod A?A
176.228.52.20 |lsrael 147.237.72. 156 [aman. i df . i | A R2A - [[#0]] eA-ADAZ. A2 AY Bl ock 1
7([[#30] ] nF[ [ #24] ] [ [ #8] ] AEAVA; A2Re AYA' A AGEFA? in LRL
66. 49. 204. 205 |Canada 147.237.0.19 |madimatal .idf.il Lhaut hori zed URL Access to nadi matal .idf.il/bl og/wp-admin/ B ock 1
109. 65. 204. 116 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to waw aka. i df .i|/nai | box/ defaul t.aspx |B ock 1
46. 19. 86. 206 I srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Code B ock 1
87.250. 241. 67 RJF Sﬁ::ﬂ on 147.237.72. 166 [aka. i df . i | Untraceabl e S9. Sessions: sigal gs DS Atack None 1
. . D stributed Lhaut hori zed URL Access on
79.182.2.44 I srael 147.237.72. 166 |aka. i df . i | v aka i of i1/ htt ps: /vw aka. i o i1/ Bl ock 1
176. 106. 227. 161 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
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