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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
0.0.0.0 147.237.77. 216 dover.idf.il|HTTP- POST- Segrment ed- DoS dest - r eset 10086
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il|HTTP- POST- Segnent ed- DoS dest - r eset 1715
95. 186. 179. 108 Saudi Arabia 147.237.77. 216 dover.idf.il|DOS- LA C- TCP- 80- cat dest - r eset 421
204. 93. 154. 216 Lhited Sates 147.237.77. 216 dover.idf.il|TCP Scan (vertical) drop 228
192. 118. 30. 102 | srael 147.237.72. 166 aka.idf.il |Anonal y-TLS renegotiation-Ai dest - r eset 118
46.19. 85. 174 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 18
31.168. 157. 119 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 6
89. 138. 227. 231 | srael 147.237.77.216 dover.idf.il|SYN Hood unverified cookie dr op 6
181. 65. 103. 205 Peru 147.237.77. 216 dover. i df.i||TQP handshake viol ation, first packet not syn drop 6
93.172.1.134 | srael 147.237.77. 216 dover.idf.il|SYN Hood unverified cookie drop 6
77.127.128. 142 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 6
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il|HTTP-M SC- Sl owl ori s- DOS- Var 1 dest - r eset 4
95. 186. 179. 108 Saudi Arabi a 147.237.77. 216 dover.idf.il|Frk Purple Gon Linit Htp drop 3
46.117.100. 110 | srael 147.237.77.216 dover.idf.il|SYN Hood unverified cookie dr op 2
95. 186.179. 108 Saudi Arabi a 147.237.77. 216 dover.idf.il|Frk Under Attack Con Htp drop 2
72.209. 227. 74 Lhited Sates 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
187.103. 107. 7 Brazil 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
31. 208. 81. 44 Sweden 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
94.135. 207. 121 Cer many 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
5.22.129. 98 | srael 147.237.77.216 dover.idf.il|SYN Hood unverified cookie dr op 1
89. 233. 198. 3 Sweden 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
69. 6. 134. 89 Lhited Sates 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 1
174.95. 7. 56 Canada 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
64. 68. 241. 37 Lhited Sates 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
146. 6. 31. 53 Lhited Sates 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
86. 48. 101. 42 Dennar k 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 1
83. 233. 116. 22 Sweden 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
216.114.56. 18 Lhited Sates 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
63. 248. 34. 100 Lhited Sates 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
105. 235. 107. 123 OQte Dlvoire 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
46.9.172. 16 Nor way 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
94. 255. 219. 124 Sweden 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 1
74.115. 59. 96 Lhited Sates 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
201. 209. 228. 106 \enezuel a 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
69. 168. 186. 41 Canada 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
185. 3. 108. 26 Italy 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
94. 47.129. 118 Italy 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
66. 129. 57. 88 Lhited Sates 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 1
172.97.247. 10 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
85. 89. 88. 114 Sweden 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
63. 248. 181. 20 Lhited Sates 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
128.111. 162. 60 Lhited Sates 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
96.49.0. 71 Canada 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
78.154.149. 75 Latvi a 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 1
209. 40. 158. 96 Lhited Sates 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
73. 55. 88. 44 Lhited Sates 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
188. 113. 122. 66 Nor way 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
37.130. 38. 116 Pol and 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
94. 245. 37. 99 Sweden 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
5.144.0. 37 Swi t zer | and 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 1




11-17-2015-19:04:06 to 11-17-2015-20:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count |
84.108. 249.168  |Israel 147. 237.76. 42 refuah.idf.il |[Cl000004: HTTP. options method (M crosoft) B ock 2
23.91.70.63 Lhited Sates 147.237.77.233 |atal .idf.il 3808: HITP. SQ Injection Variable Declaration Bvasion B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Acti on ‘Count
71.56.157. 57 Lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 402
205.203.135.1 |lhited Sates |[147.237.77.216|dover.idf.il drop First packet isn't SYN drop 255
66.249.64.233 |Wnited Sates |147.237.77.216 |dover.idf.il Streaming Engine: TCP Invalid invalid segnent retransmssi on. drop 250
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 69 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 228
37.239.146.35 |lraq 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 151
107.72.162.93 |Whited Sates [147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 102
173.231. 115. 59 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 84
54.224.21.23 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 84
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 68
173.220. 141. 227|lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 68
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 65
66. 249. 64. 238 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 55
68.180.228. 112 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 52
72.9.148. 10 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 52
109. 200. 30. 154 zint:gom 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 48
52.0.238.61 Lhited Sates |[147.237.77.216|dover.idf.il drop First packet isn't SN drop 42
66. 249. 64. 243 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 39
202. 3. 2565. 8 ;Ie;rfgg . 147. 237. 77. 216 |dover. i of . i | drop Frst packet isn't SN drop 38
50.87.144.145 |lhited Sates |[147.237.77.216|dover.idf.il drop First packet isn't SYN drop 37
109. 186. 186. 211 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 36
213.57.138. 140 |[Israel 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 36
86. 176. 229. 80 LKTi;;éjom 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 34
213. 57. 140. 40 | srael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 31
213.57.140.40 [Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence A ;ansm't wehdifferent | onitor |29
66.249. 64.233 |lhited Sates [147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 28
83.183.218.48 |Sweden 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 26
162.243.199.26 |Lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 24
192. 117. 150. 233 sr ael 147.237.77. 233 |atal i df il Bad TCP sequence mdgstvrf:;”lt wth different moni tor |23
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
128.242.249.11 |lhited Sates |[147.237.77.216|dover.idf.il dr op Frst packet isn't SYN drop 21
77.126.167.209 |Israel 147.237.77. 234 |nal ag. i . i Bad TCP sequence mdﬁr:c”aslnlt wWth dfferent moni tor |21
93. 169. 168. 206 |Romani a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
41.33.231.90 Egypt 147.237. 77. 216 |dover. i df .i drop drop 20
178. 63. 165. 187 |Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
31.51. 118. 217 LKTi;;éjom 147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 19
109. 65. 140. 42 |Israel 147. 237.72. 166 |aka i of . i | Streamng Engi ne: TCP | nvalid invalid segnent retransnission drop 18
Ret r ansm ssi on Packet dr opped.
100. 100. 98. 238 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 18
208.69.40.101 |lhited Sates [147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 17
213.204.101. 24 |Lebanon 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16
5.102. 254. 19 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 16
66.249.69.128 |lited Sates |147.237.77.234|nal ag.idf.il Streamng Engi ne: TCP | nvalid invalid segnent retransnission drop 16
Ret r ansni ssi on Packet dr opped.
69.175.127.10 |lhited Sates |[147.237.77.216|dover.idf.il drop First packet isn't SYN drop 16
52.68.136.185 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 16
66.249.93.192 |lhited Sates |[147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 15
37.201.168.1 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
50.49.182.199 [United Sates [147.237.77. 216 |dover.idf.il Bad TCP sequence mdﬁr::;”lt wth different moni tor [13
46. 19. 85. 17 | srael 147.237.72. 167 |ishurimaka.idf.i|Bad TCP sequence I'nval i d ACK nunber noni t or 13
109. 67. 102. 7 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 12
2.54.151.143  |israel 147.237.0.19  |naci matal,iof. 1|2 " €@MNG Engine: TQP Invalid linvalid segnent retransnissi on. drop 12
Ret r ansni ssi on Packet dr opped.
139. 162. 216. 112|Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
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|Top Attackers In V\AF|

A tacker

Devi ce

ountry Target Address |Site Sgnature Action ‘Count
2.54.151. 143 |Israel 147.237.0.19 |madimatal .idf.il Distributed Too Miny of the Same Response Code (404) Bl ock 103
176. 12. 150. 248 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 83
2.54.151.143 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 78
176.13.5.184 |[Israel 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock 77
185. 32. 179. 241 |I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 57
176. 106. 226. 53 |l srael 147.237.72. 166 [aka. i df . i | Distributed Unknown HTTP Request Met hod B ock 35
185. 32. 179. 241 |l srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock 13
37.26.149.128 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 8
5.28.170.119 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 5. 28. 170. 119 B ock 4
79.183.126. 16 |lsrael 147.237.72. 166 |aka. i df . i | Dstributed PHP At tenpt Bl ock 4
80. 246. 136. 239 |I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 4
79.183.126. 16 |Israel 147.237. 72. 166 |aka. i df . i | Dstr buted iﬂa;tai?r;azee‘;?:n_’:‘;ei_ o Bock |4
37.26.147.168 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 67.102.7 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs DS Attack None 3
176. 12. 137. 138 |I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
89. 138. 84. 59 | srael 147.237.72. 156 |aman. i df . i | Dstributed PHP Attenpt B ock 3
89.138.84.59 |[Israel 147.237.72. 156 |[aman. i df . i | m”m_i izgfd_ iﬁ‘?;j/;cxizzsget;f an st at us. php Bock |3
176. 13. 14. 243 |Israel 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock
176. 12. 150. 171 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock
93.172.59.88 |Israel 147.237. 72. 166 |aka. i df . i | Dstr buted iﬂa;tai?r;azee‘;?:n_’:‘;ei_ o Bock |2
176. 12. 146. 230 [ srael 147.237.0.17 (rjnfrrlyl kosher-kravi . Mitiple Illegal Paraneter Encoding from 176.12. 146. 230 None 2
46.19. 85. 63 I srael 147.237.77.243|nobi l e.i df . i | D stributed Lhaut hori zed URL Access on nobil e.idf.il/sachar/index B ock 2
72.9.148.10  |uited Sates [147.237.76.86 [navy.idf.il muazs;' e e a0/ navy. asp. aspx Hock |2
79.183.126.16 |[lIsrael 147.237.77. 234 |hal ag. i df . i | PHP At t enpt Bl ock 2
46.19.85.145 |lIsrael 147.237.0.19 |madimatal .idf.il Distributed Suspicious Response Code B ock 2
84.228.197. 176 |l srael 147.237.72.166|aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 2
109. 186. 49. 137 [ srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
79.183.126.16 |Israel 147.237.77. 234 |hal ag. i df . i | mﬂto'g?;figaﬁfgﬁﬁs/;;dm/ fan status. php Bock |2
93.172.59.88 |Israel 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 2
31.154.150.3 |Israel 147.237.76. 200 |ei tan. aka. i df . i | ;2(_)1'\5?3’1:5_ ;he Sane Response (ode (404) in Session from Bock |1
82.81.0.32 | srael 147.237.77.243|nobi l e.i df . il Dstributed Uhaut hori zed URL Access on nobi | e.idf.il/sachar/index B ock 1
62.25.16.234 |Netherlands (147.237.0.19 |madimatal .idf.il Uhaut hori zed URL Access to / B ock 1
149. 8. 90. 240 |israel 147.237. 72. 166 |aka. i df . i | V'?ﬂ;;;;:‘:‘;fﬁ;”:gg}ﬁ;gi foess on Bock |1
46.121.140.55 |[lIsrael 147.237.72. 166 |aka. i df . i | Illegal Byte Gode Character in Header Nane B ock 1
109. 66. 25. 250 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
5.28.166.77  |Israel 147.237.72. 166 |aka. i df . i | mn;’kmg I'?;r?'ﬁ;;r Ncéégﬁ;ﬁ;aggffngsgfmhsamar$Ct'41 n None 1
79.182.173. 151 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs DS Attack None 1
176. 106. 226. 97 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessions: si gal gs oS Attack None 1
46.19.86.193 |Israel 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Attack None 1
Unaut hori zed URL Access to
95. 86. 81. 68 I srael 147.237.72. 166 [aka. i df . i | wan aka. i df . i1/ mai n/ rabanut / &sa=u&ved=0cacqf j aaahukewi 7ol - phzj j ahv |B ock 1
f wbgkhswi chg&usg=af gj cngd2j | 649buwonvnwt t t glul t b2da
2.54.8.41 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
77.125.96.12 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66.249.65.37 |Israel 147.237.77.74 |lawidf .il Unaut hori zed URL Access to www | aw i df.il/14-3182-he B ock 1
173.252. 81. 118 |Lhited Sates |147. 237. 72. 166 |aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
40.77.167.96 |Lhited Sates |147.237.77.216|dover. i df .i | Unaut hori zed URL Access to wawidf.il/sip_storage/files/ O/ Bl ock 1
85. 250. 180. 112 |I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
5.20.156.200 |israel 147.237. 72. 166 |aka. i df . i | V%;f;i:‘f;ﬁﬁ;“:g}ﬁaﬂi oess on Bock |1
80. 246. 136. 222 [l srael 147.237.72. 166 [aka. i df . i | Too Many 403: Response Code per Session B ock 1
NULL Character in URL y[[#14]][[#17]] AYs >xa€A AEX"
46.121.140.55 |l srael 147.237.72. 166 [aka. i df . i | 50/ i s2[ [#23]] [[#22]] x?: w)Aga§€§xxA£x§[ [ #20] ] AfA?xang&€ B ock 1
i & AJAT xAMEYRET [ #0] ] A€C<A?A €T me2
128. 232. 110. 28 zi;gegom 147.237.0.15 |kosher-kravi.idf.il |Uhauthorized URL Access to 147.237.0. 15/ B ock 1
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