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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |Signature |Device Action|Count|
178. 199. 190. 43 Shtzerl and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 2991
95. 186. 179. 108 Saudi Arabia 147.237.77.216 dover.idf.il DOS- LA C TCP- 80- cat dest - r eset 982
66. 249. 65. 18 Lhited Sates 147.237.77. 226 wan chanmat z. aka. i df . i | | TGP handshake viol ation, first packet not syn|drop 598
59. 89. 210. 20 India 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 479
82.30.172.6 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 474
204. 93. 154. 216 Lhited Sates 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 174
109. 64. 164. 29 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 8
85. 250. 44. 10 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 6
109. 65. 51. 76 | srael 147.237.77.216 dover.idf.il SYN H ood unveri fi ed cooki e drop 3
66. 249. 64. 243 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forvard 2
67.102. 30. 31 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 2
190. 233. 67. 20 Peru 147.237.72. 156 anan.idf.il Frk_Under At tack_Con_Tcp drop 2
5.29. 147. 28 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 2
68. 66. 19. 52 Lhited Sates 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
135. 23. 218. 3 Canada 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
24.105. 202. 2 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
88. 30. 140. 127 Foai n 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
2.54.177. 216 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 1
83.233.8.124 Sweden 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
219. 97. 185. 90 Japan 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
64. 18. 229. 57 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
110. 92. 16. 113 New Zeal and 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
80. 99. 23. 17 Hungary 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
207. 183. 190. 60 Lhited Sates 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
75.133. 80. 76 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
196.47.172. 82 Qte DlIvoire 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
37.131.141.5 Pol and 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
94.135. 196. 124 Cer many 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
24.226.81.9 Canada 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
89. 233. 213. 13 Sweden 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
71.85. 24. 22 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
172.91.213.0 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
126.77.77.11 Japan 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1
23.233.49.71 Canada 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
85. 134. 88. 59 H nl and 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
213. 226. 252. 30 Czech Republic 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1
63. 248. 234. 45 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
109. 109. 81. 95 Nor way 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
81. 136. 229. 58 Unit ed Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
78. 154. 150. 27 Latvi a 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
204. 16. 82. 101 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
46. 162. 78. 27 Sweden 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
31. 208. 49. 20 Sweden 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
92. 244,194,118 Sweden 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
74.51. 48. 102 Canada 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
189. 2. 255. 40 Brazil 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
69. 8. 138. 94 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
141. 161. 133. 109 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry get Address |Site |Sgnature Devi ce Action |Count |
213.247.63.11 Net her | ands 147.237.77.216 |dover.idf.il |3808: HITP. SQ Injection Variabl e Declarati on Evasion Bl ock 199

74. 81. 206. 25 Lhited Sates 147.237.72.166 |aka.idf.il 3808: HITP. SQ Injection Variable Declaration Bvasion B ock 8
213.247.63. 11 Net her | ands 147.237.77.216 |dover.idf.il [12715 HITP. Bind SQ Injectionin WR Bl ock 7

188. 165. 15. 208 |France 147.237.76. 42 refuah.idf.il |28 HITP. AhrefBot craw er B ock 1
188.165.15.230  [France 147.237. 76. 86 navy.idf.il |28 HITP. AnrefBot craw er Bl ock 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address ‘ Ste

‘Signature

Country

| Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

66. 249. 64. 233 Lhited Sates 147.237.77. 216 |dover.idf.i Ret r ansni ssi on Packet dr opped. drop 192
70.133. 145. 143 |lhited Sates 147.237.77. 216 |dover.i of .il [dr op First packet isn't SYN drop 105
87.18.246.34 Italy 147.237.77. 216 |dover.i of .il [dr op First packet isn't SYN drop 87
91.228.167.109 [ ovakia 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 81
37.26.148.182 |lsrael 147.237.77. 216 |dover.i of .il [dr op First packet isn't SYN drop 76
108.59.253.71 |lWhited Sates 147.237.77. 216 |dover.i of .il [dr op First packet isn't SN drop 72
208. 69.40.101 |Whited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 65
91. 228.167. 130 |Yovakia 147.237.77. 216 |dover.i of .il [dr op First packet isn't SYN drop 62
213. 57. 140. 40 | srael 147.237.72. 166 |aka.idf.il |[SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 59
213.57.140.40 |Israel 147.237.72. 166 |aka idf .il |Bad TCP sequence SwRae el reansm wehdifferent | onitor |54
72.211.107.62 |lhited Sates 147.237.77. 216 |dover.i of il [dr op First packet isn't SYN drop 51
205.203.135.1 |Whited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 51
41. 33.232. 66 Egypt 147.237.77. 216 |dover.i df . il [dr op Frst packet isn't SYN drop 45
54.224.21.23 Lhited Sates 147.237.77. 216 |dover.i of il [dr op First packet isn't SYN drop 42
37.201.168. 1 Ger many 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 37
202. 3.255. 8 French Pol ynesi a |147. 237. 77. 216 |dover.i df .il |dr op Frst packet isn't SYN drop 37
81.109. 230. 219 |United Ki ngdom|147.237.77. 216 |dover.idf.il|dr op First packet isn't SYN drop 35
5. 255. 253. 157 :ZZ::FI on 147.237.77. 216 |dover.i of . il [dr op First packet isn't SYN drop 26
69.171. 231224 |United Sates  |147. 237, 7. 216 |dover. i of. 1| | €3N NG Engine: TGP Invalid Invalid segnent retransnssion. drop 26
Ret r ansmi ssi on Packet dr opped.
85. 250. 205. 194 |Israel 147, 237. 77, 243 bl e, i o | T SAM NG Engi ne: TCP I nval i d nvalid segnent retransnission. drop 24
Ret r ansni ssi on Packet dr opped.
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.i of .il [dr op First packet isn't SYN drop 23
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.i of .il [dr op First packet isn't SYN drop 23
109. 200. 30. 154 |United Ki ngdom|147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 23
195. 34.150. 18 |Austria 147.237.77. 216 |dover.i of .il [dr op First packet isn't SYN drop 23
194. 135. 152. 184 |Azerbai j an 147.237.77. 216 |dover.i of .il [dr op First packet isn't SYN drop 21
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il|dr op SAMrul e drop 20
2.54.41.162 | srael 147.237.72. 166 |aka.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 19
213.55.111.43 |Bhiopia 147.237.77. 216 |dover.i of .il [dr op First packet isn't SYN drop 19
60.171. 231, 227 |uited Sates  |147. 237, 77. 216 |dover. i of. 1| | €AM NG ENngine: TP I nval i d Inval i d segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dr opped.
37.26.148.137 |lsrael 147.237.77. 216 |dover.i of il [dr op First packet isn't SYN drop 17
50. 87. 144. 145 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 17
212.117. 140. 158|l srael 147.237.72. 166 |aka.idf.il [drop Frst packet isn't SN drop 17
66.249. 64. 238 |l srael 147.237.77. 216 |dover.i of il [dr op First packet isn't SYN drop 16
176.12.142.89 |Israel 147,237, 72. 166 |aka i of i1 | €M ng Engi ne: T Invalid Invalid segent retransmssion. drop 16
Ret r ansni ssi on Packet dr opped.
213.57.128. 142 |lsrael 147.237.72. 166 |aka.idf.il |[SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 16
213.57.128.142 |israel 147.237.72.166 |aka.idf.il |[Bad TCP sequence mﬁ‘ffsg r;‘”s”“ wthdifferent | onitor |16
213.57.143.49 |lsrael 147.237.72. 166 [aka.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 16
213.57.143.49  |israel 147.237.72.166 |aka.idf.il |[Bad TCOP sequence mﬁfgg ;a”S”“ wehdifferent | onitor |16
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 15
149.78.9.5 I srael 147.237.72. 166 |aka idf.il [Bad TCP sequence Invalid ACK nunber aert 15
149.78.9.5 I srael 147.237.72. 166 |aka idf.il [Bad TCP sequence Inval i d ACK nunber nmoni t or 15
46.19. 85. 118 | srael 147.237.72. 166 |aka.idf.il |[SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 14
46. 19. 85. 208 | srael 147.237.77. 216 |dover.i of .il [dr op First packet isn't SYN drop 14
2.54.148. 184 | srael 147.237.72. 166 |aka.idf.il |[SYN At tack SYN -> SYN-ACK -> RST rej ect 12
79.177.163. 109 |[Israel 147.237.77. 216 |dover.idf.il[SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 12
92.247.181.31 |Bllgaria 147.237.77. 216 |dover.i of .il [dr op First packet isn't SYN drop 12
100. 100. 46. 127 147.237.72. 156 |aman.idf.il [drop First packet isn't SN drop 12
100. 100. 99. 204 147.237.72. 166 |aka.idf.il [drop First packet isn't SN drop 12
107.170.61.36 |Lhited Sates 147.237.77. 216 |dover.i of .il [dr op First packet isn't SYN drop 12
131. 137. 245. 206 |Canada 147.237.77. 216 |dover.i of .il [dr op First packet isn't SN drop 12
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Acti on ‘Count
176.13.14. 243  |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 109
95. 35. 75. 139 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 52
2.54.31.31 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 43
176.13.14.243 |l srael 147.237.0.19 |nadi matal .idf.il EZ l\ngylzfzzge Sane Fesponse (bde (404) in Session from g o 57
185. 32. 179. 241 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 27
46. 19. 86. 27 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 10
208.115.111. 72 [Uhited Sates 147.237.76.86 |navy.idf.il nLhas)L/H ot izle/dgiLx_s/?CocreuT; ats?nlsho ot or um asp Bock |9
208. 115.113.88 |United Sates 147.237.76.86 |navy.idf.il Ea\S/;r: puted ;133;?:); j;dasu;;r’:gvc\f;sufn”asp Bock |5
2.54.21.18 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
46.19. 85. 152 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 85. 152 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 3
80.246.139.75 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19. 85. 35 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
95. 35. 75. 139 I srael 147.237.77.243|mobi l e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/index B ock 3
213. 251. 182. 103 |France 147.237.77. 176 |nat pash. i df . i | mué:;;'.zi?j?.ﬁsf;f;s;;gzm oo/ 0/ 26220003410, pa. e |BOK |2
79.183.126.16 |[Israel 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock
66. 249. 67. 31 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to waw chi nuch. aka.idf.il/404.htm |B ock
79.183.126.16 | srael 147.237.72. 166 |aka. i df . i | x/;: ;}i(:_“itgfd. il‘lk}z:;.taic;g ;‘ZZ/%_:‘;?EZ gﬂp Bok |3
84.108. 116. 223 |l srael 147.237.77.216|dover . i df . il Ostributed PHP Attenpt B ock 2
77.125.77.105 |lIsrael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 2
5.144.55. 11 I srael 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 2
176. 12. 140. 184 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response CGode B ock 2
84.108. 116. 223 I srael 147. 237.77. 216 |dover . i df . i | a,;: 4 Lﬁﬂtl‘idajfxe}“;azzsilzfi_;ﬁtﬁ‘s’f’zﬁg on Bock |2
77.125.77.105 | srael 147.237.72. 166 |aka. i df . i | m;}igﬂtjﬁ iwﬁt;‘;r; az‘z‘i/?:‘n_’::iz_ gﬂp Bock |2
85. 64. 16. 140 I srael 147.237.72.166|aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 2
5.144.55. 11 I srael 147.237.72. 166 |aka. i df . i | m;]i(:_“it;d_ iLIh/aaL;ta':f;rFi aéﬁ/&n_if?ii. gﬂp B ock 2
109. 67.32.239 |Israel 147.237.77.243|nobi l e.idf . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index Bl ock 2
31.154.94. 11 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
2.54.55.113 I srael 147.237.0.19 |[nadimatal .idf.il Dstributed Suspicious Response Code B ock 2
149. 78. 238. 135 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
84.228.201. 131 |israel 147. 237.77. 216 |dover. i df . i | m I”dfb“f Ief‘t ;hns;’;:';’;} iﬁgr ;}usgfce;st O mavent undef ined oK 1
80.246.139.66 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
213.57.160.27 |lIsrael 147.237.72. 156 |anan. i df . i | Too Many Cookies in a Request - 113 cooki es B ock 1
5. 45. 254. 226 Russi an Federation |[147.237.72.166|aka.idf.il Untraceabl e SSL Sessions: sigal gs DS Atack None 1
109. 66. 105. 117 |l srael 147.237.77.216|dover . i df . i PHP Attenpt B ock 1
79.177.163.109 |Israel 147.237.77. 226 mfhamt 7 ek ot themat s ke 1 1115 pta_ost oragel fil es/ 9/ 2479, pg Bock 11
2.52.167. 192 I srael 147.237.77.216|dover.idf .il SSL Untraceabl e Connection - Qpen Mde None
93.173.128. 210 |[lsrael 147.237.72.166|aka. i df . i | S WLhtraceabl e Gonnection - sigal gs DoS Attack None

Unknown Par anet er
85. 65. 14. 195 I srael 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaBack in None 1

wa aka. i df . i/ mai n/ gi yus/ at uda/ asnacht a. aspx
46.19. 86. 74 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Atack None 1
176.12. 139. 188 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
37.142.110.175 |lIsrael 147.237.72.166|aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
109. 67.194.35 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Atack None 1
2.54.148. 135 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
109. 64. 42. 69 I srael 147.237.72.166|aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
79.183. 201. 7 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
188. 161. 153. 68 ‘Tzlrfis: io:]iy,ana:cupi o |147-237.77.74 lawidf.il Lhaut hori zed URL Access to wwu | aw i df.il/590-en B ock 1
176.13.5. 16 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
89.139.179. 149 [israel 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 1
168. 235.195. 17 |Uhited Sates 147.237.77.216|dover. i df . il Mil ti pl e Unaut horized URL Access from 168.235. 195. 17 B ock 1
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