11-17-2015-10:04:02 to 11-17-2015-11:04:02

1"PT SwNn .’
Ov IDF Under Attack
www.gov.il Da.||y RepOrt

[Top Targets |
240, 0004
180, 0007 W dover.idf il
- M aka.idf.il
120, 000" M madi matal .idf.il
M ishurimaka.idf.i
Number -. M anan.idf.il
Nﬂcks 60, 000 M refuah.idf.il
W nobi le.idf.il
M tikshuv.idf.il
e.dover.idf.il
M nat pash. i df . i |

Top Tar get

[Top Attackers |

360

M 176. 13. 15. 87
148. 177. 129. 211

180+ W 80. 246. 139. 153
202. 3. 255. 8
Number M 205. 203. 135. 1
thcks 901 M 66. 249. 69. 26

[ 36. 84. 70. 199
W 185. 32. 179. 123
68. 180. 228. 112

& o M 52.34.49. 44
N o D2 > & Q - )
> N N A - DG Y. LA S
) ORI VA S A SR VA >
O T A AR
SO v S

Top Attackers



11-17-2015-10:04:02 to 11-17-2015-11:04:02

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count|
66. 249. 73. 220 Lhited Sates 147.237.77.176 nat pash. i df . i | TCP handshake viol ation, first packet not syn |drop 6598
212.179. 90. 106 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2993
189. 45. 149. 33 Brazil 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2924
85. 20. 217. 42 Itay 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2883
2.129.87.76 Denmar k 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2880
141. 59. 40. 44 Ger many 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2829
221.142.57.103 Korea, Republic of 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 433
66. 249. 93. 200 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 242
204. 93. 154. 216 Lhited Sates 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 174
46.19. 85.0 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 141
2.146.117. 60 Iran, Islanic Republic of [147. 237. 77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 130
80. 179. 18. 228 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- TLS-renegotiation-di dest - r eset 125
80. 246. 137. 246 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 80
180. 176. 85. 46 Tai wan 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 66
213.57.7.4 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 13
212.143. 3. 44 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cookie drop 8
193. 47. 165. 251 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 5
203. 200. 225. 51 Indi a 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 4
94.141. 168. 7 Russi an Federation 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 3
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3
83.233.221. 31 Sweden 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 3
208.111. 84. 74 Canada 147.237.77.216 dover.idf.il Invalid TGP H ags drop 3
149. 88.9. 134 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
204. 42. 253. 130 Lhited Sates 147.237.76. 177 ncore.idf.il Bl ock_Up Al _Nets drop 2

62. 237. 88. 21 F nl and 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
84.208. 125. 25 Nor way 147.237.77.216 dover.idf.il Invalid TGP H ags dr op 1
173. 232. 99. 98 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
2.54.133.2 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 1
69.112. 181. 110 Lhited Sates 147.237.77.216 dover.idf.il Inval i d TP H ags drop 1

95. 160. 33. 94 Pol and 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1

66. 225. 188. 84 Canada 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
196. 47. 189. 21 te DIvoire 147.237.77.216 dover.idf.il Invalid TGP H ags dr op 1

46. 228. 188. 61 Azerbai j an 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1

83. 233. 107. 81 Sweden 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
164. 73.58. 3 U uguay 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1

39. 82. 253. 50 Chi na 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1

80. 253. 207. 111 Spai n 147.237.77.216 dover.idf.il Inval i d TP H ags drop 1
135. 0. 196. 115 Canada 147.237.77.216 dover.idf.il Invalid TGP H ags dr op 1
213.185. 5. 109 Sweden 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
66.114. 128. 75 Lhited Sates 147.237.77.216 dover.idf.il Invalid TP H ags drop 1
94.76. 156. 39 Spai n 147.237.77.216 dover.idf.il Inval i d TP H ags drop 1
193.77.91. 7 d oveni a 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
64.13. 69. 73 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1

89. 160. 68. 19 Sweden 147.237.77. 216 dover.idf.il Invalid TGP H ags dr op 1
31.154. 10. 162 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1

76. 95. 44. 108 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
116. 201. 14. 17 Korea, Republic of 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
211.76.124.94 Tai wan 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
14.158. 95. 81 Chi na 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
71.57.125. 105 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry get Address |Site Devi ce Action |Count |
183.5.116.5 Chi na 147.237.77.216 |dover.idf.il |CL000108: HITP. Trying to locate existing FQkeditor B ock 31
183.5.116.5 Chi na 147.237.77.216 |dover.idf.il |0854: HITP. upl oad* Access B ock 9

188. 165. 15. 130 France 147.237.77. 74 law idf.il (228: HITP. AhrefBot craw er B ock 7

151. 80. 31. 147 Italy 147.237.0. 34 tikshuv.idf.il |28 HITP. AhrefBot craw er B ock 2

188. 165. 15. 136  |France 147.237.77.233 |atal .idf.il 28: HITP. AhrefBot craw er B ock 1

188. 165. 15. 201 France 147.237.77.216 |dover.idf.il |28 HITP.  AhrefBot craw er Bl ock 1

188. 165. 15. 208  |France 147.237.76. 42 refuah.idf.il |28 HITP. AnrefBot craw er B ock 1
188.165.15.119  |France 147.237.77.74 lawidf.il 28: HITP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry ‘Ste |Signature |Count|
202.3.255.8 147.237.77. 216 |French Polynesia  |dover.idf.il GPL SCAN nmap TCP 155
36. 84. 70. 199 147. 237. 77. 216 |l ndonesi a dover.idf.il portscan: TGP D stributed Portscan 2
195. 34.150. 18 [147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
167.28.118.70  |147.237.77.216 |Giile dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
223.4.174.30 147.237.0.17  [China mny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
134.209.15.20  [147.237.77.216 |Wited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
180. 97.106. 36  |147.237.77. 235 |Chi na sviva.idf.il SERVER WEBAPP JBoss JMKI nvoker Servl et access attenpt |1
80. 246. 133. 107 |147.237.72. 166 |Israel aka idf.il portscan: TGP D stributed Portscan 1
147. 50. 20. 70 147.237.77. 216 |lhited Sates dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
213.151. 43.236 |147.237.77.216 |Israel dover.idf.il portscan: TGP D stributed Portscan 1
130.201.177.7  |147.237.77.216 [lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
157.232. 166. 112 |147. 237. 77. 216 [lhited Sates dover . idf il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
176.47.40.110  |147.237.77.216 |kraine dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
52. 16. 5. 197 147.237.77.216 [lhited Sates dover.idf.il portscan: TGP D stributed Portscan 1
140. 170. 216. 83  |147.237.77. 216 [lhited Sates dover . idf il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
207.241.226.41 |147.237.77.216 |Lnited Sates dover.idf.il portscan: TCQP D stributed Portscan 1
121.46.100.49  |147.237.77.216 [China dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
157.231.233.92 |147.237.77.216 [lhited Sates dover . idf il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
41.105.27.239  |147.237.77.216 |Ageria dover.idf.il portscan: TGP D stributed Portscan 1
140. 170. 155. 117 |147. 237. 77. 216 |lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
170.113.186.98 |147.237.77.216 [lhited Sates dover . idf il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
206.209. 80.38  |147.237.77.216 |Lnited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
95.217.117.28  |147.237.77.216 |kraine dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
157.231.65.74  |147.237.77.216 [lhited Sates dover . idf il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
139.167.61.40  |147.237.77.216 [lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
170.106.31.92  |147.237.77.216 [lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
95. 216. 66. 72 147.237.77. 216 |Wrai ne dover . idf il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
149.78.154.69  |147.237.77.216 [Israel dover.idf.il portscan: TGP D stributed Portscan 1
138.43.233.124 |147.237.77.216 [lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
170. 67.206.96  |147.237.77.216 [lhited Sates dover . idf il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
148.248.134.13 |147.237.77. 216 |Mexi co dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
198.151.69.51  |147.237.77.216 [lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
94.131.229.45  |147.237.77.216 |Russian Federation [dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
138.43.117. 126 |147.237.77. 216 |lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
169. 50. 6. 153 147. 237. 76. 202 |Switzer| and e.halag.idf.il ET SCAN Potential SSH Scan 1
148.178.29.96  |147.237.77.216 [lhited Sates dover . idf il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
192.171.81.10  |147.237.77.216 |lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
91. 239. 15. 88 147.237.77. 216 |Russi an Federation |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
169. 50. 6. 153 147.237.76.42 |[Satzerland refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
136.228.181.17 |147.237.77.216 |lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
148.105. 218.28 |147.237.77.216 [lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
185.106. 94. 18  |147.237.0. 17 mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
89.138.232. 178 |147.237.77.216 |Israel dover.idf.il portscan: TGP D stributed Portscan 1
167.28.123.36  |147.237.77.216 |Giile dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
223.4.174. 30 147. 237. 76. 147 [Chi na chi nuch. aka.i df .i ET SCAN Potential VNC Scan 5900- 5920 1
134.209. 81. 120 |147.237.77.216 [lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
180.97.106. 37  |147.237.72. 166 [China aka idf.il SERVER WEBAPP JBoss JMKI nvoker Servl et access attenpt |1
81.218.176.10  |147.237.77.216 |Israel dover . idf il portscan: TCP D stributed Portscan 1
148.105.73.50  |147.237.77.216 [lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
162.125.112. 81 |147.237.77.216 [lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
148.177. 129. 211 |Eur ope 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 347
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 153
52.34.49. 44 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 110
68.180.228. 112 |lWhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 108
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 105
167. 114. 156. 198|Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 101
213. 244. 65. 90 glcisgii:;a” Territonyls a7 237.77. 216 |dover. i o . i1 drop First packet isn't SWN drop 93
66.249.69.26  |Uhited Sates 147. 237. 77. 216 |dover . i df . Streaning Engine: TCP Invalid invalid segnent retransmssi on drop 91
Ret r ansni ssi on Packet dr opped.
207.241.226.41 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 87
208.69.40.101 |Whited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 75
188. 161. 70. 196 ga:lcis;ii:;a” Territoryls 47 237.77. 216 |dover. i . i1 drop First packet isn't SN drop 73
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf .i | drop First packet isn't SW drop 72
31. 13. 161. 226 glcisgiig;a” Territoryly 47 237.77. 216 |dover. i . i1 drop Frst packet isn't SIN drop 68
54.224.21. 23 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 63
72.9.148.10 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 54
52. 34.62. 61 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 54
149. 249. 17. 45  |Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 53
209. 88.198.1 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 49
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 49
109. 200. 30. 154 |Uhited K ngdom 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 48
132.66.175.59  |Israel 147. 237 72. 167 |t shuri maka i o || S2M NG ENgine: TCP Inval id invalid segnent retransmission. |y 48
Ret r ansni ssi on Packet dr opped.
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 46
46. 19. 86. 255 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 44
82. 80. 196. 44 I srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |44
46. 19. 85. 17 I srael 147.237.72. 167 |ishurimaka.iof .i[Bad TCP sequence Inval i d ACK nunber noni t or 43
212.179.222.89 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 43
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 42
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 42
36. 84. 70. 199 | ndonesi a 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 42
70.199.70. 158 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 42
77.127.252.196 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber mnitor |41
95. 90. 192. 43 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 41
82.80.198.164 |Israel 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |41
212.179. 159. 253 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 40
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 37
213.57.138. 140 |lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 36
46. 19. 85. 114 | srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Inval id ACK nunber noni t or 36
81.218.138.242 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 35
217.73.42.10 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 35
202. 3.255. 8 French Pol ynesi a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 34
176. 12. 146. 243 |l srael 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 34
82. 205. 6. 113 gcf;iig;a” Territoryly 47, 237. 77. 216 [dover.icf.il ~ |drop First packet isn't SN drop 34
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 33
66. 249. 69. 34 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 33
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 32
36. 84.70. 199 I ndonesi a 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACGK nunber alert 32
212.143.220. 95 |Israel 147. 237 72. 167 |t shuri maka i o || S2M NG BN ne: TCP Inval id invalid segnent retransmission. |y 30
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 151 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 28
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 27
185.22.32. 15 Lebanon 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 26




11-17-2015-10:04:02 to 11-17-2015-11:04:02

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176. 13. 15. 87 | srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 194
80. 246. 139. 153 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Same Response Code (404) B ock 185
176. 13. 15. 87 I srael 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code Bl ock 118
80. 246. 139. 153 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 116
185.32.179. 123 |[lsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 110
46.19. 85. 114 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code Bl ock 52
185.32.179. 185 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 50
176.13. 15. 87 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Same Response Code (403) B ock 24
185. 32. 179. 100 |l srael 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code Bl ock 21
183.5.116.5 Chi na 147.237.77.216|dover. i df .i | Mil tipl e Unaut horized URL Access from183.5.116.5 B ock 20
185.32.179. 185 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 16
185. 32. 179. 198 |l srael 147.237.0.19 [madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 11
80.246.137.73 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 11
46. 19. 85. 139 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock

80. 246. 140. 208 |[lIsrael 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code Bl ock
208.115.113.88 |lhited Qates |147.237.76.86 |navy.idf.il ﬁj;t ihgfr.i izle/dgiL)J/?J_s/'iCocreusr"rsﬂ ;S‘;/ show or umasp Bl ock 7
176.13.22.219 |Israel 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code B ock

46. 19. 86. 42 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock

109.150. 159. 228 E?Ir:;gom 147.237.72. 166 [aka. i df . i | mu;;a(_)ri Id???l /,\':Ts:ajhn(;i:]i ?:3 gut\shefriri cat i onser vi ce. asnx/ get aut huser Bl ock 6
207.241.226.41 |Lnited Sates |147.237.77.216|dover.idf.il Ml ti pl e Unaut horized URL Access from 207. 241. 226. 41 Bl ock
183.5.116.5 Chi na 147.237.77.216|dover. i df . i | Dstributed PHP At enpt B ock
176.12.137.21 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock

93.172. 158. 147 |Israel 147.237.0. 17 g; niyl- kosher - kravi . i Mitiple Illegal Paraneter Encoding from93.172. 158. 147 None 3
207.241.226.41 |lnited Sates [147.237.77.216|dover.idf.il D stributed Suspicious Response Code B ock 2
2.54.163. 251 I srael 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code B ock 2
176. 106. 227. 81 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 2
2.54.159. 64 I srael 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to v idf.il/igf B ock 2
46. 19. 86. 250 I srael 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code B ock 2
66. 249. 69. 26 I srael 147.237.77.216|dover .i df . i | D stributed Suspici ous Response Qode B ock 2
185. 32.179. 123 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 2
180.97.106.36  |Chi na 147.237.0.17 3: .niy|_ kosher-kravi. | ﬂ?u;;]?rcl)zf;j/ itﬁoli:‘cr(ﬁsnsxi tn(\)/oker servl et Bl ock !
46.19. 85. 72 I srael 147.237.77. 216 |dover.i df . i | Distributed Ml forned UR B ock 1
176. 13. 8. 67 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
68.180.230.29 [United Sates |147.237.77.176|mat pash. i df . | mmx;z b M /Oég;f’;'efsgggt‘ﬂs;x Bl ock 1
66. 249. 69. 26 I srael 147.237.77.216|dover.i df .i | Dstributed Unaut hori zed URL Access on waw i df .il/894-he B ock 1
185.32.179. 48 |Israel 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
109. 64. 15. 196 |l srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
213.57.173.101 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Atack None 1
208.115.111. 73 |wited Sates |147.237.72. 166 |aka. i df . i | m“;:gi'jfe_o: %ni‘éfifiotfe’/ doc. mur gener al . aspx B ock 1
46. 19. 86. 159 | srael 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs oS At ack None 1
180.97.106.37 [China 147.237.76.31 |nakchal .idf.il CVE- 2013- 4810: JBoss Renote Command Execution 2 B ock 1
2.52.164.52 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
84.228.214.183 [lIsrael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx  [B ock 1
80. 246. 136. 228 || srael 147.237.72.166 |aka. i df . i | t’;srffg%b\'ﬁ_i :ﬁ?iié”iqmtoco' violation None 1
204.93.154.216 |thited Sates [147.237.77.216|dover.idf.il Mal f or med LRL B ock 1
176.13.16.70  [Israel 147.237.76.42 |refuah.idf.il Paramser Ve i\AdfO.' o /' fglg;e%?;bu”;h‘f’g;xacem' der 18txt Last\ane i gy ooy 1
37.26.149.192 [israel 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
128.199. 95.16 |9 ngapore 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/t ek12. png B ock 1
66.249.78.236 | srael 147.237.76.42 |refuah.idf.il i;t ;'3,5“;20' 4glq2‘étr?$iré§2uﬁ.';°xzess on Bl ock 1
185. 32. 179. 134 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Lhknown SSL Sessi on None 1
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