1"PT SwNn L)

9

11-16-2015-20:04:09 to 11-16-2015-21:04:09

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Targets |

Nunber
(6]
At acks

500, 000§

400, 000+"

300, 000"

200, 000"

100, 000"

Top Tar get

Nunber
(6]
At acks

M dover.idf.il
M aka.idf.il
M nadi matal .idf.il
M i shuri maka.idf.i
M anan.idf.il
M refuah.idf.il
[ nobi le.idf.il
Wiawidf.il

nat pash.idf.il
M halag.idf.il

Top Attackers

W 202. 3. 255. 8
205. 203. 135. 1
I 82. 145. 222. 180
66. 249. 69. 26
Il 64. 233. 172. 155
M 64.233.172. 171
[ 105. 103. 62. 49
Il 66. 249. 93. 192
64. 233.172. 163
W 41.33.231.90




11-16-2015-20:04:09 to 11-16-2015-21:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
66. 249. 64. 181 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 10779
2.183. 226. 87 Iran, Islamc Republic of |147.237.77. 216 dover.idf.il |TQP handshake violation, first packet not syn |drop 3364
72.253.100. 81 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2900
37.220.251.5 Hungary 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2773
179.25.27.7 U uguay 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2771
13. 24. 93. 50 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2632
14. 37. 47. 103 Korea, Republic of 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2525
66. 249. 73. 228 Lhited Sates 147.237.77.176 nat pash. i df . i | | TGP handshake viol ation, first packet not syn |drop 1798
204. 93. 154. 216 Lhited Sates 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 310
83.73.117.57 Dennar k 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 296
178. 209. 166. 30 Dennar k 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 211
152. 240. 58. 57 Brazil 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 187
84.228.242.172 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 90
191.174. 91. 65 Brazil 147.237.77. 216 dover.idf.il |TGP handshake violation, first packet not syn |drop 89
191. 89. 98. 67 Col onbi a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 89
177.83.247. 19 Brazil 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 64
217.12.223. 28 Lkrai ne 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 29
126. 79. 10. 54 Japan 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 25
92. 239. 242. 8 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 25
95. 86. 112. 250 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 12
84.228.118. 72 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 6

82. 145, 222. 180 Eur ope 147.237.76. 86 navy.idf.il B ock Ip Véb In drop 5
84.109. 39. 134 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 5
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 5
175.214.111. 12 Korea, Republic of 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 3

46. 236. 94. 12 Sweden 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 3
79.177.98. 20 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 3
82.215. 10. 109 Net her | ands 147.237.77.216 dover.idf.il Invalid TGP H ags drop 3
177.64.173. 80 Brazil 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
87.102. 155. 101 Sntzerl and 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 3

65. 218. 74. 89 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 2
64.233.172. 155 Lhited Sates 147.237.77. 216 dover.idf.il |TQP handshake violation, first packet not syn |drop 2
216.137.127. 6 Canada 147.237.77. 216 dover.idf.il Invalid TP H ags drop 2

87. 68. 55. 150 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
196. 47.172. 22 Mte DlIvoire 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 2

58. 149. 66. 10 Korea, Republic of 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 2
2.52.7.219 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 2
46.19. 85. 196 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 2
109. 196. 114. 116 Pol and 147.237.77. 216 dover.idf.il Inval i d TP H ags drop 2

66. 124. 250. 124 Lhited Sates 147.237.77.216 dover.idf.il Inval i d TP H ags drop 2

85. 90. 69. 51 Net her | ands 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 2

59. 12. 84. 37 Korea, Republic of 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1

83. 168. 73. 109 Pol and 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
115.112.83.2 Indi a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
67.229. 216. 27 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
93.88.97. 12 Italy 147.237.77.216 dover.idf.il Inval i d TP H ags drop 1
198. 200. 123. 2 Canada 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1

66. 249. 69. 26 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1

89. 233. 197. 64 Sweden 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site S gnature |Devi ce Action |Oount
194. 114. 146. 227  |Israel 147.237.72.166 |aka.idf.il CL000004: HTTP. options nethod (M crosoft) B ock 6
109. 186. 160. 125  |Israel 147.237.77.170 |maarachot.idf.il |ClL000004: HITP. options nethod (M crosoft) B ock 2
69.43.120.2 Lhited Sates 147.237.76. 42 refuah.idf.il C1000004: HTTP: options nethod (M crosoft) B ock 2
151. 80. 31. 147 Italy 147.237.0. 34 tikshuv.idf.il 228: HITP.  AnrefBot craw er B ock 1
213.155. 254. 14 Czech Republic 147.237.72.156  |anan.idf.il C1000098: Bl ock - dns poi soni ng B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste

|Signature

202.3.255.8 147.237.77. 216 |French Polynesia |dover.idf.il GPL SCAN nmap TCP 438
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
54.72.73. 168 147.237.77. 216 |Irel and dover . idf.il portscan: TCP D stributed Portscan 2
148.178.42.34  [147.237.77.216|thited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
95.216.242.27 |147.237.77. 216 |krai ne dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
170. 67. 68. 37 147.237.77. 216 |Wited Sates dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
134. 209. 207. 119|147. 237. 77. 216 |Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
64. 44. 167. 37 147.237.77. 216 |Wnited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
199. 165. 55. 2 147.237.77. 216 |Wited Sates dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
207.189.28.39 |147.237.77.216 |Wited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
157.231. 109. 113|147. 237. 77. 216 |Lhi ted Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
130. 201. 18. 9 147.237.77. 216 |Wited Sates dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
176.47.212.51 |147.237.77. 216 |krai ne dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
143. 49. 70. 23 147.237.77. 216 |Wited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
84.22. 96. 43 147.237. 77. 216 |Net her | ands dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
95.216.168. 13  [147.237. 77. 216 |Ukrai ne dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
167.97.74. 31 147.237.77. 216 |Wited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
134.172. 244.29 |147.237.77.216|Wited Sates dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
199. 88.37.119 |147.237.77.216|Wited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
148. 105. 189. 14 |147.237.77.216|Wnited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
150. 126. 220. 30 |147.237.77. 216 |Wited Sates dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
129.76.81.2 147.237.77. 216 |Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
176.13.19.169 |147.237.77.216|Israel dover.idf.il portscan: TCP Distributed Portscan 1
140. 170. 187. 41 |147.237.77.216|Wited Sates dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
80. 82. 64. 109 147.237.77. 74 |Netherl ands lawidf.il ET SCAN Potential SSH Scan 1
207.183. 209. 117|147.237. 77. 216 |Wni ted Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
167.28.194.43 |147.237.77.216|Qile dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
134.172.177.49 |(147.237.77.216|thited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
37.143.82.50 147.237.0.16  [Netherl ands ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 4096 1
198.151.98.42 |147.237.77.216|Wited Sates dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
148.105.78.75  [147.237.77.216|thited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
94.131.137.39  |147.237.77. 216 I?;Z:i:tnion dover i df il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
128. 168. 215. 35 |147.237.77. 216 |Wited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
176. 12. 139. 238 |147.237. 77. 233 |I srael atal .idf.il ET BCB Large anount of TGP ZeroWndow - Possibl e Niller2 1
DDos at t ack
140. 170. 107. 120|147. 237. 77. 216 |Whited Sates dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
80. 82. 64. 109 147.237.0.33  |Netherl ands idf.il ET SCAN Potential SSH Scan 1
206. 227. 126. 124|147.237. 77. 216 |Wni ted Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
150. 126. 121. 119|147, 237. 77. 216 |Lhited Sates dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
162. 125. 148. 38 |147.237.77.216|Wnited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
134.172.50.73 |147.237.77.216|Wited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
37.143.82.50 147.237.0.16 |Netherl ands ny-kosher-kravi .idf.il [ET SCAN NVAP -f -sS 1
193.105.184. 99 [147.237.77. 216 Eéj:::tnim dover. i df il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
147.50.199. 49 |147.237.77.216|lnited Sates dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
94.131.43.127 |147.237.77.216 gzzg'im dover. i df il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
170. 120. 100. 62 |147.237.77.216|Wnited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
140.170.78.79  |147.237.77.216|Wited Sates dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
79. 110. 51. 52 147.237.77. 216 dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
206. 224. 163. 114|147.237. 77. 216 |Wni ted Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
150.126.96.97  |147.237.77. 216 |Wited Sates dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
121.46.78.65  [147.237.77.216|Chi na dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
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|Top Attackers In FW |

A tacker

Ret ransn ssi on

Packet dropped.

count ry Target Address [Ste Signature
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 408
82. 145. 222. 180 |Eur ope 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 174
64.233.172. 155 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 163
64.233.172. 171 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 132
105.103.62.49 |Ageria 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 130
64.233.172. 163 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 128
66.249.93.192 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 103
Sreaming Engine: TCP Invalid ' i ssi
66.249.69.26 |Wited Sates  |147.237.77. 216 |dover.idf il 9 =g Invalid segnent retransmssion. | ) 96
Ret r ansm ssi on Packet dr opped.
2.51.204. 169 ;:il”t:ldesNab 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 83
24.12.191.53 [Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 74
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 73
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 72
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 64
66. 249. 69. 26 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 60
85. 179. 155. 194 |Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 59
141.0.13.171  |Norway 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 58
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 56
68. 180. 228. 112 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 49
62.210.181.90 |[France 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 48
109. 200. 30. 154 |Uni ted Ki ngdom |147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 48
51.39.75.18 Uni ted Kingdom |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 46
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 44
37.134.111. 175 |Spai n 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 43
37.26.148.202 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 43
176.13.0.79 I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 43
54.224.21. 23 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 42
50. 198. 75. 25 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 42
108.59.253.71 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 42
213.57.137. 195 |l srael 147.237.72. 166 |aka. i df.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 41
213.57. 137. 195 |I srael 147.237.72. 166 |aka. i of . i Bad TCP sequence SINAK retransmt with different Jopvor  |ao
wi ndow scal e
202. 3.255. 8 French Pol ynesia [147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 37
176.13.8.74 I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 37
141.0.14.218 |Europe 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 37
70.192. 137. 111 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 36
reamng Engi ne: TCP Invali i i ssi
109.67.18.18 |israel 147.237.77. 243 |t e iap i1 |7 SAMNG Bngine: TP Invalid invalid segnent retransmission. |, o 36
Ret r ansn ssi on Packet dr opped.
66.249.93.200 [Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 36
157.55.39.141 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 35
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 35
62.44.134.88 |Denmar k 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 34
66.249.93.196 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 33
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 33
52. 33. 66. 29 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 32
157. 55. 39. 64 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 32
reamn ine: TCP Invali ' i ssi
79.181.161. 11 [Israel 147 237 72. 167 | shurimaka i o i | | S NG Engi ne: TQP alid finvalid segnent retransnission drop 30
Ret ransm ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop drop 29
95.131. 110. 108 |Uni ted Ki ngdom |147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 28
194. 90. 106. 30 [l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 27
50. 87. 144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 25
reamng Engi ne: TCP Invali i i ssi
37.142.64.93 |Israel 147.237.77. 216 |dover.i of . i Strean 9 Ehgine @ Invalid invalid segnent retransnission drop 24
Ret r ansn ssi on Packet dr opped.
Sreaming Engine: TCP Invalid ' i ssi
66.249.93.192 |Wited Sates  |147. 237. 77. 216 |dover. i df il 9 =g Invalid segnent retransmssion. g 24




11-16-2015-20:04:09 to 11-16-2015-21:04:09

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
46. 19. 86. 172 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 57
2.54.146. 26 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 31
109. 67. 18. 18 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code B ock 25
5. 28. 156. 10 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 5. 28. 156. 10 B ock
79.178.123.128 |Israel 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 79. 178. 123. 128 B ock
109. 67. 18. 18 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspi ci ous Response Code B ock
20,0013 |l az 20,17 [ e o o e e " [pee o
46.19. 86. 100 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock
93.173.150.30 [Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock
109. 64.96.121 |l srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;“lt : ?r(;fz‘f? } t‘;egpgrcy‘im e/ i st ohi | ddocurent s 1362 Bock |3
107.178.194.79 |Uhited Sates [147. 237. 77. 216 [dover . i df . i | D stri uted f{';;t;gzgiegeﬁvgcispf” Bock |2
46.120. 216. 233 [l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 2
204.13.200. 200 [United Sates [147.237. 77. 216 |dover. i df . | D stri uted gg‘;_t;g;gfﬂeﬁvﬁc_zspzn Bock 2
31.168.76.9 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 2
185. 3. 146. 204 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
89. 139. 4. 194 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code B ock 2
69. 43. 120. 2 Lhited Sates |147.237.76.42 |refuah.idf.il Unaut hor i zed HTTP Met hod Bl ock 2
79.177.30. 244  |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
40.77. 167. 59 Uhited Sates [147. 237. 76. 147 [chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
5.102.198.219 |[Israel 147.237.77. 243 |nobi l e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/sachar/index Bl ock 2
109. 186. 57. 188 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
79.179.167.201 [israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.177.96. 94 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ r eset . css B ock 1
213.57.168. 222 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
37.26.148.247 |[israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
95. 86. 107. 12 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66.249.79.109 [ srael 147.237.72.166 |aka. i df . i | ﬂ‘;‘“tzggr ;;?iG?Mﬁfozuts‘;gener al . asx Bok |1
187. 138. 164. 159 |Mexi co 147. 237.72. 156 |anan. i df . i | (S?;‘Sl_ujtcrgfﬁb/kgpﬁ”gﬁi S’L;DET‘X'E?('C&?\'&; on None 1
85. 64. 147. 96 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
79.183.68.207 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
52.11.40.224  |tited Sates |147. 237.0. 17 Lnfﬂlyl kosher-kravi i 1, thorized URL Access to w m ny- kosher-kravi . i df.il/ B ock 1
149. 88. 85. 238 |l srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter _ in ww aka. idf.il/mai n/ hone/ def aul t. aspx None
46.19. 85. 130 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None
109. 65. 165. 1 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
5.102.229.35 |israel 147.237.72. 166 |aka. i df . i | mkm ak?: Zfelt ﬁrn;t;/%?fﬁs} fg:capsr:)'\fi n$TochenR acetbl der $btnSave ;o 1
89.139.176.0 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
70.193.59.177 |hited Sates [147.237.77.216|dover.idf . il Distributed Suspici ous Response Qode B ock 1
207.46.13.158 |lhited Sates [147.237.77.233atal .i df .| aut“;“_tihd‘;r_'ifffenﬁ atpecs(;zsh;fag/ Sser cont 1ol S/ naviend Bock |1
176.13.14. 242  |israel 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to 147.237.76. 42/ styl e/ shared/ text . css B ock 1
2.54.52. 209 I srael 147.237.72.166 |aka. i df . i | m”;r: i z‘;’“ ﬁﬁe;;rn/igpn;féggﬁfi_ g;” None 1
80.246.139.56 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66. 249. 69. 32 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ 1065- he/ dover . aspx  |Bl ock 1
46.116.132. 126 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
145.133.5.247 |Netherlands |(147.237.77.74 (lawidf.il Unhaut hori zed URL Access to ww | aw i df . il /320-en/ pat zar . aspx' Bl ock 1
79.180. 128. 203 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
79.177.220.108 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
Unaut hori zed URL Access to
213.151.39.86 |[Israel 147.237.72. 166 |aka. i df . i | wwy aka. i df . i |/ mai n/ gi yus/ &a=udved=0cbugf j abahukewj 8he3t zpxj ah [Bl ock 1
wf hq8khdeydek&usg=af qj cnhcvyyg7wlcq- yhd5_ ammzoyodt wa
37. 46. 39. 188 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
66.249.79.218 | srael 147.237.72.166 |aka. i df . i | 1D4§t rzgk;‘ftg_j l%‘z.)"’;“;;or:/i ;efu?g‘e':‘;rc;s_sa‘s’gx Bock |1
199. 16. 156. 126 |Lhited Sates |147. 237. 7. 216 |dover. i df . i | mult gfolriilzli? pft‘of;;‘éffsi Itgs/ 6/ i 7622040/ 17506, | pg Bock |1
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