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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Attacker Country
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Address
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‘Signature

82. 145. 222. 180 Eur ope 147.237.77.216  |dover.idf.il :;]; handshake viol ation, first packet not 1, o, 16419
66. 249. 64. 153 Lhited Sates 147.237.77. 74 lawidf.il ;c/]: handshake vi ol ation, first packet not drop 3984
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 3674
119. 168. 156. 117 Japan 147.237.77.216  |dover.idf.il I;]; handshake viol ation, first packet mot . ) 2830
183. 60. 71. 84 hi na 147.237.77.216  |dover.idf.il ;c/]: handshake violation, first packet mot . 2585
66. 249. 64. 191 Wited Sates 147.237.77. 74 lawidf il :;]; handshake violation, first packet mot |4 ., 552
188. 225. 178. 154 Pal est_| nian Territory, 147. 237. 77. 216 dover.idf.il TCP handshake vi ol ation, first packet not drop 378
Qccupi ed syn
31.134.2. 24 Russi an Feder at i on 147.237.77.216  |dover.if.il :;]; handshake violation, first packet mot |4 ., 351
220. 181. 108. 179 Chi na 147. 237. 76. 86 navy. i df . il ;c/]; handshake violation, first packet mot |, 308
204. 93. 154. 216 Lhited Sates 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 195
113. 86. 233. 39 hi na 147.237.77.216  |dover.idf.il Z;J; handshake violation, first packet mot |, 124
125. 27. 180. 31 Thai | and 147.237.77.216  |dover.idf.il :;J; handshake violation, first packet mot . ) 116
66. 249. 74. 95 Wited Sates 147.237.72.166  |akaidf.il Z;J; handshake violation, first packet mot |, 99
176. 13. 20. 148 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 90
115. 53. 37. 24 Chi na 147.237.77. 216 dover i df il :;]; handshake violation, first packet mot |, ., 65
107. 21. 224. 39 Lhited Sates 147. 237.77. 216 dover.idf il ;c/]: handshake violation, first packet mot |, 64
40. 129. 219. 106 Lhited Sates 147.237.77. 216 dover i df il :;]; handshake violation, first packet mot |, ., 56
202. 147. 194. 80 I ndonesi a 147.237.77.216  |dover.idf.il ;C/]: handshake violation, first packet mot . 20
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 16
46. 116. 148. 94 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 10
176.13. 22. 118 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5
109. 67. 129. 69 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 5
84. 109. 39. 134 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 5
149. 78. 21. 33 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 4
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 4
71.231.195.72 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 3
62. 219. 254, 22 | srael 147.237.72. 167 ishurimaka.idf.i|B ock Udp Al Nets drop 3
198.217.117. 56 Canada 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 2
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 2
66. 31. 136. 82 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
85. 196. 166. 73 Bul garia 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
31.179.78.0 Pol and 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
79.127.214. 97 Czech Republic 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
108. 58. 161. 124 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TP H ags dr op 1
202. 229. 232. 5 Japan 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
24.188. 166. 84 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
76.170. 77. 103 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
96. 52. 254. 85 Canada 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
198. 84. 192. 86 Canada 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
64.18. 228. 33 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TP H ags dr op 1
84. 208. 95. 0 Nor way 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
63. 248. 30. 60 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
83. 233. 114. 52 Sweden 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
146. 6. 123. 17 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
16. 202. 9. 127 Lhited Sates 147.237.77. 216 dover.idf.il L4 Source or Dest Port Zero drop 1
94, 135.192. 112 CGer many 147.237.77. 216 dover.idf.il Invalid TP H ags dr op 1
193. 19. 142. 123 Pol and 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
69. 15. 41. 62 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
89. 233. 227. 41 Sweden 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
188. 175. 149. 65 Czech Republic 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address
188. 165. 15. 201

|Attacker Gount ry

France

Target Address
147.237.77. 216

|Site
dover.idf.il

|SgnaIure

Devi ce Action

‘Count

@28: HITP. AhrefBot craw er B ock 5
151. 80. 31. 147 Italy 147.237.0. 34 tikshuv.idf.il 28: HITP.  AnhrefBot craw er B ock 2
188. 165. 15. 176 France 147.237.76. 86 navy.idf.il ©@28: HITP:  AnrefBot craw er Bl ock 1
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Attacker Address
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202.3.255.8 147. 237.77. 216 |French Pol ynesi a |dover.idf.il GPL SCAN nmap TCP 436
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 2
170. 120. 102. 98 [147.237.77.216|Wited Sates dover.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
147.50.100. 69 |147.237.77.216|lhited Sates  |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
95.217.254.20 |[147.237.77. 216 |krai ne dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
199. 198. 161. 95 [147.237. 77. 216 |Canada dover.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
159.223.221.2 |147.237.77.216|lhited Sates  |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
134.209. 206. 66 |147.237.77.216|lhited Sates  |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
43.229.53. 89 147.237.0.19 |Japan nadi matal .idf.i [ET SCAN Potential SSH Scan 1
192.219. 169. 16 |147.237. 77. 216 |Canada dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
150. 126. 142. 106|147, 237. 77. 216 |Lhited Sates  |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
128.199. 181. 122|147. 237. 77. 216 |S ngapor e dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
212.156.99.98 [147.237.76.42 [Turkey refush.idf.il  [ET SCAN Potential SSH Scan 1
167.97.221. 14 |147.237.77.216|lhited Sates  |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
140.170.134.0 [147.237.77.216|W0ited Sates dover.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
93.113.125.11  |147.237. 77. 243 |Ronani a nobi le.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
147.50.42.102 |147.237.77.216|lhited Sates  |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
95.217.167.26 |147.237.77. 216 |krai ne dover.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
199 21 112,102 |147 237 76.42 |t ted Sates refuahid | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
159.223.151. 99 |147.237.77.216|lhited Sates  |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
134.209. 127.28 |147.237.77.216|lhited Sates  |dover.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
37.142.116. 134 |[147.237.72. 166 |l srael akaidf.il portscan: TCP DO stributed Portscan 1
170.113. 253. 38 |147.237.77.216|lhited Sates  |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
182 191 72. 185 |147. 237 8 46 |Paki stan o chinuch.idf il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
149.78.154.69  |147.237.77. 216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
128.199. 103. 99 |147.237. 77. 216 |S ngapore dover.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
212.143.159. 12 |147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
167.97.181.33 |147.237.77.216|lhited Sates  |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
140.170.17. 74  [147.237.77.216|Wited Sates dover.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
84.109.39. 134 [147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
198.183.50. 101 |147.237.77.216|lhited Sates  |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
157.232. 254. 51 [147.237.77.216|W0ited Sates dover.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
134.172.40.41 |147.237.77.216|lhited Sates  |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
31.6.71. 154 147.237.76.38 |Pol and eeneitav.idf.i|[ET SCAN NVAP -sS w ndow 1024 1
170. 106. 207. 55 [147.237.77.216|Wited Sates dover.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
143, 135. 162. 43 |147.237.77.216|lhited Sates  |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
94.131.214.19  |147.237.77. 216 gjzg'im dover.idf.il  |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
128.199. 24. 7 147.237. 77. 216 |S ngapor e dover.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
209. 145. 6. 60 147.237.77.216|Wnited Sates  |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
167. 97. 74. 99 147.237.77.216|lhited Sates  |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
139. 167. 204. 122|147, 237. 77. 216 |Lhited Sates  |dover.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
82. 81. 35. 250 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
176.47.163. 123 |147.237.77. 216 |krai ne dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
148.248.194. 52 |147.237. 77. 216 |Mexi co dover.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
198.151. 98. 116 |147.237.77.216|lhited Sates  |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
157.232.127.26 |147.237.77.216|lhited Sates  |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
134.127.194.79 |147.237.77.216|lhited Sates  |dover.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
5.29. 164. 247 147, 237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
170.106. 151. 93 |147.237.77.216|lhited Sates  |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
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|Top Attackers In FW |

At acker

Country Target Address |Ste Signature
82. 145. 222. 180 |Eur ope 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 781
37.26.148. 248 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 150
66.249.60.26 |lited Sates |[147.237.77.216|dover.idf.il Streaning Engine: TCP Invalid  imvalid segnent retransmssi on drop 76
Ret r ansm ssi on Packet dr opped.
41.33.232.66 |Egypt 147.237.77. 216 |dover.idf .i | drop First packet isn't SN drop 64
213.57.137. 131 (I srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 58
109. 66. 217. 39 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 50
93.173. 4. 187 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 47
79. 180. 183. 178 |I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 46
54.224.21. 23 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 42
79.176.213. 122 |l srael 147.237.72. 166 |aka. i df.il Bad TCP sequence Invalid ACK nunber noni t or 40
84.247.161. 206 |Nor way 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 40
68.180.228. 112 |Lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SN drop 39
202. 3. 2565. 8 ;Ie;f:si . 147. 237. 77. 216 |dover. i df . i | dr op Frst packet isn't SN drop 37
176. 13. 14. 244 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 36
84. 111. 216. 147 |I srael 147.237.72. 166 |aka. i df .1 Streaning Engine: TCP Invalid invalid segnent retransnission drop 36
Ret ransn ssi on Packet dr opped.
70.186.69. 104 |lLhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SYN drop 35
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 35
62.44.134. 88 Denmar k 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 34
65. 254, 225. 176 |Lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 30
94. 229. 74. 91 LK?irrggom 147. 237. 72. 166 |aka. i df . ‘:e; (:Zr:srr]r? sEsr?golr?e: TP Invalid Lg‘éf;td;eggsgél retransmssi on. drop 30
31.168.16.232 |Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence mdroitvr:é:”lt Wth different monitor  [26
66.249.79.6  |Uited Sates |[147.237.77.234|hal ag.idf.il Streaning Engine: TCP Invalid  invalid segnent retransmssi on drop 26
Ret r ansm ssi on Packet dr opped.
157.55.39.245 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 26
100. 100. 99. 134 147.237.72. 166 |aka. i df.i | dr op Frst packet isn't SN drop 25
79.180. 183. 178 |l srael 147.237.72. 166 |aka. i df.il Bad TCP sequence Invalid ACK nunber aert 25
72.9.148. 10 Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 24
109. 200. 30. 154 LKri“r:;gom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
176. 12. 144. 213 |l srael 147.237.0. 19 nadi matal .idf.il|Bad TCP sequence Invalid ACK nunber noni t or 23
157. 55. 39. 64 Lhited Sates |[147.237.77.216|dover.idf.il drop First packet isn't SYN drop 22
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 21
37.26.146. 168 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 20
79.176.6.104 |Israel 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 19
157.55.39.231 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 19
100. 100. 89. 146 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 18
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
2.52.36.31 I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
70.186.69.104 |Whited Sates [147.237.77.216|dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 17
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop drop 17
46.19.85.118  |Israel 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 17
2.54.16.252 | srael 147.237.72. 166 |aka. i df.i | Bad TCP sequence Invalid ACK nunber noni t or 17
2.54.16.252 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber aert 17
37.46.39.243 |Israel 147.237.72. 166 [aka.i df .il Bad TCP sequence Inval i d AGK nunber moni t or 16
52.16.5.197 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 16
109. 64.119. 31 [l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 16
149. 78. 101. 198 |l srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber moni t or 16
84.109. 235. 140 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 16
109. 64.119. 31 [l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
109. 65. 210.52 |Israel 147.237.72. 166 |aka.i df . Streaning Engine: TCP Invalid  imvalid segnent retransmssi on drop 15
Ret r ansm ssi on Packet dr opped.
176.13. 16. 144 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 15
157.55.39.141 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 15
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|Top Attackers In V\AF|

Devi ce

At acker

ountry ‘Target Address |Site Sgnature Acti on ‘Count
2.54.175.52 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 110
176. 12. 144. 213 |I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response CQode B ock 78
94. 229. 74. 91 :(?'rfggom 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 94.229. 74. 91 B ock 53
94.229.74.91 k?';:gom 147.237.77. 176 [mat pash. i df . i | Ml tiple Unauthorized URL Access from 94.229.74.91 B ock 25
2.54.35.173 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 21
2.54.21.76 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 11
213.8.204.33 |[lIsrael 147.237.72. 166 |aka. i df . i | Ostributed I11egal Byte Qode Character in LR B ock 10
176.13.21. 230 |[Israel 147.237.0.19 |[madi matal .idf.il Dstributed Suspicious Response Code B ock 4
176.13.15.42  |lsrael 147.237.77.243|mobi | e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/nekudot/i ndex Bl ock 3
176. 12. 150. 194 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 3
94.159.191. 50 |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Qharacter in URL B ock 3
46.19.86.172 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13.8.202 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 3
2.54.45.62 I srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Qharacter in URL B ock 2
94.229.74.91 k?lr:;gom 147.237.76. 42 |refuah.idf.il Ml tipl e Unaut horized URL Access from 94.229. 74. 91 B ock 2
5.29.78. 38 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
149. 78. 174. 204 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
176.13.17.201 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
149. 78. 233. 144 [ srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
94. 159. 234. 130 [  srael 147.237. 72. 166 |aka. i df . i | Ostributed Lhauthori zed Method for Known LR on Bock |2
ww aka. i df . i |/ nai n/ gi yus/ general . aspx

2.52.3.230 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 2

- . Unaut hori zed Met hod PCST for
37. 142, 228. 132 |l srael 147.237.72.166 |aka. i df . i | vaw aka. i df i |/ mai v sachar / newsar chi ve. aspx B ock 2

. . . D stributed Lhaut hori zed URL Access on

95.133.217.9 Ukrai ne 147.237.72.166 [aka. i df . i | wwn aka. i df.il/iturindresources/images/ body/ i nages/ nai n. j pg Bl ock 2

- . Unaut hori zed URL Access to
142.245.59. 15 |Canada 147.237.77.74 |lawidf.il v | aw i dff . i | / consol e/ cor ef doc. ngr/ doc_mur . asp B ock 2

m ny- kosher - kravi . i
176. 13. 23. 88 | srael 147.237.0. 17 of niyl Dstributed |11egal Paraneter Encoding None 2
37.26.146.196 |[lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wwwy aka. i df.il/main/ B ock
213.8.204.24 |Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock
- . Unaut hori zed URL Access to

149.78.72. 161 |Israel 147.237.72. 156 |aman. i df . i | - i1/ bt tps: /v il B ock 1

. . Il1legal URL Path Encodi ng A7 [#4]]n[[#28]] *X*xqca€
85. 250. 132. 180 || sr ael 147.237.72. 166 |aka. i df . i | 2 [ #28] ] YA Ot [ [#17]]1 A &€j (A8 me AAZ'[ [ #29] ] [ [ #28] ] Bl ock 1
54.193.78.131 |lhited Sates [147.237.77.170 |nmar achot . i df . il PHP At t enpt B ock 1
46.19. 86. 93 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
109. 65. 175. 135 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
79.183.135. 78 |[lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1

. . Unknown Par anet er ct| 00$ct | 00$cphMai n$cphSachar $ct1 09 in
77.127.241. 212 |I srael 147.237.72. 166 |aka. i df . i | ww aka. i df . i | / nai 0/ sachar/ paysl i ps. aspx None 1
192.91.171. 42 |lhited Sates [147.237.77.216|dover.idf.il D stributed Suspicious Response Code B ock
37.26.149. 131 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249.74.63 |Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 66.249. 74. 63 B ock

. . Unknown Paraneter _ VI EWSTATEENCRYPTED i n
93.172.186.20 |l srael 147.237.72.166 [aka. i df . i | wwn aka. i df . i |/ mai n/ sachar/ decl ar at i onof enpl oynent . aspx None !
85. 250. 132. 180 |l srael 147.237.72. 166 |aka. i df . i | Dstributed Ml formed URL B ock 1
46. 120. 180. 169 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
109. 186. 8. 201 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
79.180. 183. 178 |I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
46.19.85.100 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
107.178.194. 83 |Lhited Sates |147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw i df . il/1133-22638- he/ dover. aspx. B ock 1

- . Mil tiple Fullwdth/Hal fw dth Lhi code Encodi ng on URL Par anet er (+)
31.168. 16.232 |[Israel 147.237.72.166 |aka. i df . i | from 3L 168. 16, 232 B ock 1
94.229.74.91 k?';:gom 147.237.0.34 |tikshuv.idf.il Ml tipl e Unauthorized URL Access from 94.229. 74. 91 B ock 1
66. 249. 79. 232 |[lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
54.193.78.131 |lhited Sates |147.237.77.170|naar achot . i df . il Uhaut hori zed URL Access to maarachot.idf.il/wp-1ogin. php B ock 1
2.54. 63. 166 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
85. 250. 132. 180 |l srael 147.237.72. 166 |aka. i df . i | Mal f ormed HTTP Header Line 2 B ock 1
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