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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
66. 249. 79. 127 Lhited Sates 147.237.77. 74 lawidf.il |TQP handshake violation, first packet not syn drop 6405
171. 207. 85. 106 S ngapor e 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 3308
79.150.117. 127 Spai n 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 2990
116. 120. 167. 8 Korea, Republic of 147.237.77. 216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 2989
133.46.131. 111 Japan 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 2930
189. 49. 99. 85 Brazil 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 2689
70.81. 74. 42 Canada 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 2564
120. 184. 17. 45 | ndonesi a 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 2539
66. 249. 78. 254 Lhited Sates 147.237.72. 166 aka.idf.il |TCP handshake violation, first packet not syn drop 1203
147.110.51. 84 South Arica 147.237.77. 216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 448
187. 26. 55. 69 Brazil 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 352
24.230. 107. 61 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 302
64.122. 81. 33 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 274
59. 10. 117. 110 Korea, Republic of 147.237.77.216 dover. i df.il|TGP handshake viol ation, first packet not syn dr op 172
126. 78. 40. 46 Japan 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 147
222.99. 226. 36 Korea, Republic of 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 105
219. 139. 97. 28 Chi na 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 97
61.53. 162. 26 Chi na 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 84
190. 255. 212. 25 Col onbi a 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 82
133. 14. 90. 97 Japan 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 81
112.208. 192. 160 Phi | i ppi nes 147.237.77. 216 dover.idf.il|TCP Scan (vertical) drop 81
189. 174. 140. 12 Mexi co 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 59
182. 115. 90. 63 Chi na 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 59
171. 249. 40. 56 Wi et nam 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 52
47.63.131. 19 Spai n 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 43
168. 103. 225. 9 Lhited Sates 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn drop 30
117.214.234. 124 I ndia 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 20
164. 159. 99. 34 Lhited Sates 147.237.77. 216 dover.idf.il|TGP handshake viol ation, first packet not syn drop 7
220.181. 108. 183 Chi na 147.237.76. 86 navy.idf.il |TQP handshake violation, first packet not syn drop 4
180. 69. 255. 58 Korea, Republic of 147.237.77. 216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 3
167. 114. 156. 16 Canada 147.237.77.216 dover. i df.il|DOS- Tool - Swi t chbl adG dest - r eset 3

93. 152. 218. 15 Bul gari a 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 3
83.168. 77. 101 Pol and 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
134.228. 173. 106 Lhited Sates 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 1
207.177.73. 35 Lhited Sates 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 1

95. 87. 136. 120 d oveni a 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
183. 156. 5. 109 Chi na 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 1

38. 69. 37. 19 Lhited Sates 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 1
178. 160. 80. 17 CQoatia 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
31.29.110. 112 France 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
196. 47. 186. 24 OQte DIvoire 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
94.135. 199. 4 Cer many 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
193. 77.91. 55 S oveni a 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1

63. 248. 80. 114 Lhited Sates 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 1

89. 160. 83. 64 Sweden 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
173.221. 44. 89 Lhited Sates 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 1
24.12.242.29 Lhited Sates 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 1
74.56.232. 117 Canada 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 1
116. 200. 31. 67 Korea, Republic of 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
213.178.215. 118 Italy 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 1
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|Top Attackers In IPS|

Addr ess |Attacker Gountry Target Address |Site |S gnature Devi ce Action |Oount
188. 165. 15. 132 France 147.237.77. 176 nat pash. i df . i | C228: HITP.  AhrefBot crawier B ock 5
188. 165. 15. 233 France 147.237. 72. 166 aka.idf.il 28: HITP.  AhrefBot craw er B ock 3
188. 165. 15. 202 France 147.237.77. 234 hal ag.idf.il 228 HITP.  AwrefBot craw er B ock 1
188. 165. 15. 176 France 147.237.76. 86 navy.idf.il C228: HITP.  AhrefBot crawier B ock 1
188. 165. 15. 202 France 147. 237.76. 30 hi nush.idf.il 28: HITP.  AhrefBot craw er B ock 1
188. 165. 15. 233 France 147. 237.76. 200 eitan.aka.idf.il 28: HITP. AwrefBot craw er B ock 1
188. 165. 15. 202 France 147.237.76. 42 refuah.idf.il 28 HITP.  AnrefBot craw er B ock 1
188. 165. 15. 202 France 147.237.77. 233 atal .idf.il 28: HITP.  AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il |Tehila - Perl LWP with fake user agent 3
157.231.192.6 |147.237.77.216|Wited Sates dover.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
37.143.82.50 147.237.77. 74 |Netherl ands lawidf.il ET SCAN NVAP -sS w ndow 1024 1
209. 205. 203. 63 |147.237.77. 216 |Wnited Sates dover.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
116.199. 135. 82 |147. 237. 77. 216 |Chi na dover.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
176. 47.101. 121 [147.237.77. 216 |krai ne dover.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
89. 248. 160. 155 |[147.237.0.33 |Nether| ands Pdf.il ET SCAN Potential SSH Scan 1
134.209. 105. 95 |147.237.77. 216 |Wited Sates dover.idf.il |ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
148.248.43.27 |147.237.77. 216 |Mexi co dover.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
23.227.196.29 [147.237.8.24 |thited Sates elifestyle.idf|[ET SCAN NVAP -sS wi ndow 2048 1
207.22.208.61 |147.237.77.216|W0ited Sates dover.idf.il |ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
113.22.227.42 (147.237.8.46 |Metnam e.chinuch.idf.i|[ET SCAN NVAP -f -sS 1
176. 47. 38. 67 147.237. 77. 216 |krai ne dover.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
84.108. 137. 104 |[147.237.77. 216 |l srael dover.idf.il |portscan: TCP D stributed Portscan 1
134.172.42.71 [147.237.77.216|W0ited Sates dover.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
23.102.186.35 |147.237.76.201|Wited Sates e.atal.idf.il [ET SCAN Potential WNC Scan 5900- 5920 1
204.236.1.108 |147.237.77.216|W0ited Sates dover.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
103. 35.151. 192 |147.237.77.121 enavy.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
148.178.223.70 |147.237.77.216|lnited Sates dover.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
170.113.43.98 |147.237.77.216|Wited Sates dover.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
67.218.212.2 147.237.77. 216 |lhited Sates dover.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
134, 127.168. 78 |147.237.77.216|lnited Sates dover.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
204.187.229. 68 |147.237.77. 216 |Canada dover.idf.il |ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
97.93.115.153 |147.237.76.30 |Wited Sates  |himush.idf.il ET SCAN Behavi oral Lhusual ly fast inbound Telnet Connecti ons, 1
Potential Scan or Brute Force
143, 135. 249. 36 |147.237.77. 216 |Wnited Sates dover.idf.il |ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
5.10. 74. 198 147.237. 76. 196 |Net her | ands e.svivaidf.il |ET SCAN NVAP -sS w ndow 1024 1
64.112.134.19 |147.237.77.216|Wited Sates dover.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
134.127.97.58 |147.237.77.216|Wited Sates dover.idf.il |ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
167.97.134.48 |147.237.77.216|lhited Sates dover.idf.il [ET DROP Sparhaus DRCP Listed Traffic | nbound 1
199.230.98.25 |147.237.77.216|Wnited Sates dover.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
95.216.29.109  [147.237.77. 216 |krai ne dover.idf.il |ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
139. 167. 236. 47 |147.237.77.216|Lhited Sates dover.idf.il [ET DROP Sparhaus DRCP Listed Traffic | nbound 1
130.201.96.41 |147.237.77.216|Wnited Sates dover.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
162.125.16.59 |147.237.77.216|Wited Sates dover.idf.il |ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
64. 44. 159. 10 147.237.77. 216 |Whited Sates dover.idf.il [ET DROP Sparhaus DRCP Listed Traffic | nbound 1
139.167.83.73 |147.237.77.216|Wnited Sates dover.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
94.131.36.13  [147.237.77. 216 ?éj:i;’}m dover.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
128.199. 128. 55 |147.237. 77. 216 |S ngapore dover.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
157.232. 114. 112|147, 237. 77. 216 |Lhi ted Sates dover.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
62.122.37.108 |147.237.77.216 dover.idf.il |ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
139.167.52. 1 147.237.77. 216 |Whited Sates dover.idf.il [ET DROP Spamhaus DRCP Listed Traffic | nbound 1
193.107.17.72 |147.237.0.34 |Seychel les tikshuv.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
94.130.180.86  [147.237.77. 216 |krai ne dover.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
157.232. 76. 124 [147.237.77.216|Wited Sates dover.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
61.240.144. 67 [147.237.0.200 [China u.idf il ET SCAN NVAP -sS w ndow 1024 1
128. 168. 193. 114|147, 237. 77. 216 |Whited Sates dover.idf.il |ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
138.43.164. 116 |147.237.77.216|lhited Sates dover.idf.il [ET DROP Spamhaus DRCP Listed Traffic | nbound 1
189. 254. 90. 133 |147. 237. 77. 227 |Mexi co e.hanaz.idf.il [ET SCAN NVAP -sS wi ndow 3072 1
94. 130. 18. 59 147.237. 77. 216 |krai ne dover.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
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|Top Attackers In FW |

A tacker

Count ry ‘Target Addr ess ‘S‘te ‘Signature
205.203.135.1 |Uhited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 204
187. 64. 235. 206 |Brazil 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 174
201. 4. 200. 59 Brazil 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 152
71.99.166. 122 |Uhited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 101
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 88
66.249.70.75 |Uited Sates 147,237, 77. 216 |dover. iof. i1 | SAM NG Engine: TCP Inval id Invalid segnent retransmssion. drop 81
Ret r ansm ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 80
83.249.87.107 |Sweden 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 71
66.87.138.123 |Lhited Sates |147.237.77.216|dover.idf.il |drop First packet isn't SN drop 68
149. 78. 154. 69 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 54
71.92.79.76 Lhited Sates |147.237.77. 216 [dover.idf.il |drop First packet isn't SYN drop 53
107. 23. 6. 162 Lhited Sates |147.237.77. 216 [dover.idf.il |drop First packet isn't SN drop 51
54.224.21. 23 Lhited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 51
110.92.98.1 S ngapor e 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 50
50. 87.144. 145 |Lhited Sates |147.237.77.216|dover.idf.il |drop First packet isn't SN drop 49
68.180. 228. 112 |Lhited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 48
92.29.135.21 l}gi]irf;gom 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 45
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 43
66.249.79. 77 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 42
52.25.108.137 |Lhited Sates |147.237.77.216|dover.idf.il |drop Frst packet isn't SYN drop 42
52.16.5.197 Lhited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 40
108.59.253. 71 |[lnited States [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 36
109. 200. 30. 154 llgiqir:gec(jjom 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 36
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 34
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 34
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 33
188. 165. 15. 130 |Fance 147.237.77.74 |lawidf.il dr op SAMrul e drop 33
157.55.39. 247 |[nited Sates [147.237.77.216|dover.idf.il |[drop First packet isn't SYN drop 26
2.54.55.198  |Israel 147, 237 76. 200 e tan. aka i of || 21 NG Engine: TCP Inval i d nvalid segnent retransmssion. drop 24
Ret ransm ssi on Packet dr opped.
109. 65. 10. 183 [l srael 147.237.72. 156 |anan. i of . i | Bad TCP sequence I'nval i d ACK nunber aert 24
109. 65. 10. 183 |l srael 147.237. 72. 156 |anan.i df . il Bad TCP sequence Inval id ACK nunber noni t or 24
128.242.249. 10 |Lhited Sates |[147.237.77.216|dover.idf.il dr op First packet isn't SN drop 22
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il |drop drop 21
157.55.39. 136 |[Lnited Sates [147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 21
54.244.22.103 |Wited Sates |147.237.77.233|atal.idf.il dr op First packet isn't SN drop 21
72.9.148.10 Lhited Sates |147.237.77.216 [dover.idf.il |drop First packet isn't SYN drop 21
37.187.129. 166 |France 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 21
178. 63. 55. 202 [Ger many 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 20
66.249.79.75 |Lhited Sates |147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 20
157. 55. 39. 13 Lhited Sates |147.237.77. 216 [dover.idf.il |drop Frst packet isn't SYN drop 17
88.198. 25. 217 |Cer nany 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 16
66.249.79. 79 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 16
157. 55. 39. 12 Lhited Sates |147.237.77.216 [dover.idf.il |drop Frst packet isn't SN drop 15
176.13.7.192 | srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid ACK nunber noni t or 14
204.93.154. 216 |Lhited States |147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 13
107.170.63.50 |[lnited Sates [147.237.77.216|dover.idf.il |[drop First packet isn't SYN drop 12
107.170.61.36 |[lLnited Sates |[147.237.77.216|dover.idf.il |[drop First packet isn't SN drop 12
142. 161.52.58 |Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
149. 78. 154. 69 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 12
50. 39.100. 149 |thited States |147.237.77.216|dover.idf.il |drop First packet isn't SN drop 11
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A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count

79.183.97.225 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2

93.172.50.169 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2

54.244.22.103 |lhited Sates|147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary Bl ock 2

31.193.51. 80 France 147.237.77.216 |dover. i df . i | D stributed Suspici ous Response Code Bl ock 1

157.55.39.143 |Wnited Sates|147. 237. 72. 166 |aka. i df . i | mnaok‘“g iF:ff". ?Tf;;’nllsfrfeﬁi?ahrt.aspx None 1

66. 249. 69. 8 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to waw chi nuch. aka. i df . i1/404. htm Bl ock 1
Unknown Par anet er

79.183.178.117 [israel 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl aceHol der $passwor dUpdat e$t xt Passwor  |None 1
dRepeat in ww aka.idf.il/nain/giyus/fag. aspx

40.77.167. 30 Lhited Sates|147. 237.72. 166 |aka. i df . i | Unknown Paraneter tmin v aka.idf.il/nain/giyus/ None

66.249.73.238 |[Israel 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to www aman. idf.i|/minodiin/maslul . aspx |B ock

46. 19. 86. 123 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/main/ Bl ock 1
Uhaut hori zed URL Access to

74.111.230.228 |Wited Sates|147.237.77. 216 |dover.idf.il wan i df i |/ tenpl ates/article/src="http:/ww yout ube. coniv/ Onwgt cl d |Bl ock 1
1fe

104. 128. 144. 131|Canada 147.237.0. 17 (ro; niyl- kosher -kravi . i Unaut hori zed URL Access to 147.237.0. 17/ B ock 1

79.176.59.65 |l srael 147.237.77. 234 |hal ag. i df . i | ﬂ?f’;g?,”ﬁfeggiﬂmfgf/sfh;oe o/ bl et L, gi Bock |1

24.230.107.61 |lLhited Sates|147.237.77.216|dover.idf.il Suspi ci ous Response Code Bl ock

157. 55. 39. 85 Lhited States|147. 237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.i|/994-8613- he/ navy. aspx. aspx |B ock

66.249.67.133 | srael 147.237.76.42 |refuah.idf.il e oo oo o ¢ ot uah aspx Bock |1
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