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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il |TQP handshake violation, first packet not syn drop 14221
37.26. 148. 233 | srael 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 4718
66. 249. 78. 254 Lhited Sates 147.237.72. 166 aka.idf.il |TCP handshake viol ation, first packet not syn drop 4694
1.177.213. 58 Korea, Republic of 147.237.77. 216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 2788
113.238.45.5 Chi na 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 2668
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 2568
147.251.51. 19 Czech Republic 147.237.77. 74 lawidf.il |TQP handshake violation, first packet not syn drop 1870
37.26. 146. 139 | srael 147.237.72. 166 aka.idf.il |TQP handshake viol ation, first packet not syn dr op 950
0.0.0.0 147.237.77. 216 dover.idf.il|HTTP- POST- Segnent ed- DoS dest - r eset 788
41. 45. 88. 55 Egypt 147.237.77.216 dover.idf.il|TGP handshake viol ation, first packet not syn drop 366
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il|HTTP- POST- Segnent ed- DoS dest - r eset 315
181. 1. 142. 94 Argentina 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 258
183. 115. 78. 27 Korea, Republic of 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 214
204. 93. 154. 216 Lhited Sates 147.237.77.216 dover.idf.il|TAP Scan (vertical) dr op 206
180. 191. 139. 187 Phi | i ppi nes 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 202
194. 83. 142. 94 Uhi t ed Ki ngdom 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 169
211.47.119. 50 Korea, Republic of 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 164
41.108. 121. 45 Ageria 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 121
211.68. 72. 100 Chi na 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 55
2.54. 8. 46 | srael 147.237.77.216 dover.idf.il|SYN Hood unverified cookie dr op 46
126. 203. 217. 120 Japan 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 30
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il|HTTP-M SG Sl owl ori s- DOS- Var 1 dest - r eset 17
2.54.1.118 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 9
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il|DOS- Tool - Swi t chbl adG dest - r eset 5
212.179.87.6 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 4
62.21.111. 16 Pol and 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 3
109. 178. 170. 38 G eece 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 3
162. 255. 121. 60 Lhited Sates 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 3
87.227.150. 83 Bul gari a 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 2

66. 186. 89. 70 Canada 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 2

94. 135. 199. 70 Cer many 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 2
67.53.42.0 Lhited Sates 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 2
77.210.189. 18 Sai n 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 2
140. 198. 84. 58 Lhited Sates 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 2
67.58. 161. 10 Lhited Sates 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 2
0.0.0.0 147.237.77. 216 dover.idf.il|HTTP Page H ood Attack drop 2
80.179. 164. 186 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 2
74.219. 253. 52 Lhited Sates 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 2

66. 60. 82. 5 Lhited Sates 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
88. 31. 166. 90 Spai n 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 1
167. 88. 12. 209 Lhited Sates 147.237.77. 234 hal ag.i df.il|bl ock-sp-trafl drop 1
216. 239. 84. 87 Canada 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1

18. 33. 189. 46 Lhited Sates 147.237.77. 216 dover.idf.il|L4 Source or Dest Port Zero drop 1

81. 58. 26. 49 Net her | ands 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 1
108. 182. 82. 26 Lhited Sates 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 1
199. 71. 226. 101 Lhited Sates 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 1
77.46.37.71 Pol and 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1

94. 255. 163. 3 Sweden 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
191. 142. 67. 12 Brazil 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 1

63. 248. 134. 67 Lhited Sates 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 1




11-15-2015-10:04:06 to 11-15-2015-11:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Addr ess |Site Sgnature Devi ce Action |Oount |
151. 80. 31. 147 Italy 147.237.0. 34 tikshuv.idf.il 28: HITP.  AhrefBot craw er B ock 7
188. 165. 15. 202  |France 147.237.76.42 |refuah.idf.il 28: HITP.  AnhrefBot craw er B ock 5
197. 41. 114. 212 |Egypt 147.237.77.216 |dover.idf.il 3624: HTTP. SQ Injection (SALECT) Bl ock 5
79.182.19.76 I srael 147.237.77.170 |nmaarachot.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 5
188. 165. 15. 201 |France 147.237.77.216 |dover.idf.il 28: HITP.  AnhrefBot craw er B ock 3
62.219.118.148 |[Israel 147.237.77.226 |ww chamat z. aka. i df . i | C1000004: HTTP: options nethod (M crosoft) B ock 2
188.165. 15. 132 [France 147.237.77.176 |matpash.idf.il C228: HITP.  ArefBot craw er B ock 2
197. 41. 114. 212 |Egypt 147.237.77.216 |dover.idf.il 5670 HTTP. SQ Injection (SALECT) B ock 1
151. 80. 31. 131 Italy 147.237.76.31 |nakchal .idf.il 28: HITP.  AnrefBot craw er B ock 1
188. 165. 15. 202  |France 147.237.76.30  |hinush.idf.il 28: HITP. AhrefBot craw er B ock 1
188. 165. 15. 36 France 147.237.77.170 |nmaarachot.idf.il 28: HITP.  AnhrefBot craw er B ock 1
188. 165. 15. 176  |France 147.237.76.86  |navy.idf.il 228: HITP.  AnrefBot craw er B ock 1
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

|Signature

197. 41. 114. 212 147.237.77. 216 Egypt dover.idf.il |SQ Injection - Select Fom 12
197. 41. 114. 212 147.237.77. 216 Egypt dover.idf.il |portscan: TCP DO stributed Portscan 2
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il [Tehila - Perl LW wth fake user agent 2
198. 96. 237. 99 147.237.77. 216 Canada dover.idf.il |ET DRCP Spanhaus DRCP Listed Traffic |nbound 1
148. 248. 67. 24 147.237.77. 216 Mexi co dover.idf.il [ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
94. 131. 230. 80 147.237.77. 216 Russi an Federati on dover.idf.il [ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
167. 97. 203. 94 147.237.77. 216 Lited Sates dover.idf.il |ET DRCP Spanhaus DRCP Listed Traffic |nbound 1
136. 228. 180. 9 147.237.77. 216 Lhited Sates dover.idf.il [ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
40. 115. 58. 160 147, 237. 0. 200 Lhited Sates ndu.iof il ET SCAN NVAP -sS w ndow 1024 1
64.112. 190. 92 147.237.77. 216 Lited Sates dover.idf.il |ET DRCP Spanhaus DRCP Listed Traffic |nbound 1
207.189. 9. 62 147.237.77. 216 Lhited Sates dover.idf.il [ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
157. 232. 226. 79 147.237.77. 216 Lhited Sates dover.idf.il [ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
129. 76. 71. 97 147.237.77. 216 Lited Sates dover.idf.il |ET DRCP Spanhaus DRCP Listed Traffic |nbound 1
176. 47. 243. 126 147.237.77. 216 krai ne dover.idf.il [ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
143. 49. 200. 59 147.237.77. 216 Lhited Sates dover.idf.il [ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
148.178.127.9 147.237.77. 216 Lited Sates dover.idf.il |ET DRCP Spanhaus DRCP Listed Traffic |nbound 1
94.131. 146. 46 147.237.77. 216 Russi an Federati on dover.idf.il [ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
167. 97. 108. 55 147.237.77. 216 Lhited Sates dover.idf.il [ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
134.209. 192. 121 147.237.77. 216 Lited Sates dover.idf.il |ET DRCOP Spanhaus DRCP Listed Traffic |nbound 1
31.42.149.51 147.237.77. 216 Rormani a dover.idf.il [ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
198. 23. 38. 17 147.237.77. 216 Lhited Sates dover.idf.il [ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
206. 201. 61. 50 147.237.77. 216 Lited Sates dover.idf.il |ET DRCP Spanhaus DRCP Listed Traffic |nbound 1
157. 232. 154. 122 147.237.77. 216 Lhited Sates dover.idf.il [ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
128.199. 181. 5 147. 237.77. 216 S ngapore dover.idf.il |ET DRCOP Spamhaus DRCP Listed Traffic | nbound 1
176. 47.164. 9 147.237.77. 216 Wkrai ne dover.idf.il |ET DRCP Spanhaus DRCP Listed Traffic |nbound 1
143. 49. 100. 109 147.237.77. 216 Lhited Sates dover.idf.il [ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
64.112. 110. 14 147.237.77. 216 Lhited Sates dover.idf.il [ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
94.131.18.91 147.237.77. 216 Russi an Federation dover.idf.il |ET DRCP Spanhaus DRCP Listed Traffic |nbound 1
167.28.73. 31 147.237.77. 216 Giile dover.idf.il [ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
134. 209. 4. 45 147.237.77. 216 Lhited Sates dover.idf.il [ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
2.54.146. 222 147.237.77. 216 I srael dover.idf.il [portscan: TCP D stributed Portscan 1
148. 105. 186. 106 147.237.77. 216 Lhited Sates dover.idf.il [ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
157. 231. 246. 73 147.237.77. 216 Lhited Sates dover.idf.il [ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
128.199. 13. 118 147.237.77. 216 S ngapor e dover.idf.il |ET DRCP Spamhaus DRCP Listed Traffic | nbound 1
176.12. 151. 123 147.237.77. 216 I srael dover.idf.il [portscan: TCP D stributed Portscan 1
140. 170. 234. 122 147.237.77. 216 Lhited Sates dover.idf.il [ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
64.112. 96. 88 147.237.77. 216 Lited Sates dover.idf.il |ET DRCOP Spanhaus DRCP Listed Traffic |nbound 1
205. 144. 184. 54 147.237.77. 216 Lhited Sates dover.idf.il [ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
167. 28. 55. 13 147.237.77. 216 Giile dover.idf.il [ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
134.172.219. 77 147.237.77. 216 Lited Sates dover.idf.il |ET DRCOP Spanhaus DRCP Listed Traffic |nbound 1
195. 191. 103. 28 147.237.77. 216 Eur ope dover.idf.il [ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
147. 50. 249. 59 147.237.77. 216 Lhited Sates dover.idf.il [ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
94. 130. 175. 29 147.237.77. 216 Wkrai ne dover.idf.il |ET DRCOP Spanhaus DRCP Listed Traffic |nbound 1
170. 120. 177. 108 147.237.77. 216 Lhited Sates dover.idf.il [ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
139. 167. 235. 19 147.237.77. 216 Lhited Sates dover.idf.il [ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
64.112. 40. 88 147.237.77. 216 Lited Sates dover.idf.il |ET DRCP Spanhaus DRCP Listed Traffic |nbound 1
204. 236. 24. 86 147.237.77. 216 Lhited Sates dover.idf.il [ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
157. 231. 144. 62 147.237.77. 216 Lhited Sates dover.idf.il [ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
128. 168. 129. 13 147.237.77. 216 Lited Sates dover.idf.il |ET DRCP Spanhaus DRCP Listed Traffic |nbound 1
167. 28. 34. 104 147.237.77. 216 Giile dover.idf.il [ET DRCP Spanhaus DRCP Listed Traffic | nbound 1




11-15-2015-10:04:06 to 11-15-2015-11:04:06

|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Addr ess ‘Ste ‘Signature
180. 191. 139. 187 |Phi | i ppi nes 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 909
84.177.14.204  |Ger many 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 343
176.14. 95. 174 :32::1”' on 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 215
205.203.135.1 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 204
37.26.148.254 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 192
148. 177. 129. 213 |Eur ope 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 172
37.26.148. 137 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 153
37.26.148.233 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 148
37.26.146.176 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 144
37.26.149.248 | srael 147, 237, 76. 200 |6 tan. aka i of | | @M NG Bngine: TCP Invalid invalid segnent retransnission drop 96
Ret ransni ssi on Packet dr opped.
155.94.171. 238 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 77
37.26. 146. 212 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 68
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 66
188. 244. 39. 126 :32::1”' on 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 63
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 62
148. 240. 174. 247 |Mexi co 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 61
5.9. 36. 66 Ger many 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 60
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 59
5.82.240. 121 Saudi Arabia 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 58
148. 177. 129. 212 |Eur ope 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 54
142.254.51.183 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 43
35.0.127.52 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 43
50.177.200. 87 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 42
95. 165. 106. 128 :Z:::Inl on 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 42
95.220. 111, 240 |USSian 147.237.77. 216 |dover. i df.il  |drop Frst packet isn't SIN drop 42
Feder ati on
188. 165. 15. 130 |Rance 147.237.77.74 |lawidf.il drop SAMrul e drop 42
37.26.148.222 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 41
198. 46.142. 47 |Whited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 40
66.249.93.192 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 36
85. 27. 200. 33 Dennar k 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 34
109. 200. 30. 154 [United Ki ngdom|147.237.77.216 |dover.idf.il |drop Frst packet isn't SYN drop 34
204.8.156.142 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 34
66.249. 64. 238 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 33
80.246.133.38 |lsrael 147.237.76.30 |[himush.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 31
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 31
18.238.2.85 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 30
66.249.64.233 |United Sares  [147. 237. 77, 216 |dover a1 || 2 NG Engine: TP Invalid  invalid segnent retransnission drop 30
Ret r ansni ssi on Packet dr opped.
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 30
207.46.13.91 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 30
207.244.70.35 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 30
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 29
207. 46. 13. 95 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 29
Sreaning Engine: TGP Invalid i i ssi
197. 41.114. 212 |Egypt 147.237.77. 216 |dover. i of i1 | ransngi] ssigon 'Pg‘éakje'td dsreggggg_ retransmssi on. drop 27
107.181.174.84 |Whited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 26
112.198.99.212 |Philippines 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 25
212.235.98. 139 |[Israel 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 25
213.57.141. 150 |Israel 147.237.72.166 |aka idf.il  |Bad TOP sequence mﬁsg reansm't wehdifferent | onitor |24
69. 231. 193. 189 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 24
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 24
129.123.7.6 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 23
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Devi ce

A tacker

Attacker Address Qount ry Target Address |[Site dgnature Acti on ‘Count
132.70. 66. 11 | srael 147.237.0.19 |madimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 308
132.70. 66. 11 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 132
37.26.148.217 |[israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 119
132.70. 66. 11 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 110
37.26.148.217 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 77
80. 246. 139. 130 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 68
176.12.142. 172 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 57
80. 246. 139. 130 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 53
37.26.149.164 |[Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 43
176.13. 13. 88 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock 42
176.12.137. 131 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 30
37.26.148.217 |Israel 147.237.0.19 |nadimatal .idf.il 200 ry o D Same Response Code (403) 1n Sesston from g o 18
80. 246. 139. 185 |l srael 147.237.0.19 |mnadimatal .idf.il D stributed Suspici ous Response Code B ock 15
46.19. 86. 191 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 13
37.113.122.36 gzz:;r} on 147.237.72.166 [aka. i df . i | mu;::ri Id?.e?l /l\,r‘:atajhnc;dgi 353 gfhérgri cati onser vi ce. asnx/ get aut huser Bt ock 9
2.54. 136. 159 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock

197. 41. 114. 212 |Egypt 147.237.77. 216 |dover.idf.il D stributed Suspici ous Response Code B ock

46. 19. 86. 47 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed LR. Access from 46. 19. 86. 47 B ock
46.19.85.152  |Israel 147.237.0.17 ;nlrrly kosher -kravi..id Miltiple I11egal Paraneter Encoding from46. 19, 85, 152 None 3
46. 19. 86. 141 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 3
212.143. 137. 115]l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed UR. Access to v aka.idf.il/sip_storage/files/1/ |B ock 3
46. 19. 85. 89 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.54.2.163 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 3
176.13.13. 86 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
197.41.114. 212 |Egypt 147.237.77. 216 |dover . i df . i | Parameter Type Viol ation _EVENTVALIDATIONin B ock 2

wa i df . i 1/1133- he/ dover . aspx
2.54.167.137 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
Paraneter Type Miolation _ EVENTVALI DATION i n

197. 41. 114. 212 |Egypt 147.237.77. 216 |dover.i df . il v i df i 1/ 1842- he/ dover . aspx Bl ock 2
Russi an . . Ml tipl e Whaut horized Method for Known URL from
37.113.122. 36 eration 147.237.72. 166 |aka. i df . i | 37 113, 122. 36 B ock 2
. . Paraneter Type Miolation _ EVENTVALI DATION i n
197. 41. 114. 212 |Egypt 147.237.77. 216 |dover.i df . il v i df i 1/ 1379- he/ dover . aspx Bl ock 2
. . Paraneter Type Mol ation _ EVENTVALI DATION i n
197. 41.114. 212 |Egypt 147.237.77.216|dover . i df . il v i df i 1/ 1780- he/ dover . aspx Bl ock 2
46. 19. 85. 245 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None
37.142. 68. 33 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
. . Paraneter Type Mol ation _ EVENTVALI DATION i n
197. 41. 114. 212 |Egypt 147.237.77. 216 |dover.idf.il v i df i 1/ 1781- he/ dover . aspx Bl ock 2
176.13.8.73 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
37.26.148.254 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 2
2.54. 147. 47 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 2
46. 19. 85. 254 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
31.186.228.29 [United Ki ngdom|147.237.72. 166 |aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
79.182. 49. 44 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
2.54. 44. 50 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
. . DO stributed Uhauthori zed URL Access on
66. 249. 78. 97 I sr ael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
212.143.137. 115|l srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unauthorized URL Access from 212.143. 137. 115 B ock 1
84.108.12.71 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
46. 116. 235. 208 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
37.26.147.195 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
80.246.137.62 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
46. 19. 86. 47 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wawn aka.idf.il/admin Bl ock 1
176.13. 0. 56 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
Mal formed URL
46. 19. 85. 206 | srael 147.237.72. 166 |aka. i df . i | _pk_ref.114. 3ebc=["", """, 1447575289, "ht t ps: / / wan googl e. co. il /" |B ock 1
I
149. 88. 113. 190 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1

11-15-2015-10:04:06 to 11-15-2015-11:04:06



