11-14-2015-20:04:03 to 11-14-2015-21:04:03

@
1"PT SwNn ()

Ov IDF Under Attack

www.gov.il

Daily Report

|Top Targets |
120, 000+"
90’ 000_." . dOVGr. | df . | I
| W aka. idf.il
B ishurimaka.idf.i
60, 0001 M obile.idf.il
Nugbef . M atal.idf.il
30, 000+" i i
At acks .a@n.ldf.l! |
[Meitan. aka.idf.il
B nadimatal.idf.il
naar achot . i df.il
Wianidf.il

Top Tar get

[Top Attackers |

3607

W 37. 26. 148. 154
37.26.148. 178
[ 5. 22.135. 124

180-
37.26. 148. 226
Nunber Hl 387. 68. 62. 206
a M 205. 203.135. 1
At t acks 90+

I 66. 249. 64. 233

M 41.33.231.90
54.224.21. 23

W 68. 180. 228. 112

Top Attackers



11-14-2015-20:04:03 to 11-14-2015-21:04:03

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site |Signature Device Action |Count|
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 7129
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 591
66. 249. 74. 100 Lhited Sates 147.237.77.176 nat pash. i df.il |TCP handshake viol ation, first packet not syn |drop 405
204. 93. 154. 216 Lhited Sates 147.237.77.216 dover.idf.il TP Scan (vertical) drop 227
158. 203. 222. 32 Japan 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 5
134. 147. 203. 115 Ger nany 147.237.76. 86 navy.idf.il Bl ock_UWp Al _Nets drop 3
24.57. 206. 82 Canada 147.237.77.216 dover.idf.il Invalid TGP H ags drop 3
134.147. 203. 115 Ger nany 147.237.76. 86 navy.idf.il Bock Np Al Net drop 2
76.175. 105. 49 Lhited Sates 147.237.77.216 dover.idf.il Inval i d TP H ags drop 1
212.34.52. 82 Russi an Federation 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
24.105. 202. 123 Lhited Sates 147.237.77.216 dover.idf.il Inval i d TGP H ags drop 1
121.151. 189. 21 Korea, Republic of 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
69. 170. 217. 95 Lhited Sates 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
201. 56. 231. 66 Brazil 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
99. 226. 132. 105 Canada 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
94.135. 149. 111 Ger nany 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
66. 186. 89. 94 Canada 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
195. 113. 228. 94 Czech Republic 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
62. 72. 231. 26 F nl and 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
176. 13. 18. 38 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 1
85. 134. 25. 103 F nl and 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
81. 191. 45. 17 Nor way 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
216. 58. 58. 21 Canada 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
31. 208. 27. 20 Sweden 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
104.167. 119. 107 Canada 147.237.76. 197 e hinush.idf.il [B ock Udp All _Nets drop 1
75. 146. 252. 52 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
209. 40. 154. 9 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
67.180. 61. 3 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
199. 105. 245.0 Lhited Sates 147.237.77. 216 dover.idf.il L4 Source or Dest Port Zero drop 1
96. 41. 37. 44 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
93.88.99. 5 Italy 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
65.110.121. 14 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
185. 33. 226. 4 Sntzerl and 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
37.130. 32. 39 Pol and 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
83.233.118. 94 Sweden 147.237.77.216 dover.idf.il Invalid TP H ags drop 1
77.53.231. 112 Sweden 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
212.180. 166. 24 Pol and 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
24.143.163. 31 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
128.127.82. 77 Pol and 147.237.77. 216 dover.idf.il Inval i d TP H ags drop 1
104. 167.119. 107 Canada 147.237.76. 44 e.refuah.idf.il [Block Udp All Nets drop 1
71.6.165. 200 Lhited Sates 147.237.76. 86 navy.idf.il B ock Np Al _Net drop 1
196. 47. 132. 24 MQte DIvoire 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
94. 158. 238. 68 Pol and 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
66.225. 161. 103 Canada 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
63. 229. 219. 32 Lhited Sates 147.237.77.216 dover.idf.il Inval i d TP H ags drop 1
177.1.188.4 Brazil 147.237.77. 216 dover.idf.il Inval i d TP H ags drop 1
85. 236. 235. 120 Austria 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
83. 143. 122. 36 Denmar k 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
216. 73. 226. 35 Lhited Sates 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1




11-14-2015-20:04:03 to 11-14-2015-21:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site Devi ce Action |Count
109. 67. 113. 53 I srael 147.237.76. 31 nakchal .idf.il |[Cl000004: HTTP. options nethod (M crosoft) B ock 2
151. 80. 31. 147 Italy 147.237.0. 34 tikshuv.idf.il |28 HITP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

‘Target Address ‘Attacker Qountry

Signature

132.74.95.21  |147.237.77. 1701 srael naar achot . i df .i | ET OC5 Large anount of TGP ZeroWndow - Possibl e Niller2 10
Dlos att ack
195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 4
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 3
115. 194. 40. 220 |147. 237. 72. 156 |Chi na aman.idf.il ET SCAN Potential SSH Scan 2
148. 178. 45. 108 [147. 237. 77. 216 [Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
46. 19. 85. 90 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
115. 194. 40. 220 |147. 237. 76. 198 |Chi na e.yohal an.idf .il|ET SCAN Potential SSH Scan 1
134. 209. 170. 98 [147. 237. 77. 216 [Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
167.97.41.1 147.237.77. 216 [Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
93.173.13.82  |147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
212.106.79.23 |147.237.77.216 g‘z'cisgiig;a” Territory, dover.idf.il  |portscan: TCP Distributed Portscan 1
148. 105. 222. 45 |147. 237. 77. 216 [Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
192, 223. 126. 86 [147. 237. 77. 216 |Brazi dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
115. 194. 40. 220 |147. 237. 76. 176 |Chi na test.ncore.idf.i|[ET SCAN Potential SSH Scan 1
167.97.21. 4 147.237.77. 216 |Wited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
85.65.30.242  |147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
210. 61. 150. 154 |147. 237.77.74 [Tai wan lawidf.il ET SCAN NVAP -f -sS 1
130. 201. 170. 41 [147. 237.77. 216 [Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
143. 135. 90. 100 [147. 237. 77. 216 [Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
37.142. 204. 223 |147. 237. 77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
192. 43.157. 61 |[147.237.77.216|lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
115. 194. 40. 220 |147. 237.76. 34 |hina yohalan.idf.il [ET SCAN Potential SSH Scan 1
167.28. 2. 45 147.237.77. 216 |l e dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
84.228.36.226 |147.237.77.216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
208.70.168.14 |147.237.77.216|nited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
129.76.111.85 |[147.237.77.216|lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
31.168.17. 233 |147.237.77. 216l srael dover.idf.il portscan: TGP D stributed Portscan 1
176. 47.189.58 |[147.237.77. 216 |lkrai ne dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
115. 194. 40. 220 (147.237.76.30 [Chi na himush.idf.il |ET SCAN Potential SSH Scan 1
143.49.56.72  [147.237.77.216|lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
162. 125. 192. 25 (147. 237. 77. 216 [Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
82. 80. 30. 43 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
205.203.247.5 |147.237.77.216|nited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
128. 199. 143. 40 [147. 237. 77. 216 |S ngapor e dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
176.13.23.61  [147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
115. 194. 40. 220 |147. 237. 72. 166 |Chi na aka.idf.il ET SCAN Potential SSH Scan 1
140.170. 33. 87 [147.237.77. 216 [Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
204. 147. 245. 76 |147. 237. 77. 216 |Lnited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
115. 194. 40. 220 |147. 237. 77. 205 |Chi na prisha.idf.il [ET SCAN Potenti al SSH Scan 1
162. 125. 137. 58 [147. 237. 77. 216 [Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
79.177. 110. 185 |147. 237. 77. 216 [I srael dover.idf.il portscan: TCP D stributed Portscan 1
113.22.227.42 |147.237.8.45 |V etnam eetanidf.il |ET SCAN NVAP -sS w ndow 2048 1
139. 167. 130. 58 [147. 237. 77. 216 [Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
176.12. 145. 252 (147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
199. 185. 204. 50 [147. 237. 77. 216 [Canada dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
115. 194. 40. 220 [147. 237. 77. 121 |thi na enavy.idf.il |ET SCAN Potential SSH Scan 1
157. 232. 242. 77 (147. 237.77. 216 [ULhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
77.125.3.241  |147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
139.167. 1. 4 147.237.77. 216 |Wnited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
170.113.43.36 [147.237.77.216|Uhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
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‘Attacker Qountry Target Address |Ste Signature
37.26.148. 154 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 372
37.26.148.178 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 330
5.22.135.124 |Israel 147. 237, 72. 167 |i shurimaka i of i || S NG Engine: TCP | nvalid Jinvalid segnent retransnissi on, drop 246
Ret r ansni ssi on Packet dr opped.
37.26.148.226 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 223
87.68.62.206 |Israel 147, 237. 72. 167 |i shur i maka i o || S NG Engine: TCP Invalid invalid segnent retransnissi on drop 186
Ret r ansni ssi on Packet dr opped.
205.203.135.1 |[lLhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 155
66. 249. 64. 233 |Wnited Qates 147.237. 77 216 |dover. 1.1 |1 €AmNg Engine: TP Invalid invalid segnent retransmssion |, o, 92
Ret r ansni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 85
54.224.21. 23 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 84
99. 162. 144. 234 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 83
208. 69. 40. 101 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 82
68.180.228. 112 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 82
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 79
46. 244, 81. 193 Ecisgii:;a” Territory,l147. 237. 77. 216 [dover.idr.il |drop First packet isn't SIN drop 72
194. 74. 206. 234 [Uni t ed Ki ngdom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 67
100. 100. 15. 18 147.237.72. 166 |aka. i df .il drop First packet isn't SYN drop 62
62.210.181. 90 |Fance 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 51
66. 249. 64. 238 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 48
109. 200. 30. 154 |Unhi ted Ki ngdom 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 48
108.59. 253. 71 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 48
66. 249. 64. 243 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 43
50. 87. 144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 36
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 34
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 31
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 30
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 28
46.19.85.244 |Israel 147.237. 77. 216 |dover.iar.i1 |1 SAmNg Engine: TCP Invalid invalid segnent retransnission |, o, 27
Ret r ansni ssi on Packet dr opped.
188.52.23.210 |Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 25
2.54.8.148 I'srael 147. 237, 72. 167 |i shurimaka i o [ €M NG Engine: TCP Inval id limvalid segnent retransnission. |, 24
Ret r ansni ssi on Packet dr opped.
49. 226. 47. 51 New Zeal and 147.237.77.233|ata .idf.il Bad TCP sequence Inval id ACK nunber noni t or 23
49. 226.47. 51 New Zeal and 147.237.77. 233 |ata .idf.il dr op Frst packet isn't SN drop 22
176.13.3.55 I srael 147.237.72. 167 |ishurimaka idf .i[Bad TCP sequence Invalid ACK nunber noni t or 21
37.130.80.29 |Turkey 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf il drop drop 20
66.249. 64. 233 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 20
88. 198. 157. 214 |Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 20
157.55.39.111 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
157.55.39.19 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 19
109.65.19.5  |Israel 147, 237.72. 167 | shurimaka i i || €M NG Engine: TGP Invalid invalid segnent retransnission drop 18
Ret r ansni ssi on Packet dr opped.
17.142.156. 109 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
77.125. 113. 139 |I srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dr opped.
100. 100. 69. 95 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 18
5.90. 68. 114 Italy 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17
176.12.136.54 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 16
207. 46. 13. 66 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16
65.19.138.34 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 16
40.77.167. 34 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 16
2.52.46.12 I st ael 147, 237.72. 167 | shurimaka i i || €@ NG Engine: TQP Invalid invalid segnent retransnission drop 15
Ret ransni ssi on Packet dr opped.
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
46.120.12.238 |[lsrael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber rmoni t or 14
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Country Action
5.29.148.148 | srael 147.237.76. 200 |ei t an. aka. i df . i | |0 MW of the Sane Response Qode (404) in Session from Bl ock 20
5. 29. 148. 148
185. 32. 179. 135 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 12
66.249. 64. 233 [Israel 147.237.77. 216 |dover . i df .i | Mil tipl e Unauthori zed URL Access from 66. 249. 64. 233 Bl ock 10
66.249. 64.233  |lIsrael 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 8
86. 87. 94. 190 Net her | ands 147.237.76.200(ei tan. aka. i df .i| |Ostributed Too Many of the Sane Response Code (404) B ock 6
80. 246. 137. 217 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 6
80. 246. 139. 192 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
2.54. 147. 149 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
185. 120. 126. 89 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.12.198 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
. . . Unhaut hori zed URL Access to
2.52. 8. 254 I srael 147.237.77.243|nobi l e. i df . i | nobi | e, i o i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1403 B ock 2
176.13. 4. 65 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
- - - |Uhaut hori zed URL Access to
109. 186. 189. 151 |l srael 147.237.0. 19 nad|matal.|df.|Inadimata].idf.iI/shared/ajax/updatenakalqaumty_aspx B ock 2
. . D stributed Uhauthori zed URL Access on
84.94.72. 63 I srael 147.237.72. 166 |aka. i df . i | ww aka. i of i1/ htt ps: / v aka, i df i1/ B ock 1
49. 226. 47.51 New Zeal and  |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
31.13.102.124 |ireland 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
79.178.147.71  |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 1
176.12.141.78 |lIsrael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/atal . aspx B ock 1
. . Unhaut hori zed URL Access to
66.249.78.148 |l srael 147.237.72. 156 |anan. i df . i | vaw anan. i df . i |/ consol ef cor e/ doc._myr / undef i ned B ock 1
66. 249. 66. 90 I srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df.il/navy/ navy/general .aspx  |Bl ock 1
. . D stributed Lhaut hori zed URL Access on
46. 19. 86. 221 I srael 147.237.77.233|atal .idf.il 147, 237.77. 233/ 1134- hel at al . aspx B ock 1
79.182. 18. 36 | srael 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Qonnection - Unknown SSL Sessi on None 1
. . D stributed Lhaut hori zed URL Access on
66.249. 78.254 |l srael 147.237.72. 166 |aka. i df . i | v aka. i df i |/ mai 1V i yus/ gener al . aspx B ock 1
5.102. 254. 204  |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Unhknown SSL Sessi on None 1
2.52.8.254 I srael 147.237.77.243|nobi | e. i df . i | Mil ti pl e Uhaut hori zed URL Access from2.52. 8. 254 B ock 1
109. 65. 19. 5 I srael 147.237.72. 167 |i shuri maka. i df . ijUntraceabl e SS. Sessi ons: Cpen Mde None 1
66.249.78.9 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/ndmai n/ gi yus/ general . aspx |Bl ock 1
84.111.12.96 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
] . . Unaut hori zed Met hod HEAD for
54,177.83.238 |[Wited Sates [147.237.72.166|aka.idf.il ww aka i o i1/ turi maspl di spl ayonesol di er . asp B ock 1
31.154.167. 179 | srael 147. 237.72. 166 |aka. i df . i | thknown Paraneter __VI EVETATEENCRYPTED i n None 1
vwwv aka. i df . i |/ mai n/ sachar/ request . aspx
79.178.212.191 [israel 147.237.72. 166 |aka. i df . i | Untraceabl e SIS Sessi ons: sigal gs DoS Attack None 1
2.54. 208. 65 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
176.13.1.114 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66.249.78.153 |[Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter pop in wwy aka. i df.il/mai n/ hone/ None 1
66.249.66.95 | srael 147.237.76.86 |navy.idf.il O stributed thathori zed LR. Access on Bl ock 1
wan navy. i df . i | / navy/ navy/ gener al . aspx
89. 139. 167. 229 |l srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S3. Sessi ons: sigal gs oS Atack None
80. 246. 136. 169 |[Israel 147.237.72. 167 |i shuri maka. i df . ijuntraceabl e SS. Sessi ons: Cpen Mde None 1
46.116.137.109 |Israel 147.237.77.233|atal .idf.il Dstributed Paraneter Type Miolation on atal.idf.il/1440-he/atal .aspc g o0 1
par anet er sear ch
- . Unhaut hori zed URL Access to
66.249. 78.254 |l srael 147.237.72. 166 |aka. i df . i | v aka, i o i 1/ mobi | f mai 1V gi yus/ gener al . aspx B ock 1
5.102. 254. 204 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
. . D stributed Lhaut hori zed URL Access on
109. 67. 6. 223 I srael 147.237.72. 166 |aka. i df . i | W aka. i o i1/ htt ps: / v aka, i df i1/ B ock 1
66. 249. 78. 62 I srael 147.237.72. 166 |aka. i df . i | SEEE“TSZI ng WL ficcess Lo aka Tdf. 11/ sl p_storagerTil esf 706 B ock 1
- . Unhaut hori zed URL Access to
84.229.107. 155 |Israel 147.237.76.86 [navy.idf.il Wi navy. i o i1/ p storage/fil es/ 3/ si 2e338x0/ 1613, | pg Bl ock 1
54.183.237.85 |[Wnited Sates [147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77.74/ B ock 1
37.26.149.253 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
79.179.116.33 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock 1
66.249.78.234 |lIsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx |Bl ock 1
5.28.137. 180 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
. . Unhaut hori zed URL Access to
66.249. 67. 254 |l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994~ 8785- he/ r ef uah. aspx Bl ock 1
92. 253. 95. 73 Jordan 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to wawidf.il/arr/ Bl ock 1
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