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Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 534
37.77.49. 30 Irag 147.237.77. 216 dover.idf.il |TQP Scan (vertical) drop 232
204. 93. 154. 216 Lhited Sates 147.237.77. 216 dover.idf.il |TCP Scan (vertical) drop 173
64. 194, 160. 103 Lhited Sates 147.237.77. 216 dover.idf.il |Invalid TP Hags drop 1
178. 74. 50. 96 Nor way 147.237.77. 216 dover.idf.il |Invalid TGP Hags drop 1
84. 215. 228. 16 Nor way 147.237.77. 216 dover.idf.il |Invalid TGP Hags drop 1
81.170.178. 8 Sweden 147.237.77. 216 dover.idf.il |Invalid TGP Hags drop 1
47.60. 177. 100 Spai n 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 1
112.175.63. 34 Korea, Republic of 147.237.77. 216 dover.idf.il |Invalid TP Hags drop 1
24.148. 125. 62 Lhited Sates 147.237.77. 216 dover.idf.il |Invalid TP Hags drop 1
96. 30. 239. 117 Lhited Sates 147.237.77. 216 dover.idf.il |Invalid TGP Hags drop 1
74.214.185. 101 Lhited Sates 147.237.77. 216 dover.idf.il |Invalid TGP Hags drop 1
213. 80. 99. 64 Sweden 147.237.77. 216 dover.idf.il |Invalid TGP Hags drop 1
69. 31. 212. 92 Canada 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 1
200. 73. 21. 44 Gile 147.237.77. 216 dover.idf.il |Invalid TP Hags drop 1
23.91.233.43 Canada 147.237.77. 216 dover.idf.il |Invalid TP Hags drop 1
94. 135. 195. 54 Ger nany 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 1
89. 160. 75. 84 Sweden 147.237.77.216 dover.idf.il |Invalid TGP Hags drop 1
66. 186. 64. 14 Canada 147.237.77. 216 dover.idf.il |Invalid TGP Hags drop 1
193. 90. 166. 33 Nor way 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 1
63. 248. 144. 86 Lhited Sates 147.237.77. 216 dover.idf.il |Invalid TP Hags drop 1
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 1
84. 20. 64. 54 A bani a 147.237.77. 216 dover.idf.il |Invalid TGP Hags drop 1
77.239. 140. 98 Italy 147.237.77. 216 dover.idf.il |Invalid TGP Hags drop 1
216.189.212. 73 Lhited Sates 147.237.77. 216 dover.idf.il |Invalid TGP Hags drop 1
46. 33. 56. 7 Lkr ai ne 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 1
105. 235. 106. 64 MQte Dlvoire 147.237.77. 216 dover.idf.il |Invalid TP Hags drop 1
24. 105. 239. 125 Lhited Sates 147.237.77. 216 dover.idf.il |Invalid TP Hags drop 1
94. 255. 229. 108 Sweden 147.237.77. 216 dover.idf.il |Invalid TGP Hags drop 1
72.19.138. 85 Lhited Sates 147.237.77. 216 dover.idf.il |Invalid TGP Hags drop 1
208. 186. 49. 46 Lhited Sates 147.237.77. 216 dover.idf.il |Invalid TGP Hags drop 1
196. 47. 131. 21 te DIvoire 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 1
92. 245. 144, 17 France 147.237.77. 216 dover.idf.il |Invalid TP Hags drop 1
67. 80. 64. 100 Lhited Sates 147.237.77.216 dover.idf.il |Invalid TGP H ags drop 1
65. 19.47. 119 Lhited Sates 147.237.77. 216 dover.idf.il |Invalid TGP Hags drop 1
183. 78. 186. 117 Indi a 147.237.77. 216 dover.idf.il |Invalid TGP Hags drop 1
85. 24. 237. 40 Sweden 147.237.77. 216 dover.idf.il |Invalid TGP Hags drop 1
81.191. 20. 67 Nor way 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 1
50. 67. 28. 90 Canada 147.237.77. 216 dover.idf.il |Invalid TP Hags drop 1
121. 210. 251. 124 Australia 147.237.77. 216 dover.idf.il |Invalid TP Hags drop 1
31.45.110. 11 Nor way 147.237.77. 216 dover.idf.il |Invalid TGP Hags drop 1
99. 226. 108. 126 Canada 147.237.77. 216 dover.idf.il |Invalid TGP Hags drop 1
75.172. 157. 83 Lhited Sates 147.237.77. 216 dover.idf.il |Invalid TGP Hags drop 1
216. 26. 100. 62 Lhited Sates 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 1
69. 67. 10. 71 Canada 147.237.77. 216 dover.idf.il |Invalid TP Hags drop 1
201.77.116. 119 Bazil 147.237.77. 216 dover.idf.il |Invalid TP Hags drop 1
24.52.217. 68 Canada 147.237.77. 216 dover.idf.il |Invalid TGP Hags drop 1
94. 135. 200. 67 Ger nany 147.237.77. 216 dover.idf.il |Invalid TGP Hags drop 1
89. 176. 144. 13 Czech Republic 147.237.77. 216 dover.idf.il |Invalid TGP Hags drop 1
66. 186. 89. 42 Canada 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Address |Site |Sgnature Devi ce Action |Oount |
188.165. 15. 132 |France 147.237.77.176 |nat pash.idf.il C228: HITP.  AhrefBot crawier B ock 4
36. 80. 10. 28 I ndonesi a 147.237.77.216 |dover.idf.il Cl000108: HTTP. Trying to |l ocate existing FQeditor Bl ock 3
188. 165. 15. 176  [France 147.237.76.86  [navy.idf.il ©@28: HITP:  AnrefBot craw er B ock 2
188. 165. 15. 202  |France 147. 237. 76. 30 hi nush.idf.il 228: HITP. AhrefBot craw er Bl ock 2
151. 80. 31. 147 Italy 147.237.0. 34 tikshuv.idf.il 28: HITP.  AhrefBot craw er Bl ock 1
188. 165. 15. 202  |France 147.237.76. 42 refuah.idf.il (228: HITP. AhrefBot craw er B ock 1
188. 165. 15. 36 France 147.237.77.170 |maarachot.idf.il |28 HITP  AnrefBot craw er B ock 1
188. 165. 15. 202  |France 147.237.77.233 |atal .idf.il 28: HITP.  AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
37.77.49.30 147.237.77.216|Iraq dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 3
170.106.62. 31 |147.237.77.216|Wited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
150. 126. 62. 116 |147.237.77. 216 |Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
143. 49.36.107 |147.237.77.216|Wited Sates dover.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
921 0.228.102  |147. 237 0.33  |ni na il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
130. 201. 120. 57 |147.237.77.216|Wited Sates dover.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
207.183.202. 87 |147.237.77.216|Wited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
128. 168. 196. 119|147, 237. 77. 216 |Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
206.203. 125. 62 |147.237.77.216|Wited Sates dover.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
119, 181, 76. 183 |147. 237 0.35 |cni na akave. i df il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
204.93. 154. 216 |147.237.77.216|Wited Sates dover.idf.il portscan: TCP O stri buted Portscan 1
94.102. 48.195 |147.237.77.19 |Netherl ands lawforumidf.il |ET SCAN NVAP -sS wi ndow 1024 1
193.104.41.54 [147.237.8.27 &m\ﬁ o e nadimatal .idf.i|ET SCAN Potential SSH Scan 1
63.141.52. 75 147.237.77. 216 |lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
170.120. 187. 78 |147.237.77.216|lnited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
37.77.49.30 147.237.77. 216 |Iragq dover.idf.il portscan: TCQP Distributed Portscan 1
167.97.194.21 |147.237.77.216|Wited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
31.6.71. 154 147.237.8.45  |Pol and eetanidf.il ET SCAN NVAP -sS w ndow 1024 1
147.69.23.188 |147.237.77.216|Austraia dover.idf.il portscan: TCP O stributed Portscan 1
140. 170. 53. 120 |147.237.77.216|Wited Sates dover.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
213. 14, 168, 236 |147.237.8.28 |Turkey o nobi | e ks i df | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
128. 199. 184. 112|147. 237. 77. 216 |9 ngapor e dover.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
206.227. 95. 104 |147.237.77.216|Wited Sates dover.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
128.168.173. 85 |147.237.77.216|Wited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
205.175. 168. 19 |147.237.77. 216 |Whited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
95.217.91. 124  [147.237.77. 216 |krai ne dover.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
94.102. 48.195 |147.237.8.28 |Netherl ands e.mobi | e-ks.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
185. 106. 94. 2 147. 237.77. 178 e.matpash.idf.il |ET SCAN Potential SSH Scan 1
61.240. 144. 67 |147.237.72.14 |China dover.idf.il(od) |ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

A tacker

Attacker Address Country ‘Target Address |Ste Signature Acti on ‘Count
112.198.98.13  |Philippines 147.237.77. 216 |dover.idf.il drop Frst packet isn't SWN drop 988
112.198.90.78  |Pnilippines 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 216
147.69.23.188 |Awstralia 147.237.77. 216 |dover.idf il [Bad TCP sequence md:)’fltvrsa::]”lt wth dfferent monitor  |120
121.54. 44.150  |Phili ppines 147.237.77. 216 |dover.idf .i Bl ock HTTP Non Gonpl i ant Response out of state noni t or 79
66.249.78.150 |Uited Sates |147.237.77. 216 |dover.iar. i1 | S NG Engine: TP Invalid nvalid segnent retransmssi on. drop 72
Ret r ansni ssi on Packet dropped.
188. 165. 15. 130 |Rance 147.237.77.74 |lawidf.il drop SAMrul e drop 21
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 16
188. 165. 15. 233 |Rance 147.237.72. 166 |aka.idf.il dr op SAMrule drop 16
66.249.67.53  |United Sares |147.237. 77. 216 |dover icr i1 || SN NG Engine: TP Invalid  linvalid segnent retransnission drop 14
Ret ransni ssi on Packet dr opped.
5.29.191. 160 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 11
79.141.162.7 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 10
5.29.191. 160 | srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber aert 7
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop drop 7
5.29.175. 165 | srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence Inval id ACK nunber aert 6
46. 19. 85. 154 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6
147.69.23.188 |Awstralia 147.237.77. 216 |dover.idf il [Bad TOP sequence mdr;tvrsagnlt wth dfferent aert 6
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
5.29.175. 165 I srael 147.237.72. 156 |anan. i of . i | Bad TCP sequence I'nval i d ACK nunber noni t or 5
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
54.244.22. 103 Lhited Sates |147.237.77.216 |dover.idf.il dr op SAMrul e drop 4
109. 186. 173. 237|l srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 4
121.54.44.168  |Philippines 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
147. 69. 23. 188 Australia 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
157.55.39.26  |Wnited Sates |147.237.72. 166 |aka idf.il Streamng Engi ne: TCP Invalid  invalid segnent retransmissi on drop 4
Ret ransm ssi on Packet dr opped.
157.55.30.150 |Uited Sates [147.237.77. 216 |dover icr.i1 |2 SAM NG Engine: TQP Invalid nvalid segnent retransmssi on. drop 4
Ret r ansn ssi on Packet dr opped.
46. 19. 85. 154 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber aert 3
54. 244, 22. 103 Lhited Sates |147.237.77.176|matpash.idf.il |dr op SAMrule drop 3
72.9.148. 10 Lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 3
75.126.221.55 |lhited Sates |[147.237.77.216|dover.idf.il drop First packet isn't SN drop 3
147.69.23.188 |Australia 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 3
157.55.39.25  |Wited Sates |147.237.72. 166 |aka i f . il Streaning Engine: TCP Invalid  invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.
176. 228. 217. 22 |Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence mﬁsg] rea”smt wehdifferent | onitor |3
5.29.191. 160 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 2
5.102. 227. 214  |[Israel 147.237.77. 170 |naarachot . i df .i1[Bad TCP sequence Invalid AGK nunber noni t or 2
5.102.227.214 |lsrael 147.237.77. 170 |maarachot . i of .il|Bad TCP sequence Invalid sequence nunber noni t or 2
27.109. 83. 50 Phi 1§ ppi nes 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
46.71.71. 89 Arneni a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
46.121.84. 74 | srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber alert 2
46.121.84.74 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 2
46.194. 164.85 |Sweden 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
54.224.21.23 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 2
62.210.132.11 |France 147.237.77.61 |e.cogat.idf.il |Geo-| ocati on enf orcenent Geo-1 ocati on inbound enf orcenent  |drop 2
62.210. 209. 237 |France 147.237.77.61 |e.cogat.idf.il |Geo-1ocation enfor cenent Geo-| ocat i on inbound enf or cenent  |drop 2
67.49. 212. 36 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 2
70.82.163. 75 Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
74.59.205.111 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
76.95.130. 21 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 2
88. 83. 151. 68 Sweden 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
121.246. 35. 113 |India 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
79.141.162.7 Irel and 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 317
121.54. 44,150  |Phili ppines 147.237.77. 216 |dover . i df . i | Ml ti pl e Unknown HTTP Request Method from 121.54. 44. 150 B ock 73
213. 251. 182. 103|France 147.237.77. 176 |nat pash. i df . i | m“ég';arl'_ziz(fj_m‘sfgf;s;;g"e/ (i1 s/ O si 2622080/ 3410, | b, Sr¢ Bl ock 3
84.111.232. 153 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
121.54. 44. 150  |Phili ppines 147.237.77. 216 |dover.idf .i | D stributed Suspici ous Response Code B ock 2
157. 55. 39. 26 Lhited Sates [147.237.72.166|aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
74.208.105.30 |Wited Sates [147.237.77.74 |lawidf.il eMii | Hoardi ng B ock 1
157.55.39. 242 |[lhited Sates |147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to vww navy. i df . i |/ navy/ navy/ B ock 1
66.249.78.159 I srael 147. 237.77. 216 |dover . i df . i | b striputed thadt Zi:;rlz\e/:jevﬁ_ngpcacse;s on Bl ock 1
157.55.39. 150 |lhited Sates |147.237.77.216|dover.idf.il D stributed Suspicious Response Code B ock
74.208.105.30 |thited Sates |[147.237.77.176 |nat pash. i df . il Enail collector robots 14 Bl ock

178. 255.215. 87 |France 147. 237.77. 216 |dover . i df . i | cha hor izlejj1L1§_9-Aﬁ27iiktkokkk=1995de47kkkkkkk_1995de47 Bl ock 1
68.180.228.112 [Lnited Sates |[147.237.77.216|dover.idf.il Paranet er Type Miol ati on PageNumin vww i df . il/1381- he/ dover. aspx [B ock 1
157.55.39. 155 [lhited Sates |147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to waw navy. i df . il/navy/ navy/ defaul t.aspx [B ock 1
74.208.105.30 |Uhited States [147.237.77.176 |nat pash. i df . il eMii | Hoar di ng B ock 1
186. 26. 115. 67 |Qosta Rca 147.237.72. 166 [aka. i df . i | Mil tiple Untraceabl e SSL Sessions from 186. 26. 115. 67 (CQpen Mde) [None 1
68.180.230.29 [United Sates |147.237.77.176 |mat pash. i df . | ;Trwa'gf);': pe Mo aon /F;dg’;athrg;;X Bl ock 1
157.55.39.172 |Wited Sates |147.237.77.176 |nat pash. i df . i | m“é:g‘;iff;fjl?ﬁr:‘:crcuﬁisn}gmmomaq/ g/ def eud . a5 Bl ock 1
77.237.138.51 |Czech Republic [147.237.77.235|sviva.idf . il Uhaut hori zed URL Access to / B ock 1
66.249.67.53  |Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to ww i df . il/894-he Bl ock 1
147.69.23.188 |Australia 147.237.77.216|dover.idf . il Unaut hori zed URL Access to 147.237.77. 216/ si t emap. xm B ock 1
74.208.105.30 |wited Sates [147.237.77.74 |lawidf.il Enail collector robots 14 B ock 1
157.55.39.242 [wnited Sates |147.237.76.86 |navy.idf.il Mil ti pl e Unaut horized URL Access from 157. 55. 39. 242 B ock 1
66.249.67.138 [Israel 147.237.72. 156 [anan. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/ B ock 1
216.218. 206.66 |[Lited Sates |[147.237.76.39 Im)b| le.nei tav.idf.i Unaut hori zed URL Access to 147.237. 76. 39/ B ock 1
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