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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
126. 152. 164. 218 Japan 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 5990
173. 232. 44. 97 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5808
187.91. 144, 87 Brazil 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5732
222.137.129. 41 Chi na 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2999
223.11.70.127 Chi na 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2885
2.228.23.5 Italy 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 2668
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 990
183. 160. 248. 60 Chi na 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 412
201.52.72.117 Brazil 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 185
204.93. 154. 216 Lhited Sates 147.237.77.216 dover.idf.il TP Scan (vertical) drop 174
66. 249. 67. 27 Lhited Sates 147.237.77.170 naar achot . i df . i1 | TGP handshake viol ation, first packet not syn |drop 146
39.117. 211. 62 Korea, Republic of 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 98
198. 189. 230. 3 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 38
219. 204. 55. 105 Japan 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 37
211. 206. 245. 96 Korea, Republic of 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 33
68.11. 219. 85 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 33
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 21
46. 19. 85. 248 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 12
79.179. 138. 108 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 6
84.95. 146. 31 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 6
79.182.204. 166 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 6
71.206. 44. 84 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 4
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- M SG- Sl owl ori s- DC5- Var 1 dest - r eset 4
98.170.241.5 Lhited Sates 147.237.77.216 dover.idf.il Inval i d TP H ags drop 3
192. 168. 0. 105 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 3
79.176. 138. 22 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 3
77.240.74.79 Sweden 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 3
31.168. 218. 41 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al Nets drop 3
108. 59. 69. 121 Canada 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 2
91.228.127.198 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
72.23.175. 37 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 2
83.233. 213. 17 Sweden 147.237.77. 216 dover.idf.il Invalid TGP H ags dr op 2
31.208. 2. 106 Sweden 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
83.233.151. 4 Sweden 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
178. 248. 26. 92 Sweden 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1

69. 6. 166. 118 Lhited Sates 147.237.77.216 dover.idf.il Inval i d TP H ags drop 1
216. 237. 69. 15 Lhited Sates 147.237.77.216 dover.idf.il Inval i d TP H ags drop 1

66. 160. 209. 80 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags dr op 1
95.127.176. 54 Sai n 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
209. 40. 160. 60 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
24.97.75. 102 Lhited Sates 147.237.77.216 dover.idf.il Inval i d TP H ags drop 1

78. 33. 218. 62 United Ki ngdom 147.237.77. 216 dover.idf.il Inval id TGP H ags drop 1
162. 255. 124. 50 Lhited Sates 147.237.77.216 dover.idf.il Inval i d TP H ags drop 1

63. 248. 157. 91 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags dr op 1

94. 135. 203. 22 CGer many 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
201.176. 157. 91 Argentina 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
2.54.2.162 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1

75. 56. 57. 31 Lhited Sates 147.237.77. 216 dover.idf.il Inval id TGP H ags drop 1
199. 27. 232. 36 Lhited Sates 147.237.77.216 dover.idf.il Inval i d TP H ags drop 1
72.42.94.90 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature

77.125.145.42  |Israel 147.237.77.226 |waw chanat z. aka. i df . i | [Cl1000004: HTTP. options method (M crosoft) B ock 6
188. 165. 15. 233 |France 147.237.72.166 |aka.idf.il 28: HITP.  AhrefBot craw er B ock 5
173.0.139.152 |lhited Sates 147.237.77.233 |atal .idf.il 3808: HITP. SQ Injection \ariable Declaration Bvasion  [B ock 4
188. 165. 15. 132 |France 147.237.77. 176 |nmat pash.idf.i | C228: HITP.  ArefBot craw er B ock 2
52.1.90. 117 Lhited Sates 147.237.72.166 |aka.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address
173. 0. 139. 152

|Tar get Address
147.237.77. 233

Attacker Qountry

|Signature

Lhited Sates atal.idf.il SQ Injection - Select From 10
41.33.231. 90 147.237.77. 216 Egypt dover.idf.il |Tehila - Perl LWP with fake user agent 3
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il |Tehila - Perl LW with fake user agent 2
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Addr ess ‘S‘te ‘Signature
79. 181. 218. 96 | srael 147.237.72.166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 338
2.54.63. 127 I srael 147. 237, 76. 200 |ei tan aka i of || S2M NG ENgine: TGP Invalid - linvalid segnent retransnissi on drop 333
Ret ransm ssi on Packet dr opped.
85. 250. 245. 217 |israel 147.237.76.42 |refuah.idf.il |Bad TCP sequence mdﬁvrsa:;r? wth different monitor 295
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 164
37.146.74. 44 :32::1”' on 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 154
181.171. 218. 173|Argenti na 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 135
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 93
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 93
91.228.167.109 [ ovakia 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 81
66.249.64.233 |United Sates 147,237 7. 216 |dover icr. i1 | @M NG Engine: TP Invalid — finvalid segnent retransnissi on drop 81
Ret r ansn ssi on Packet dr opped.
108. 2. 147. 31 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 68
92.90.17. 23 France 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 65
54.224.21.23 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 63
91.228.167.130 [Sovakia 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 62
46.19.85.171 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 61
70.199.75.108 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 58
109. 200. 30. 154 |Uni ted Ki ngdom|147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 54
207.179. 136. 203|Canada 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 54
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 52
79.178. 155. 81 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 49
192. 3. 24. 227 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 47
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 47
41.218.171. 201 |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 45
37.26.146.210 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 42
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 42
141.0.11.173 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 42
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 42
158.130.0.242 |lWhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 40
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 40
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 39
62.57.245.247 |Spain 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 39
209. 239.121.82 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 39
5.29.175. 165 I srael 147.237.72. 156 |anan. i of . i | Bad TCP sequence Invalid ACK nunber alert 38
91.58.224.191  |Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 37
132.3.29.81 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 37
132.3.20.70  |Uited Sares  |147. 237. 7. 216 |dover icr.i1 | S@M NG Bngine: TCP Invalid - Jinvlid segnent retransnission drop 36
Ret ransm ssi on Packet dr opped.
132. 3. 29. 80 Uited Sates  |147. 237. 7. 216 |dover. i i1 [o.! SM NG Engine: TCP Invalid — finvalid segnent retransnissi on. drop 36
Ret r ansm ssi on Packet dr opped.
108.59.253.71 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 36
5.29.175. 165 I srael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 35
148. 240. 174. 247 |Mexi co 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 35
157.55.39.166 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 34
40. 77. 167. 56 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 34
37.26.148. 161 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 34
2.219.217.53 Uni ted Kingdom|147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 34
185. 58. 201. 28 |Lebanon 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 33
37.26.149. 128 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 32
66.249.64.233 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 31
132.3.29.81 Uited Sates  |147. 237. 7. 216 |dover. ir i1 [o.! S NG Engine: TCP Invalid finvalid segnent retransissi on. drop 30
Ret r ansm ssi on Packet dr opped.
104. 240. 225. 86 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 30
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 30
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|Top Attackers In V\AF|

Devi ce

At acker

Count ry Target Address |Site Sgnature Action ‘Count

2.54.26.64 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unknown HTTP Request Method from 2. 54. 26. 64 Bl ock 29
176.13.23. 118 |[lsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 21
2.54.11.172 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 20
87. 68. 20. 25 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Gode Bl ock 6
2.54.63.127  |Israel 147. 237.76. 200 |ei tan. aka. i df . i | ?(;4’.\%2 1°2f7the Sane Response (ode (404) in Session from Bock |5
66. 249. 64. 233 |l srael 147.237.77.216|dover . i df . il Distributed Suspicious Response Code B ock 4
77.125.145. 47 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
176. 12. 148. 136 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
79.181.107. 37 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for ww aka. i df .il/mai n/ gi yus/ B ock 3
185. 32. 179. 209 |I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
84.229. 29. 167 |l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/ufi/reaction/ B ock 2
46.121.107. 41 |Israel 147.237.0.19 |nadimatal .idf.il umﬁu:nh:tr;jz'?ifﬁ/ gﬁ;ejds};jc;x/ pdat enalat Gaunti 1y, asp Bock |2
46.19.85.5 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
157.55.39. 243 |Wited Sates|147. 237. 72. 166 [aka. i df . | i%;:?ggffxﬁégf/;efivti;;a' ot 11/ edi i Tund/ > xYAARS XY Bock |1
79.176.34.193 |Israel 147.237.72. 156 |anan. i df . i | Unaut hori zed HTTP Met hod B ock 1
87.69.146.28 |Israel 147.237.72.166 |aka. i df . i | m”;?:ri' dzf?l ;‘:‘w ?;e;js/tu% dat euser detai | 5. aspx Bock |1
68.180. 230. 29 |United Sates|147. 237. 77. 176 |nat pash. i df . i | ma:ﬁ;‘; pe M /Oégéé_oﬂefsgg:@aisgx Hock |1
66.249.69.81 |[Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1451-he/ at al . aspx B ock 1
222.84.5.155  |China 147.237.76.31 nakchal . i df.il muaggélz'eiddftﬁ /f/c\p(-:izf\tteﬁt/ pl ugi ns/ | ogi n-wal | -ysqow | ogi n_wal | . php Bl ock !
84.108. 234. 99 |lIsrael 147.237.72. 166 |aka. i df . i | MBSQ [mta Retrieval with Inplicit  Qonversion Erors None 1

Unknown HTTP Request Met hod

WR2YRCYR2Y22YRCL4473543649RCY¥22ht t psYBAYR F¥2Fwww. googl e. co.
46.19.85.201 |[Israel 147.237.77. 216 |dover . i df .i | i1 9RFIR296D, in UR B ock 1

_pk_i d. 20. 8af c=d17f 4406def 2ael2. 1447354364. 1. 1447354364. 144735

4364.
79. 183. 185. 231 |I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
77.237.138. 202 Czech‘ 147.237.77. 226 WVWV chamat z. aka. i Unhaut hori zed URL Access to / B ock 1

Republ i ¢ af.il

31.154.94.6 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
109.65.130.9 [l srael 147.237.72.166 |aka. i df . i | %&mﬂfﬁfiﬁg - Protocol violation None |1
85. 250. 245. 217 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ reset . css Bl ock
66. 249. 78. 153 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock
2.54.11.58 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
82.80. 143. 233 |Israel 147.237. 72. 166 |aka. i df . i | V%;J;L:‘:‘;‘_’iw;‘t”:;‘g; Zed MR Focess on Bock |1
209. 88. 157. 118 |I srael 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/bul | et 1. gi f |B ock 1
46.19.85.107 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock
157.55. 39. 244 |lhited Sates|147.237.72.166|aka. i df .i | Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock
79.178.105.76 | srael 147.237.72.166 |aka. i df . i | m;&;‘ﬁf’i Wﬁt“:ggr;ﬁaﬂi ?ﬁﬁsls on Bock |1
5.22.131.177 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
80.138.1.120 | srael 147.237.77. 216 |dover. i df . i | Farame et Jyl%z;‘eor"/a;;\‘/’; ?;Isggfw)nt ent P acelbl der 19t xt Last Nar i n Bock |1
69.41.14.130 |lnited Sates|147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ 1. he/ 960. css B ock 1
66.249.69.85 |lsrael 147.237.77. 176 |nat pash. i df . i | Ml tipl e Unaut horized URL Access from 66. 249. 69. 85 B ock 1
84. 111. 224. 245 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
80.179.96.90 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
46.19.86.179 |lsrael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
176. 12. 149. 223 || srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
78.133. 219. 163 |Fol and 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
37.26.146.177 |israel 147.237.72. 166 |aka. i df . i | Iolulrigez]/ i?;;eﬁdsngggzazgg;kﬁ f/ nai v/ kapat 2/ res Bock |1
109. 65. 188. 83 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs oS Attack None 1
66.249.78.234 |[lIsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ general . aspx  |Bl ock 1
82.166.22.10 |[Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66. 249. 64. 233 [l srael 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to wwidf.il/international _training/ catal og.asp |B ock 1

Unaut hori zed URL Access to
212.76.96.132 |[lIsrael 147.237.77.216|dover.i df . il www i df . i 1/1133-20207- he/ dover . aspx&a=u&ved=0cakgqf j aaahukewj svu |B ock 1

ncwovj ahvewbgkhwf gads&usg=af gj cnht r yxgi 09ui ef yzaoy9k0bdj boyq
46.19.85.201 |lsrael 147.237.77.216|dover.idf . il Abnormal |y Long Request net hod B ock 1
173. 252. 90. 245 |United Sates|147. 237. 72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
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