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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature Device Action |Count]|
131. 165. 87. 96 Denmar k 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2749
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1327
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 1240
204. 93. 154. 216 Lhited Sates 147.237.77. 216 dover.idf.il TP Scan (vertical) dr op 171
111. 250. 236. 33 Tai wan 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 100
2.52.48. 167 | srael 147.237.77. 243 nobi | e.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 61
218. 150. 192. 93 Korea, Republic of 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 56
110. 245. 90. 118 Chi na 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 47
92. 43. 67. 48 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 40
219.129. 187. 16 Chi na 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 32
176. 12. 140. 38 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 18
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 15
94. 244. 86. 127 Li t huani a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 14
37.142.117. 192 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 13
97. 68. 255. 100 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 10
176.13.6. 31 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 8
100. 100. 62. 128 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 7
80. 74. 108. 2 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 5
183. 149. 28. 10 Chi na 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
81.218. 80. 110 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 4
62. 219. 254. 22 | srael 147.237.72. 167 ishurimaka.idf.il|B ock Wdp All Nets drop 3
79.181. 223. 142 | srael 147.237.77.216 dover.idf.il SYN H ood unveri fied cookie drop 3
212.25.121.195 | srael 147.237.77.216 dover.idf.il Bl ock_Udp Al _Nets drop 3
74.196.113. 75 Lhited Sates 147.237.77.216 dover.idf.il Inval i d TP H ags dr op 3

2. 143. 56. 32 Spai n 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 2
212.76.109. 229 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 2
24.152.254. 116 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 2
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack drop 2
83. 233. 120. 91 Sweden 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
196. 47. 176. 35 Mte Dlvoire 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
69. 170. 220. 41 Lhited Sates 147.237.77.216 dover.idf.il Inval i d TP H ags dr op 1
107. 152. 82. 27 Canada 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
46. 9. 202. 22 Nor way 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
98. 167. 196. 47 Lhited Sates 147.237.77. 216 dover.idf.il Inval i d TP H ags dr op 1
24. 206. 22. 62 Bahanmas 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
82. 209. 160. 45 Sweden 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
181. 166. 185. 29 Argentina 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
68. 6. 99. 30 Lhited Sates 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
65. 75. 80. 106 Bahamas 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
216. 45. 122. 63 Canada 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
77.239.152. 19 Italy 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
174.138. 210. 59 Canada 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
72.140. 108. 30 Canada 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
135. 23. 251. 80 Canada 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
63. 248. 99. 87 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
89. 233. 196. 93 Sweden 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
209.83.33.7 Lhited Sates 147.237.77.216 dover.idf.il Inval i d TGP H ags drop 1
50. 78. 38. 40 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
85. 24. 163. 123 Sweden 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
198.217. 118. 70 Canada 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry get Address ‘Site |Sgnalure Devi ce Action |Oount
188. 165. 15. 233 France 147.237.72.166  |aka.idf.il @28 HITP.  AnrefBot craw er Bl ock 8
198. 190. 245. 10 Lhited Sates 147. 237.76. 42 refuah.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 6
188. 165. 15. 132 France 147.237.77.176  [natpash.idf.il |28 HITP.  AwrefBot craw er Bl ock 3
79.176. 228. 140 I srael 147.237.76. 31 nakchal .idf.il |CL000004: HITP. options nethod (M crosoft) B ock 2
151. 80. 31. 136 Italy 147. 237.76. 42 refuah.idf.il 28: HITP.  AnhrefBot craw er B ock 1
188. 165. 15. 202 France 147. 237. 76. 30 hi nush.idf.il @28: HITP.  AvrefBot craw er Bl ock 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘Site ‘Signature

40.78.101. 146 |lLhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 204
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 153
91. 228.167. 130 |Yovakia 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 143
85.128.142.11 |Pol and 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 128
202.3.255.0 French Pol ynesi a 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 113
202. 3.255.12 French Pol ynesi a 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 111
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 92
5.255.253. 157  |Russi an Federation 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 92
108.59.253.71 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 84
37.140.141. 2 Russi an Federation 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 76
202. 3.255. 8 French Pol ynesi a 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 73
46. 253. 81. 86 ga:lcisgii:;a” Territory, 1147 237, 7. 216 |dover. i df.i1 |drop First packet isn't SN drop 68
66.249. 64.233 |Uited Sates 147. 237 77. 216 |dover. i .11 | €M NG Engine: TP Invalid invalid segnent retramsmission | 64

Ret r ansm ssi on Packet dr opped.
192. 115. 177. 202|l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 63
49. 15. 219. 229 India 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 63
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 60
197.32.189.88 |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 60
68.180.228. 112 |lWhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 56
85.65.127.212 |[Israel 147.237.72.166|aka.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 56
41. 223. 160. 150 |Sudan 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 53
85. 65. 127. 212 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Inval id ACK nunber alert 51
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 45
54.224.21.23 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 42
37. 26. 146. 228 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 42
202.3.255.11 French Pol ynesi a 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 38
202. 3. 255. 15 French Pol ynesi a 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 37
31.154.94.10  [israel 147.237.77. 216 |dover.idf il |Bad TOP sequence mdroif,r:éz"r Wth different monitor |37
208.69.40.101 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 37
202.3.255.7 French Pol ynesi a 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 37
5.29.97.223  [Israel 147.237.77. 234 |nal ag.if .11 [Bad TCP sequence md:fltvrsin;"r Wth different monitor  [37
109. 200. 30. 154 |United Ki ngdom 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 36
77.125.113.139 I srael 147,237, 72. 166 |aka i1 |2 cam N Engine: TGP Ivalid - ivalid segnent retransmssion |y o 36
Ret r ansm ssi on Packet dr opped.

79.183.230.68 | srael 147.237.76.31 |nakehal .idf.i|Bad TCP sequence mdg?vrsaé;"gt wth different monitor |36
188. 247. 72. 217 |Jordan 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 34
100. 100. 119. 107 147.237.72. 166 |aka.i df . il drop First packet isn't SN drop 33
85. 130. 133. 17 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Inval id ACK nunber noni t or 31
213.57.129. 222 |israel 147.237.72. 166 |aka idf.il  |Bad TOP sequence mﬁsg reansmt wthdifferent | onitor  [30
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 29
84.108. 126.157 |israel 147.237.77. 234 |nal ag.i f .11 |Bad TCP sequence mdﬁr;n;"y with different monitor |29
52.16.5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 28
188. 165. 15. 130 |FRrance 147.237.77.74 |lawidf.il drop SAMrul e drop 27
100. 100. 109. 37 147.237.72. 166 |aka. i df il drop First packet isn't SN drop 27
5.29.175. 165 I srael 147.237.72. 156 |anan.icf.il |Bad TCP sequence Invalid ACK nunber alert 26
176. 12. 151. 241 |(Israel 147.237.72. 156 [aman.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 26
5.29. 175. 165 | srael 147.237.72. 156 |anan.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 26
66.249. 64.238 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 25
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 24
100. 100. 62. 128 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 24
197.199. 171. 26 |Egypt 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 24
66.249. 64. 243 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 24
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|Top Attackers In V\AF|

A tacker

Devi ce

ountry Target Address |Site Sgnature Action ‘Count
89.138.69.93 |[Israel 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 128
46.19.86.141 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 106
46.19.86.141 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) Bl ock 87
85. 64. 124. 246 |l srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock 59
89.138.69.93 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 57
176.13. 9. 66 I srael 147.237.76.200|ei tan. aka. i df . il |Dstributed Too Miny of the Sane Response Code (404) Bl ock 51
79.176.34.193 |l srael 147.237.72. 156 |arman. i df . i | Unaut hori zed HTTP Met hod B ock 14
89.138.69.93 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) B ock 14
2.54.23.6 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 5
80. 246. 136. 254 |l srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock 3
46.118. 155. 216 |krai ne 147.237.77. 216 |dover.idf . il Mil tipl e Unhauthorized URL Access from 46. 118. 155. 216 B ock 3
2.54.11.172 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
94. 159. 203. 188 [l srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock 3
2.54.178.79 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.52.48. 167 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
149. 88. 53. 248 |l srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock 3
54.244.22.103 |wnited Sates [147.237. 76. 147 |chi nuch. aka. i df . i|Distribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
85. 65. 200. 220 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
109. 67.48.31 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
79.176.34.193 |[lsrael 147.237.72. 156 |anman. i df . i | Unhaut hori zed URL Access to v anan. i df.il/sip_storagelfiles/ 4 B ock 2
2.54.161.15 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
212.227. 119. 27 |Ger nany 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for v aka. i df.il/gi yus/ mai n/ def aul t en. asp B ock 2
46.19.86.141 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) B ock 2
192. 99. 39. 235 |Canada 147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in wutikshuv.idf.il/sitel general . aspx Bl ock 2
79.177.189. 77 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/m B ock 2
212.227.119. 27 |Ger many 147.237.77. 216 |dover.i df . il DO stributed Suspici ous Response Code B ock 2
176.13.19. 217 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
176.13. 23. 187 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Unaut hori zed LRL Access on nobil e.idf.il/nekudot/i ndex B ock 2
2.54.130. 10 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
5.28.172.39  |Israel 147.237. 72. 166 |aka. i df . i | m;:‘i‘tdi‘_jiﬁ‘ﬁftt;g; Zed WL fosss on Bock |1
109. 66. 149. 177 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/https:/www aka. idf.il/ B ock 1
46.116.37.245 |lsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
93.173.52. 140 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx Bl ock 1
2.52.51.110 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
79.182.13.16 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
185. 32.179. 49 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
157.55.39. 224 |lhited Sates |147.237.77. 176 |nat pash. i df . i | Lhaut hori zed URL Access to ww cogat.idf.il/civiladmnistration/headayush |B ock 1
37.26.148. 144 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249.78.97 |Israel 147.237. 72. 166 |aka. i df . i | ol raut hor ;e;usqéexlesfa‘;zx Bock |1
117.78.13.57 |China 147.237.0.34 |tikshuv.idf.il Unhaut hori zed URL Access to tikshuv.idf.il/894-he B ock 1
31.154.94.10 |israel 147.237.77. 234|hal ag. i df . i | i;t ;'35“23‘1Zg;‘;":’;:g:;i‘ia%/ﬁffi 1‘_’% . Bl ock 1
84.110. 33.136 |[lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessions: Lhknown SSL Sessi on None 1
2.54.149. 76 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
79. 183. 185. 206 |l srael 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to waw anan. i df . i|/nodiin/defaul t.aspxal i B ock 1
Uhaut hori zed URL Access to
207.46.13.149 |lhited States [147.237.77. 170 |n@arachot . i df . i | |maarachot.idf.il/pdf/files/ 5/ 109335. pdf x3 A x* xYA s A2-x3 xY B ock 1
Ag Alx3 xY Ag AVx3 Al x3 xY Ay Alx3 xY As Als

46.120.99.199 |[lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
95.86.93.210 |Israel 147.237.72. 166 |aka. i df . i | g‘;'_gg':aﬁz"l'ow dth/Fel fw dth Uhi code Encoding on LR Paraneter (+) from g 1
79.180. 169. 46 |l srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
176.13.8.183 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
37.26.146.176 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
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