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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
66. 249. 69. 76 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 6435
183.52. 49. 111 Chi na 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3388
83. 56. 162. 60 Spai n 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 2913
217.64.112. 41 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 2639
123. 201. 200. 126 Indi a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 2617
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 523
204. 93. 154. 216 Lhited Sates 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 362
182.221.30.71 Korea, Republic of 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 197
112.236.6.5 Chi na 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 115
184. 252. 68. 99 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 44
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 23
132.70. 66. 14 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 22
37.26. 148. 159 | srael 147.237.77.176 nat pash. i df . il | TGP handshake viol ation, first packet not syn drop 15
2.52.185. 64 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 13
126. 77. 134. 41 Japan 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 11
79. 180. 167. 225 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al Nets drop 6
125.11. 184. 85 Japan 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 5
162. 255. 34. 123 Lhited Sates 147.237.77.216 dover.idf.il Inval i d TP H ags dr op 3
121. 223. 148. 41 Australia 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 3
37.46. 39. 116 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 3
31.45. 74. 100 Nor way 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 3

83. 168. 78. 125 Pol and 147.237.77. 216 dover.idf.il Inval i d TP H ags dr op 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
208. 104. 220. 80 Lhited Sates 147.237.77.216 dover.idf.il Invalid TP H ags dr op 2
93.88.97. 119 Italy 147.237.77.216 dover.idf.il Invalid TP H ags dr op 2
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack forward 2

83. 233. 16. 82 Sweden 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 2
37.60. 47. 199 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 2

70. 181. 107. 50 Lhited Sates 147.237.77. 216 dover.idf.il Inval i d TP H ags dr op 2
208. 68. 50. 43 Lhited Sates 147.237.77.216 dover.idf.il Invalid TP H ags dr op 2

85. 64. 230. 90 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 2

31. 208. 87. 25 Sweden 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1

83. 233. 50. 16 Sweden 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
162. 252. 115. 51 Canada 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1

68. 148. 175. 13 Canada 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
94.144.51. 15 Denmar k 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1
206. 248. 42. 37 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TP H ags dr op 1

64. 68.247. 9 Lhited Sates 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1

93. 63. 133. 112 Italy 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
196.47.172. 34 Mte Dlvoire 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
24.105. 220. 17 Lhited Sates 147.237.77. 216 dover.idf.il Inval i d TP H ags dr op 1
130. 139.5. 73 Net her | ands 147.237.77. 216 dover.idf.il L4 Source or Dest Port Zero drop 1
119. 2. 40. 114 | ndonesi a 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
216. 159. 72. 27 Lhited Sates 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
58.176.107. 21 Hong Kong 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
89.175.42.5 Russi an Federation 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
185. 63. 171. 94 Italy 147.237.77. 216 dover.idf.il Inval i d TP H ags dr op 1
178.147.1. 34 G eece 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
76.177.77.83 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TP H ags dr op 1
105. 235. 112. 105 ote DIvoire 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

A tacker Ac;)tu?ﬁkre; rget Address |Site S gnature

188. 165. 15. 233 |France 147.237.72.166|aka. i df . i | (228: HITP. AhrefBot craw er B ock
192.115.248.2 |lIsrael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options method (M crosoft) B ock
89. 216. 115. 6 147.237.77. 216 |dover . i df . i | ;s;za;“;fgr;a;uspi cious User-Agent (WndowsN) Wth N g
85.65.73.203 |[Israel 147.237.77.216|dover.idf .il 15323: HTTP. User-Agent (MRSPUTN K) B ock
188. 165. 15. 132 |France 147.237.77. 176 [mat pash. i df . i | C228: HITP.  AhrefBot craw er Bl ock
188. 165. 15. 233 [France 147.237.77. 226 :’WW chanat z. aka. i df .| 28: HITP. AhrefBot craw er B ock
173.103. 157, 42 |Wnited Sates  |147.237.0.07 |P Y- KOSher-kravi.idf. | 0 /TP Mi ebl ackear Securi ty Scanner B ock
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature



11-12-2015-17:04:03 to 11-12-2015-18:04:03

|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
37.26. 148. 159 | srael 147.237.77. 176 |nat pash. i df . i dr op Frst packet isn't SN drop 299
66.249.64.233 |United Sares [147. 237,77, 216 |dover.iar i1 [ S@M NG Bngine: TP Invalid  invalid segrent retransnission drop 224
Ret r ansm ssi on Packet dr opped.
205.203.135.1 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 153
202. 3. 255. 12 g)le;f:si . 147. 237. 77. 216 |dover. i cf . i | dr op Frst packet isn't SN drop 112
202. 3. 255. 0 French 147.237.77. 216 |dover.i of . i | drop First packet isnt SWN drop 112
Pol ynesi a
202. 3. 2565. 8 French 147. 237. 77. 216 |dover. i cf . i | dr op Frst packet isn't SN drop 75
Pol ynesi a
76.180. 54. 84 Lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 72
71.99. 166. 122 Lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 71
162. 219. 230. 208|Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 68
212.179.21.194 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 61
2.54.51.11 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 60
89.139.25.195 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 51
193. 169. 70. 108 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 49
108.59.253. 71 |lhited Sates |[147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 48
104. 158.24.21 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 42
46.19. 85. 63 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 42
65.181. 120. 179 |lhited Sates |[147.237.77.216|dover.idf.il drop First packet isn't SN drop 42
35.0.127.52 Lhited Sates |[147.237.77.216|dover.idf.il drop First packet isn't SN drop 42
41. 33. 232. 66 Egypt 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 41
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 40
202.3.255.7 ;e;rfgsi . 147. 237. 77. 216 |dover. i cf . i | dr op Frst packet isn't SN drop 38
202. 3. 255. 11 g)lemh . 147. 237. 77. 216 |dover. i of . i | drop Frst packet isn't SN drop 37
ynesi a
202.3.255.15 |7 ench. 147.237.77. 216 |dover. i of . i1 dr op First packet isnt SWN drop 37
Pol ynesi a
94.197.121. 232 zint:gom 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 36
68.180.228.112 |lhited Sates |[147.237.77.216|dover.idf.il drop First packet isn't SN drop 29
71.191.231.238 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 28
52. 16. 5. 197 Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 27
41.232.96.91 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 27
24.171.130. 104 |Whited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 23
92.241. 40. 163  |Jordan 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 23
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 23
80. 246. 130. 223 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 22
188. 165. 15. 130 |Rance 147.237.77.74 |lawidf.il drop SAMrul e drop 22
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 21
192.99. 12. 99 Canada 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 21
54.224.21.23 Lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SWN drop 21
50.87.144. 145 |lhited Sates |[147.237.77.216|dover.idf.il drop First packet isn't SN drop 19
89.139.25.195 | srael 147. 237.76. 200 [ei tan. aka i o1 || €AM NG Engine: TCP Invalid  invalid segnent retransmissi on drop 16
Ret r ansni ssi on Packet dr opped.
94.244.41. 159 |lkraine 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16
176.13.1.54 I srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Inval i d ACK nunber noni t or 16
54.244.22.103 |lhited Sates |[147.237.77.216|dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 16
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16
88.162. 251. 137 |France 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 16
85. 64. 88. 93 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval id ACK nunber noni t or 15
46.19. 85. 13 I'srael 147, 237, 72. 167 i shurimaka i o 1| | @M NG Bngine: TCP Invalid  finvalid seqnent retransnissi on. dr op 15
Ret r ansn ssi on Packet dr opped.
105. 99. 18. 63 Ageria 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 14
66. 249. 64. 243 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 14
46.19.85. 1 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 14
66.249.93.196 |lLhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 14
100. 100. 16. 161 147.237.72. 156 |anan.i df . il dr op Frst packet isn't SN drop 14
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|Top Attackers In V\AF|

A tacker

Devi ce

Count ry Target Address |Site Sgnature Action ‘Count
46.19.85.112 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 121
2.54.23.6 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 57
109. 64. 180. 73 [l srael 147.237.0.19 |nadimatal .idf.il Dstributed Suspicious Response Code Bl ock 39
176.13.1.54 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 35
46.19.85.112 |l srael 147.237.0.19 |nadimatal .idf.il Ig?l'\:%ysloil;he Sane Response (bde (404) in Session from Bl ock 23
89.139.25.195 |Israel 147. 237.76. 200 [ei t an. aka. i df . i | a0 fa X ene e Fesponse Code (404) i Session from Bock |14
80. 246. 137.52 |[lIsrael 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code B ock 11
2.54.23.6 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 4
46.19.85. 4 I srael 147.237.77.243|nobi l e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 3
79.182. 175. 186 |l srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unauthorized Method for Known URL from 79.182.175.186 |H ock 3
109. 65. 108. 42 [l srael 147.237.0.19 |nadimatal .idf.il Dstributed Suspicious Response Code Bl ock 3
31.154.94.11 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None 2
81.218. 151. 130 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
79.181.28.187 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
40.77.167.0  |Wnited Sates |147. 237.76. 147 [chi nuch. aka. i df . i | mghf’ﬂhiﬁ gk‘:”f Z?Tiilzleioﬁtﬁfcess on B ock 2
46.117. 245. 122 |l srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
87.69. 32. 22 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
2.54.171.17 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
185. 27. 105. 110 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
80. 246. 137.52 |l srael 147.237.77.243|nobi l e.i df . i | Lhaut hori zed URL Access to nobile.idf.il/nekudot/i ndex Bl ock 1
79.179. 173. 238 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
149. 88. 61. 168 [l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
66. 249. 69. 50 I srael 147.237.77. 226 }M\:’Y chamatz. aka. 1d mu(t::;rrnlitzze.dakL:i_ d'?‘.:(i:?ﬁetngl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
107.172.18.16 |Wiited Sates [147. 237. 77. 216 |dover. i df . i | m :'d?“tl ?‘? lli;a;tzhzcg;f_e:r /L:j?)_vg(r:?:;x?n Bl ock 1
85. 64. 88. 93 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
213.57.43.67 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
176.12. 145. 42 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
80. 230. 102. 48 |l srael 147.237.72. 166 [aka. i df . i | SIS Untraceabl e Gonnection - sigal gs DoS Attack None 1
109. 67. 158. 26 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
68.180.228. 112 |Lhited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 1
46.121.121.92 |lsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
89.139. 25. 195 |l srael 147.237.76.200|ei tan. aka. i df . i | Too Many 404: Response Code per Session B ock 1
207.46.13.57 |Whited Sates |147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 207.46.13. 57 B ock 1
79.180. 191. 120 |I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
157.55.2.176 |Lhited Sates |147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
109. 64. 7. 85 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66. 249. 78. 160 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df .il/giyus/ general /defaul t.a Bl ock 1
85. 65. 5. 105 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs DoS Attack None 1
2.54.35.19 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
80. 230. 102. 48 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
131.253.25. 191 |Lhited Sates |147. 237. 72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
74.10.162. 1 Lhited Sates [147.237.72. 166 |aka. i df . i | Uhaut hori zed Mt hod PCST for www aka. i df.il/main/sachar/fag.aspx |B ock 1
64.71.32.30 Lhited States [147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to navy.idf.il/test/wp-adnmn/ Bl ock 1
37.26.148.219 |[Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ reset . css B ock 1
Unaut hori zed URL Access to
207.46.13.82 |lhited Sates |147.237.77.216|dover . i df . il www; i df . i | /1283- 18645- </ di v></ di v></ di v><! - - B ock 1
googl e_ad section_end --><di v cl ass=

84.108.18.80 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
157.55.39.86 |Uited Sates [147.237.76.86 [navy.idf.il :;\é;;t novized W gg;s?-sr?e/tr?avy. aspx. aspx Hock |1
66. 249. 78. 234 |Israel 147.237.72. 166 |aka. i df . i | ﬂ?”tzggr ;;?‘116;’7‘@??]72]?3“;%8”“ o . aspx Bl ock 1
85.65.140.11 |Israel 147. 237.72. 156 |anan. i df . i | Mmm:vu;:;:'iizdiq iﬁ’;i gigfzfa;;ﬂ | s/ 4/ 70014, pdf 367 Bl ock 1
46.19.85.112 |l srael 147.237.0.19 |nadimatal .idf.il Zg‘_’l'\:';ys_oiléhe Sane Response Qode (403) in Session from Bl ock 1
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