1"PT SwNn ()

9

11-11-2015-05:04:09 to 11-11-2015-06:04:09

IDF Under Attack

oV

www.gov.il

Daily Report

[Top Targets |

Nunber
(6]
At acks

160, 000"

120, 000"

40, 000"

Top Tar get

[Top Attackers |

Nunber
(6]
At acks

M dover.idf.il

M nadi matal .idf.i

M aka.idf.il

M navy.idf.il

Wiawid.il

Meitan aka.idf.il

[ atal.idf.il

M rat pash. i df . i |
tikshuv.idf.il

M refuah.idf.il

1, 600+

400+

. %) < . <
& e e o Y &
) % % X % , R )
Q Q '19 Vv A I\' b"\'.
S

Top Attackers

M 202. 3. 255. 12
202. 3. 255.0

I 202.3.255.8
202. 3. 255. 11

W 202. 3. 255. 15

M 202. 3. 255. 7

[ 2.52.134.88

Il 66. 249. 64. 233
167. 114. 156. 16

W 41.33.231.90




11-11-2015-05:04:09 to 11-11-2015-06:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il |TQP handshake violation, first packet not syn drop 6368
54.72.0.55 Irel and 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 4033
126.21. 75. 68 Japan 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 3274
174. 84. 100. 42 Lhited Sates 147.237.77. 216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 3055
126. 62. 193. 15 Japan 147.237.77. 216 dover.idf.il|TCP handshake viol ation, first packet not syn drop 2807
64.233.172.171 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 2545
114. 87. 60. 85 Chi na 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 422
167. 114. 156. 16 Canada 147.237.77.216 dover. i df.il|DC5- Tool - Swi t chbl adG dest - r eset 180
36. 238. 49. 36 Tai wan 147.237.77. 216 dover. i df.i||TQP handshake viol ation, first packet not syn drop 140
1.241.96.72 Korea, Republic of 147.237.77. 216 dover.idf.il|TGP handshake viol ation, first packet not syn drop 127
200. 78. 255. 89 Mexi co 147.237.77. 216 dover.idf.il|TCP handshake viol ation, first packet not syn drop 122
37.96. 59. 69 Denmar k 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 72
75.186. 26. 15 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 46
106.217.127. 111 I ndi a 147.237.77.216 dover. i df.il|TGP handshake viol ation, first packet not syn dr op 45
176. 13. 16. 242 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 15
79.182. 131. 207 | srael 147.237.77. 216 dover.idf.il|SYN Hood unverified cookie drop 12
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il|HTTP-M SC- Sl owl ori s- DOS- Var 1 dest - r eset 9
181. 129. 8. 34 Col onbi a 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 9
107. 107. 63. 227 Lhited Sates 147.237.77.216 dover.idf.il|SYNHood full table drop 6
212.25.121.195 | srael 147.237.77. 216 dover.idf.il|B ock Udp All Nets dr op 3
76.76.91. 77 Lhited Sates 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 3
84. 209. 209. 53 Nor way 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 3

70. 75. 83. 126 Canada 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 3
128.111.29.6 Lhited Sates 147.237.77.216 dover.idf.il]lnvalid TGP H ags drop 3

62. 219. 254. 22 | srael 147.237. 72. 166 aka.idf.il |Block Udp All _Nets drop 3
82.162. 146. 119 Russi an Federation 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 3

79. 180. 215. 30 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 2
176. 13. 16. 242 | srael 147.237.77. 216 dover.idf.il|SYN Hood unverified cookie drop 2
46.162. 124. 116 Sweden 147.237.77. 216 dover.idf.il]lnvalid TGP H ags drop 2
79.182.131.114 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 2
37.12.12. 63 Spai n 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
142.0.24.2 Canada 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 1
68.112.182. 33 Lhited Sates 147.237.77. 216 dover.idf.il|L4 Source or Dest Port Zero drop 1

94. 135. 198. 42 Cer many 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
201.77.116.119 Brazil 147.237.77. 216 dover.idf.il]lnvalid TGP H ags drop 1

66. 186. 88. 77 Canada 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1

86. 100. 152. 87 Li t huani a 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
194. 123. 16. 20 Net her | ands 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 1
24.215. 152. 55 Lhited Sates 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
76.76.81. 47 Lhited Sates 147.237.77. 216 dover.idf.il]lnvalid TGP H ags drop 1
121. 254. 68. 73 Tai wan 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 1
74.112.18. 88 Lhited Sates 147.237.77.216 dover.idf.il]lnvalid TGP H ags drop 1
109. 228. 183. 15 Sweden 147.237.77.216 dover.idf.il]lnvalid TGP H ags drop 1
212.251.161. 111 Nor way 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 1

64. 150. 195. 110 Bahanas 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
84.202.80. 71 Nor way 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1
186. 136. 143. 96 Argentina 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1

50. 93. 220. 17 Lhited Sates 147.237.77.216 dover.idf.il]lnvalid TGP H ags drop 1
83.168. 73. 7 Pol and 147.237.77.216 dover.idf.il]lnvalid TGP H ags drop 1
179. 41. 208. 86 Argentina 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 1
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|Top Attackers In IPS|

At t acker At t acker
Count ry get Address Sgnature

188. 165. 15. 130 |France 147.237.77.74 |lawidf.il 228: HITP. ArefBot craw er B ock

188. 165. 15. 212 |France 147.237.77.74 |lawidf.il 228: HITP. AhrefBot craw er B ock

151. 80.31.125 |[itay 147.237.76.86 [navy.idf.il 228: HITP. AhrefBot craw er Bl ock
88.208.23.73 |Netherlands  |147.237.76.86 [navy.idf.il ggzs HITP: Suspici ous User-/Agent (WndovsNT) Wth No Separating g oo 1
188. 165. 15. 132 |France 147.237.77. 176 [nat pash. i df . i [{C228: HITP.  Ahref Bot craw er B ock 1
151.80.31.129 |italy 147.237.76.31 |nakchal .idf.il|c228: HITP. AhrefBot craw er B ock 1
188.165. 15. 85 |France 147.237.0.34 |ti kshuv.idf.il[c228: HITP. AhrefBot craw er B ock 1
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202. 3. 255. 12 147.237.77. 216 French Pol ynesi a dover.idf.il GPL SCAN nmap TCP 1552
202.3.255.0 147.237.77. 216 French Pol ynesi a dover.idf.il GPL SCAN nmap TCP 1546
202. 3. 255. 8 147.237.77. 216 French Pol ynesi a dover.idf.il GPL SCAN nmap TCP 1531
202.3.255. 11 147.237.77. 216 French Pol ynesi a dover.idf.il GPL SCAN nnmap TCP 520
202. 3. 255. 15 147.237.77. 216 French Pol ynesi a dover.idf.il GPL SCAN nmap TCP 513
202. 3.255.7 147.237.77. 216 French Pol ynesi a dover.idf.il GPL SCAN nmap TCP 507
119. 38. 224. 98 147.237.77. 216 Chi na dover.idf.il GPL SCAN nmap TCP 4
203. 86. 7. 130 147.237.77. 216 Chi na dover.idf.il GPL SCAN nmap TCP 4
41.33.231.90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 3
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
216. 45. 49. 253 147.237.76. 86 Lhited Sates navy. i df.il SERVER- EEBAPP backup access 2
170. 120. 119. 96 147.237.77. 216 Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
121. 46. 66. 127 147.237.77.216  |China dover.idf.il ET DRCP Spanmhaus DRCP Listed Traffic | nbound 1
209. 145. 17. 127 147.237.77. 216 Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
147.50. 110. 48 147.237.77. 216 Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
31.6.71. 154 147.237.76. 44 Pol and e.refush.idf.il |ET SCAN NVAP -sS w ndow 1024 1
94.130. 218. 117 147.237.77. 216 krai ne dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
199. 34. 157. 106 147.237.77. 216 Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
134. 209. 27. 37 147.237.77.216  |Wited Sates dover.idf.il ET DRCP Spanmhaus DRCP Listed Traffic | nbound 1
159. 223. 24. 5 147.237.77. 216 Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
170.120. 4. 11 147.237.77. 216 Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
110. 44. 139. 51 147.237.77. 216 Phi | i ppi nes dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
207.32.130. 18 147.237.77. 216 Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
147. 50. 58. 85 147.237.77. 216 Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
198. 151. 102. 91 147.237.77.216  |Wited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
134.172.181. 46 147.237.77. 216 Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
157.232. 12. 48 147.237.77. 216 Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
94. 130. 155. 97 147.237.77.216  |Wkraine dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
204. 236. 6. 83 147.237.77. 216 Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
143.135. 12. 18 147.237.77. 216 Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
170. 113. 48. 111 147.237.77.216  |Wited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
104. 233. 81. 149 147.237.77. 233 atal .idf.il ET SCAN Potential SSH Scan 1
134.127.122. 37 147.237.77. 216 Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
157. 231. 64. 123 147.237.77.216  |Wited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
79.174. 30. 112 147.237.77. 216 dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
198. 48. 24. 127 147.237.77. 216 Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
204.14.5.8 147.237.77.216  |Wited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
143. 49. 140. 35 147.237.77. 216 Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
170. 106. 103. 117 147.237.77. 216 Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
104. 233. 81. 149 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
150. 126. 103. 23 147.237.77. 216 Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
67.213.128. 20 147.237.77. 216 Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
130.201.251. 106  [147.237.77.216  [lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
140. 170. 184. 81 147.237.77. 216 Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
170. 67. 107. 90 147.237.77. 216 Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
104. 233. 81. 149 147. 237.77. 176 matpash.idf.il |ET SCAN Potential SSH Scan 1
148. 248. 108. 57 147.237.77. 216 Mexi co dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
64.112. 188. 58 147.237.77. 216 Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
192.171. 82. 89 147.237.77.216  |Wited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
130. 201. 175. 100 147.237.77. 216 Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
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|Sreaming Engine: TCP Invalid

Inval i d segnent retransnission.

66. 249. 64. 233 Lhited Sates [147.237.77.216|dover.idf.i Ret r ansni ssi on Packet dr opped. drop 136
205.203.135.1 |Lhited Sates |147.237.77.216 [dover.idf.i|dr op First packet isn't SYN drop 127
202. 3. 255. 8 ;Ie;rfgsi a 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 113
202.3.255.12 |7 eneh. 147. 237. 77. 216 |dover. i f . i [dr op First packet ism't SWN drop 113
Pol ynesi a
202.3.255.0 ;lench . 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 111
ynesi a
41.33.231.90 Egypt 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 98
149.78.154.69 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 85
199. 184. 236. 202|United Sates [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 85
41. 33.232. 66 Egypt 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 80
68.180.228. 112 |Lhited Sates |147.237.77.216 [dover.idf.i|dr op First packet isn't SYN drop 76
107.182.229. 112|Uhited Sates |[147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 75
208.69.40.101 |lhited Sates |147.237.77.216 [dover.idf.i|dr op Frst packet isn't SYN drop 65
54.224.21.23 Lhited Sates |147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 63
109. 200. 30. 154 LKJ?ir:;gom 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 62
54.72.0.55 Irel and 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 57
52. 16. 5. 197 Lhited Sates |147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 56
54.72.73.168 Ireland 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SN drop 53
109. 65. 2. 87 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 52
66. 249. 64. 243 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 43
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 41
79.182.5.31 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 40
202.3.255.11 ;Ie;rfgsi a 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 38
202.3.255.7 French 147. 237. 77. 216 |dover. i df . i [dr op First packet ism't SWN drop 37
Pol ynesi a
202. 3. 255. 15 ;lench . 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 37
ynesi a
108.59.253.71 [nited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 36
66.249. 64.233 |Lhited Sates |147.237.77.216 [dover.idf.i|dr op First packet isn't SYN drop 36
66. 249. 64. 238 | srael 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SN drop 36
207.46.13.169 |lhited Sates |147.237.77.216 [dover.idf.i|dr op Frst packet isn't SYN drop 34
207.46. 13.76 Lhited Sates |147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 32
208.54.40.239 |lLhited Sates |147.237.77.216 [dover.idf.i|dr op First packet isn't SN drop 32
41.33.231. 90 Egypt 147.237.77. 216 |dover. i df .i|dr op drop 31
50.87.144.145 |lhited Sates |147.237.77.216 [dover.idf.i|dr op First packet isn't SYN drop 29
207. 46. 13. 82 Lhited Sates |147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 25
195. 34.150. 18  |Austria 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 22
172.56. 35. 76 Lhited Sates |147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 22
66. 249. 64. 233 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 21
178. 63.55.202  |Ger many 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 20
207.46.13.107 |Lhited Sates |147.237.77.216 [dover.idf.i|dr op First packet isn't SYN drop 20
204.93.154.216 |Wited Sates |147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 16
92.247.181.31 |Bulgaria 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 16
107.107.63. 227 [nited Sates |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 15
149.78.154.69 |lsrael 147.237.77. 216 |dover.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 14
66.249.93.192 |lhited Sates |147.237.77.216 [dover.idf.i|dr op Frst packet isn't SYN drop 14
128.242.249.11 [Wnited Sates |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 12
139. 162. 216. 112|Net her| ands 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 12
66.249.93.196 |lLhited Sates |147.237.77.216 [dover.idf.i|dr op Frst packet isn't SYN drop 12
100. 100. 109. 37 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 12
66.249.93.200 |Lhited Sates |147.237.77.216 [dover.idf.i|dr op First packet isn't SN drop 12
180. 94.174.179 [Macau 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 12
104.131. 195. 214|tnited Sates |[147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 12
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry ‘Target Address |Site Sgnature Acti on ‘Count
2.52.134.88  |Israel 147.237.0.19 |nadimatal .idf.il Too My of the Sane Response Cbde (404) in Session from B ock 278
2.52.134. 88
2.52.134. 88 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 104
2.52.134.88  |Israel 147.237.0.19 |nadimatal .idf.il Too My of the Sane Response Cbde (403) in Session from Bl ock 44
2.52.134. 88
46. 19. 85. 66 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 8
216.45.49.253 |lhited Sates |147.237.76.86 |navy.idf.il PHP Attenpt Bl ock 8
216.45.49. 253 |lhited Sates [147.237.76.86 [navy.idf.il Mil tipl e Unaut horized URL Access from 216. 45. 49. 253 B ock 7
66. 249. 64. 233 [l srael 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 64. 233 B ock 5
72.37.140.47 |italy 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df.il/sip storagelfiles/ 1/ B ock 2
80. 246. 139. 122 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
’ . . . D stributed Lhaut hori zed URL Access on
40.77.167.45 |wited Sates |[147.237.76.147|chi nuch. aka.idf.il wan chi nuch. aka, i df i 17404, htm B ock 2
66. 249. 69. 8 I srael 147. 237. 76. 147 [chi nuch. aka. i df . i | Uhaut hori zed URL Access to waw chi nuch. aka. i df . i1/404. htm B ock
157.55.39.64 |lLhited Sates [147.237.72.166aka.idf.il D stributed Suspici ous Response Code_Qust om Tenpor ary B ock
72.37.140.47 |italy 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 72.37.140. 47 B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 225 |l srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ mai v har edi  gener al . aspx B ock 1
204.93. 154, 216 [Lhited Sates [147.237.77.216|dover.idf.i | NULL Character in Method B ock 1
_ m ny- kosher - kravi . id _
180. 97. 106. 36 [Chi na 147.237.0. 17 £l Unaut hori zed URL Access to / B ock 1
45,55, 167. 210 147.237.0.15 |kosher-kravi.idf.il Dstributed Lhaut horized LR Access on / B ock 1
117. 214. 165. 27 |Iindia 147.237.77. 216 |dover.idf .i | Uhaut hori zed URL Access to wa i df.il/xmrpc. php B ock 1
216.45.49.253 |thited Sates |147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy. i df.il/bi gdunp/ bi gdunp. php B ock 1
66.249.69.33 |[Israel 147.237.77. 170 |naar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ B ock 1
. . Unaut hori zed URL Access to
66.249. 64. 131 [l srael 147.237.72. 166 [aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
202. 228. 150. 14 |Japan 147.237.0.34 |tikshuv.idf.il Unhaut hori zed URL Access to tikshuv.idf.il/bl og/wp-adm n/ B ock 1
5.77.53.149 Eiqlr:gegom 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/wordpress/wp-adnin/ B ock 1
’ . . Unknown Paraneter itemd in
157.55.39.97 |lhited Sates |147.237.72.166|aka.idf .il vaw aka. i o i |/ kanh ar / gal | ery/ showpi ct ur e. asp None 1
- . Unaut hori zed URL Access to
66. 249. 64. 230 [l srael 147.237.77. 216 |dover. i df . il 147. 237.77. 216/ 1133- 18775- he/ dover . aspx Bl ock 1
216.45.49.253 |thited Sates |147.237.76.86 |navy.idf.il Adnin Bl ocki ng Bl ock 1
m ny- kosher -kravi . id
180. 97. 106. 37 |Chi na 147.237.0. 17 f inly D stributed Unhauthorized URL Access on / B ock 1
45,55, 167. 210 147.237.0.34 |tikshuv.idf.il Distributed Wauthorized URL Access on / B ock 1
151.52.36.248 |[Italy 147.237.72. 156 |anan. i df . i | Unhaut hori zed URL Access to /tmunbl ock. cgi B ock 1
2.52.134. 88 I srael 147.237.0.19 |nadimatal .idf.il Too Many 403: Response Code per Session B ock 1
217. 31. 48. 30 g;uiric 147.237.77. 176 |nat pash. i df . i | Unaut hor i zed URL Access to 147.237.77.176/rom 0 Bl ock 1
. . Unhaut hori zed URL Access to
66.249.75.16 |[lIsrael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st oragel {1 | es/ 8/ 3288. | pg Bl ock 1
. . Unaut hori zed URL Access to
66.249. 64. 137 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ si p, st or agel f | es/ 7/ 62947,  pg B ock 1
204.93. 154. 216 |Lhited Sates |[147.237.77.216|dover.idf.il Illegal Byte Gode Character in Mthod B ock 1
m ny- kosher-kravi.id i i
37.26.148.185 |Israel 147.237.0.17 my llegal Paraneter Encoding rnd in . None 1
foil mny-kosher-kravi . i df.il/aj ax/ creat ecapt chai nage. aspx
157.55.39. 101 [Lhited Sates [147.237.72.166aka.idf.il D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
74.208.16.115 [lhited Sates [147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to tikshuv.idf.il/wp/ wp-admin/ B ock 1
216.45.49.253 |lhited Sates |147.237.76.86 |navy.idf.il Ml tipl e Admin Bl ocking from 216. 45. 49. 253 B ock 1
66. 249. 64. 233 |l srael 147.237.77.216|dover. i df .i | D stributed Suspici ous Response Code B ock 1
. m ny- kosher -kravi . i d|mitip e Untraceabl e SSL Sessi ons from 180. 97. 106. 161 (Prot ocol
180. 97. 106. 161 |Chi na 147.237.0. 17 £l viol ation (SS._QONN QLI ENT_HELLO)) None 1
2.52.134. 88 I srael 147.237.0.19 |nadimatal .idf.il Too Many 404: Response Code per Session B ock 1
151.52.36.248 |[italy 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to /tnunbl ock. cgi B ock 1
217.31.48.30 gg}‘;‘ic 147.237.77.234|hal ag. i df .i | Unaut hori zed URL Access to 147.237.77. 234/ rom 0 B ock 1
. . Unaut hori zed URL Access to
66.249. 75. 120 |[lsrael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_st or agel {1 | es/ 8/ 3048. | pg Bl ock 1
66. 249. 64. 170 |l srael 147.237.72. 166 |aka. i df . i | Lhknown Par anet er 5cf 35968 in aka.idf.il/news/ None 1
’ . . Mitiple Illegal Byte Gode Character in Method from
204. 93. 154, 216 [Lhited Sates [147.237.77.216|dover.idf.i | 204. 93, 154. 216 B ock 1
m ny- kosher-kravi .id _ .
37.26.148.185 |Israel 147.237.0. 17 fil Miltiple Illegal Paraneter Encoding from 37.26. 148. 185 None 1
176.12.139. 53 |Israel 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1501-he/ atal . aspx  |B ock 1
. m ny-kosher - kravi . i d|ss. untraceabl e Gnnection - Protocol violation
180. 97. 106. 161 [Chi na 147.237.0. 17 £l (SSL_CONN CLI ENT_HELLO) None 1
46.19.86.209 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
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