11-10-2015-11:04:09 to 11-10-2015-12:04:09

@
1"PT SwNn L )
gov IDF Under Attack
www.gov.il Da.||y Report
|Top Targets |
150, 000+
120, 000+"
. M dover.idf.il
90, 000" M aka.idf.il
. M nadi matal .idf.il
60, 000" B ishurimaka.idf.i
Nurrber - M navy.idf.il
a . e
Attacks 30, 0007 M anan.idf.il
[ refuah.idf.il
M nobile.idf.il
atal.idf.il
M hinush.idf.il

Top Tar get

[Top Attackers |

4, 000

M 216. 185. 58. 56
212.179. 21. 194

I 202. 3. 255. 12
202.3.255.0

Il 202. 3. 255. 8

M 202.3.255. 11

[ 185.32.179. 122

W 37. 26. 146. 248
202. 3. 255. 15

M 202. 3. 255. 7

Number
a
Attacks 1, 000}

Top Attackers



11-10-2015-11:04:09 to 11-10-2015-12:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
85. 3. 206. 103 Sntzerl and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5433
182. 227. 234. 63 Korea, Republic of 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3007
216. 185. 58. 56 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2528
104. 203. 146. 34 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 659
79.181.172. 63 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 493
84.108. 145. 105 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 437
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 259
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 218
220.124.19. 12 Korea, Republic of 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 200
204.93. 154. 216 Lhited Sates 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 167
126. 8. 49. 24 Japan 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 128
60. 162. 144. 54 Chi na 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 47
46. 19. 85. 8 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 34
62. 219. 230. 63 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 29
2.54. 4,227 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
106. 42. 171. 24 Chi na 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 24
109. 65. 17. 112 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 23
192.114.176. 81 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 23
79.180. 109. 13 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 20
115.12. 21. 103 Korea, Republic of 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 19
2.54.10.234 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 18
46. 19. 85. 45 | srael 147.237.77.216 dover.idf.il SYN H ood unveri fied cookie drop 16
92. 50. 144, 82 Russi an Federation 147.237.77. 216 dover.idf.il SYNHood full table drop 15
37.142. 68. 58 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
85. 250. 169. 224 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 12
195. 160. 240. 11 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 12
192.118. 11. 120 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
192.118. 11. 120 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 11
5. 102. 254. 203 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 10
212. 68. 153. 69 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 10
109. 65. 106. 185 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 10
176.12. 144. 183 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
79.179. 48. 145 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
46. 19. 85. 70 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
109. 67. 102. 214 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 8
2.54.13. 60 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 8
194. 54. 168. 76 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 7
80. 74. 107. 118 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
176.12.141. 165 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
79.183. 13. 108 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 6
95. 35. 80. 124 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 6
217.132. 86. 204 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
62. 219. 254, 22 | srael 147.237.72. 167 ishurimaka.idf.il|B ock Udp All _Nets drop 6
81.218.116.129 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 6
46.117. 246. 193 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 6
37.26. 147. 180 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 5
46. 19. 85. 45 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
192. 114. 105. 254 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
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|Top Attackers In IPS|

|Att acker Gountry

Attacker Address
138. 134. 102. 15

| srael

Target Address
147.237.76. 42

|Site
refuah.idf.il

| Sgnature

Devi ce Action

|Count

C1000004: HITP: options nethod (M crosoft) B ock 12
138. 134. 102. 16 I srael 147. 237.76. 42 refuah.idf.il [Cl000004: HTTP. options nethod (M crosoft) Bl ock 12
94.159. 177. 59 | srael 147.237.72. 166 aka.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 3
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country |Ste |Signature |Count |
202. 3. 255. 12 147.237.77.216  |French Pol ynesia dover.idf.il GPL SCAN nmap TCP 509
202.3.255.0 147.237.77.216 French Pol ynesi a dover.idf.il GPL SCAN nmap TCP 491
202. 3.255. 8 147.237.77.216  [French Pol ynesia dover . idf.il GPL SCAN nmap TCP 471
202.3.255. 11 147.237.77.216  |French Pol ynesia dover.idf.il GPL SCAN nnmap TCP 327
202. 3. 255. 15 147.237.77. 216 French Pol ynesi a dover.idf.il GPL SCAN nmap TCP 168
202. 3.255.7 147.237.77.216  [French Pol ynesia dover . idf.il GPL SCAN nmap TCP 147
130. 201. 96. 99 147.237.77.216  |whited Sates dover.idf il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
162. 125. 73. 51 147.237.77.216  |wnited Qates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
2.54. 150. 56 147.237.72.166  [Israel aka.idf.il portscan: TQP D stributed Portscan 1
91.229. 157. 6 147.237.77.216  |Romani a dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
143, 135. 196. 64 147.237.77.216  |wnited Qates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
170. 120. 160. 64 147.237.77.216  |nited Sates dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
199. 200. 69. 67 147.237.77.216  |thited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
128.199. 214. 117 147.237.77. 216 S ngapor e dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
159.223.115. 106  |147.237.77.216  |Uhited Sates dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
143. 49. 224. 45 147.237.77.216  |thited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
170.113.125.108  |147.237.77.216  [Uhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
82. 166. 37. 161 147.237.77.216  [Israel dover . idf.il portscan: TQP D stributed Portscan 1
103. 35. 151. 192 147. 237. 76. 202 e.halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
157.231.208. 107  |147.237.77.216  [Uhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
198. 151. 121. 36 147.237.77.216  |inited Sates dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
209. 145. 2. 16 147.237.77.216  |thited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
143. 49. 209. 95 147.237.77.216  |wnited Qates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
170. 67. 44. 11 147.237.77.216  |inited Sates dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
82.80. 198. 164 147.237.72.166  |[Israel aka.idf.il portscan: TGP D stributed Portscan 1
150. 126. 243. 49 147.237.77.216  |wnited Qates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
192.117.150. 233 |147.237.77.216  |Israel dover . idf.il portscan: TCP D stributed Portscan 1
101.1.17.53 147.237.77. 19 Hong Kong | aw forumidf.il ET SCAN NVAP -sS w ndow 2048 1
140. 170. 83. 44 147.237.77.216  |wnited Qates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
167. 114. 156. 16 147.237.77.216  |Canada dover . idf.il portscan: TCP D stributed Portscan 1
67.211.217. 81 147.237.77.216  |thited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
207.22.215. 76 147.237.77.216  |wnited Qates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
150. 126. 23. 36 147.237.77.216  |inited Sates dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
191.233.107. 206  |147.237.77.235  [Nether| ands svivaidf.il ET SCAN Potential SSH Scan 1
95.217. 253. 72 147.237.77.216  |[kraine dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
167.97.183. 71 147.237.77.216  |inited Sates dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
64.112. 95. 72 147.237.77.216  |thited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
205. 175. 169. 7 147.237.77.216  |wnited Qates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
139. 167. 14. 92 147.237.77.216  |ihited Sates dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
148.248.136. 109  |147.237.77.216  |Mexico dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
191.233.107.206  |147.237.77.61 Net her | ands e.cogat .idf.il ET SCAN Potential SSH Scan 1
95.217.177.98 147.237.77.216  [Wkraine dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
167.97.107.0 147.237.77.216  |whited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
64. 44.248.9 147.237.77.216  |wnited Qates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
204. 187. 234. 30 147.237.77.216  |Canada dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
136. 228. 181. 60 147.237.77.216  |whited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
176. 47. 250. 95 147.237.77.216  |[kraine dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
95. 216. 253. 127 147.237.77.216  [Wkraine dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
148. 105. 164. 80 147.237.77.216  |whited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
167. 28. 199. 27 147.237.77.216  |Qhile dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
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|Top Attackers In FW |

At acker

Pol ynesi a

ount ry Target Address ‘Ste ‘Signature
216.185.58.56 |Uhited Sates |147.237.77.216|dover.idf.i|dr op First packet isn't SN drop 4085
212.179.21. 194 [l srael 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SYN drop 1364
37.26. 146. 248 |l srael 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 236
2.54.2.165 I srael 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SN drop 147
41. 33.232. 66 Egypt 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SYN drop 145
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 131
37.26. 146. 207 |l srael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 121
68.180.228. 112 |Lhited Sates |147.237.77. 216 [dover.idf.i|dr op Frst packet isn't SYN drop 117
202. 3. 255. 12 gf’;‘ﬁggl . 147. 237.77. 216 |dover. i df . i |dr op First packet isn't SIN drop 112
202.3.255.8  |ench. 147. 237. 77. 216 |dover. i df .i |dr op Frst packet isn't SWN drop 112
Pol ynesi a
54.72.73.168 Irel and 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 112
202. 3. 255. 0 ;rf;f:sl . 147. 237. 77. 216 |dover. i df .i |dr op Frst packet isn't SWN drop 112
46. 19. 85. 47 | srael 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 98
54.72.0.55 Irel and 147. 237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 96
2.54.10. 228 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 92
52. 16. 5. 197 Lhited Sates |147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 90
82.192. 68. 46 Net her | ands 147. 237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 88
66. 249. 67. 53 Lhited Sates |147.237.77.216|dover.idf.i|dr op First packet isn't SN drop 86
37.26.146. 131 [l srael 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 86
54.224.21.23 Lhited Sates |147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 84
37.26.146.139 |[lsrael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 77
202. 3. 255. 11 gf;‘sgsi a 147. 237.77. 216 |dover. i df . i |[dr op Frst packet isn't SIN drop 75
62.219. 244. 2 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 73
37.26.148. 161 |[Israel 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SYN drop 72
79.177.108. 190 (I srael 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 70
46. 19. 85. 145 | srael 147.237.76.86 |navy.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 68
66.249.67.53 |United Sates |147. 237, 77. 216 |cover. i i| 2  SAM NG Engine: TP Invalid Invalid segment retransmssion. Packet |, 66
Ret r ansnm ssi on dr opped.

85. 65. 81. 174 I srael 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 62
81.218.40.194 |[Israel 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 61
37.26.146. 151 [l srael 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 61
109. 200. 30. 154 Lk?ir:gegom 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SYN drop 60
85.65.17.91 I srael 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SYN drop 59
149. 78. 154. 69 |l srael 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 59
37.26.147.138 |[lsrael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 58
176.13.21.198 |lsrael 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SYN drop 55
62.219.13. 180 |[Israel 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 55
81.218. 251. 250 |l srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 53
50. 87.144. 145 |lLhited Sates |147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 52
95. 86. 87. 167 I srael 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 51
2.54.10.234 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 51
212.179.61. 123 [Israel 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SYN drop 51
46.211.132.85 |lkraine 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 50
108.59.253.71 |lLhited Sates |[147.237.77.216 |dover.idf.i|dr op First packet isn't SN drop 47
84.108. 208. 168 [l srael 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SYN drop 46
212.179.90. 106 [l srael 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 44
66. 249. 67. 59 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 43
212.76.96. 82 I srael 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SYN drop 41
207.46.13.169 |Uited Sates |147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 39
176. 13. 23. 161 |l srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 39
202.3.255.15 | ench 147. 237. 77. 216 |dover. i df .i |dr op First packet isn't SWN drop 37




11-10-2015-11:04:09 to 11-10-2015-12:04:09

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
185.32.179. 122 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) Bl ock 171
185.32.179. 122 |lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 104
2.54.6.199 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 100
185.32.179.122 |Israel 147.237.0.19 |nadimatal .idf.i Igg'glylf; tlgg sane Response (ode (403) in Session from B ock 63
2.54.6.199 I srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 58
46. 19. 86. 86 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 42
176.13.15.194 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 40
2.54.45. 88 I srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 32
46. 19. 86. 40 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 22
2.54. 6. 160 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 19
80.246.137.25 |[Israel 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 19
176.13.21.198 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 9
77.125.160. 117 |l srael 147.237.72.166|aka. i df . i | Mil ti pl e Unaut horized Method for Known URL from 77.125. 160. 117 |B ock 9
37.142.210.199 [israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
212.179. 177. 2261 srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in URL from212.179.177.226  |B ock 5
176.12. 140.38 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
84. 111. 65. 60 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/ufi/reaction/ B ock 3
2.54. 10. 206 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
46.19. 85. 194 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
176.12.139.35 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
192. 114. 23. 208 |l srael 147.237.77.243|nobi l e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/index Bl ock 2
81.218.241.25 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/main/scripts/css3pie. htc B ock 2
109. 66. 101. 209 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
46. 19. 86. 223 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 1
217.132. 206. 209|I srael 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46.19. 85. 112 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
80. 246. 130. 230 |[lIsrael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
37.26.149.220 |Israel 147.237.72.166|aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
176.13. 8. 26 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
66.249.78.242 I srael 147.237.76.42 [refuah.idf.il  [Jho-horized R Aeess o aspx Hock |1
62.219.99.130 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
5.22.134.40 [ israel 147.237.76.42 |refuah.idf.il  [057 Puted hau forized of v e Bock |1
157. 55. 39. 97 Lhited Sates 147.237.72. 166 [aka. i df . i | Unknown Paraneter docid in aka.idf.il/chanatz/fag/ defaul t.asp None 1
82.213. 48. 97 z'cf;iig;a” Territoryly 47, 237, 77. 176 |mat pash. i df . i1 [Mil tiple naut hori zed URL Access from 82. 213. 48,97 B ock 1
77.126.175.162 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/x?x™x@xex” x™x? B ock 1
46.19. 85. 66 | srael 147.237.77. 216 |dover . i df . i | ?g’;": zﬂzf':iﬂ“e“ Method 6.1447148126.; in LR Bl ock 1
37.26.148.139 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None
176.12.140.35 |Israel 147.237.72. 166 |aka. i df . i | Uht raceabl e SSL Sessi ons: sigal gs DoS At ack None
66.249.67.53  |Israel 147. 237.77. 216 |dover . i df . i | m‘fdfhorl il /Ziegf /Li_npf‘;fgsslscltoi od 1 st. a5 B ock 1
2.54.47.115 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
109. 67.105.98 |l srael 147.237.72.166 |aka. i df . i | m;i(: ‘ft;‘? i IL’;?m‘ft :loéii ;fscj a'\fhzcr’]?i fcgtri f:::r':”ﬁaggxl cetathuser | 0K 1
46.116. 64. 4 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 1
217.194.202.17 |lsrael 147.237.72. 156 |aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46.19. 85. 120 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
185. 32.179. 122 |l srael 147.237.0.19 |nmadimatal .idf.i|Too Many 403: Response Code per Session B ock 1
80.246.137.15 |Israel 147.237.72.166|aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
176.13. 10. 0 I srael 147.237.76.31 |nakchal .idf.il ﬂ?gtzgg_”?g_egﬂﬂ‘pfgfsfasg;ofi | o5/ 8] 1668. doc B ock 1
66.249.81.217 |lsrael 147.237.76.200|ei tan. aka. i df . i | |[Dstributed Too Many of the Same Response Code (404) B ock 1
66.249.64.13  [Israel 147.237.72. 166 |aka. i df . i | ﬁ?‘ftzgc;r_ifze.dlé‘;gxﬁszotrz i aspl showf or um asp Bl ock 1
5.22.134. 69 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
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