11-10-2015-09:04:03 to 11-10-2015-10:04:03

[ ]
1"PT SwNn L)
gov IDF Under Attack
www.gov.il Da.||y Report
|Top Target s |
240, 000+
180, 000" M dover.idf.il
] M nadimatal .idf.il
120. 000 M aka.idf.il
’ M ishurimaka. idf.i
Nugbef ] M eitan aka. idf.il
60, 000" i i
At acks .refuah:ldf:|I
I halag.idf.il
M navy.idf.il
nobi | e.idf.il
M aman.idf.il

Top Tar get

W 212. 179. 21. 194

2.54.182. 255
¥ 95. 86. 127. 120
202. 3. 255. 8
N”'éber Ml 202. 3. 255.0
At acks M 202. 3. 255. 12

I 92. 241. 45. 86

M 202. 3. 255. 11
92. 241. 60. 25

M 66. 249. 64. 233

Top Attackers



11-10-2015-09:04:03 to 11-10-2015-10:04:03

|Top Attackers | n DDoS- Def ence |

Attacker
Address

Attacker Country

Target
Address

‘Site

‘Signature

66. 249. 64. 233 Lited Sates 147.237.77. 216 dover.idf.il :;]; handshake violation, first packet mot |, 4167
59. 183. 233. 124 I ndi a 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet mot . 3458
66. 249. 64. 190 Lited Sates 147. 237. 72. 166 akaidf.il :;]; handshake violation, first packet mot |, 2607
66. 249. 64. 17 Lhited Sates 147.237.77.176 nat pash. i df . i | :;]; handshake violation, first packet mot |, 2465
66. 249. 64. 50 Lited Sates 147. 237. 72. 166 akaidf.il :;]; handshake violation, first packet mot |, 1755
37. 26. 146. 160 I'srael 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet mot |, 1569
66. 249. 64. 93 Lited Sates 147. 237. 72. 166 akaidf.il :;]; handshake violation, first packet mot |, 1480
176. 10. 107. 180 Qi t zer| and 147. 237.77. 216 dover.idf il :;]; handshake violation, first packet mot |, 1246
66. 249, 81. 218 Lited Sates 147.237.77. 216 dover.idf.il :;]; handshake violation, first packet mot |, 1146
37.26. 148. 246 I st ael 147.237.72.166  |akaidf.il :;]; handshake violation, first packet mot . 843
66. 249. 93. 199 Lited Sates 147. 237. 72. 166 akaidf.il :;]; handshake violation, first packet mot |, 744
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 516
82. 145. 200. 33 Eur ope 147.237.77. 216 dover.i df il :;]: handshake violation, first packet mot . 455
37. 26. 148. 229 I'srael 147.237.77.216  |dover.icf.il :;]; handshake violation, first packet ot |, ., 437
82.166. 137. 19 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y-TLS-renegotiation-di dest - reset 367
66. 249. 64. 191 Lhited Sates 147.237.77.74 lawidf il :}?; handshake violation, first packet mot . 317
80. 246. 139, 214 I'srael 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet mot |, 295
182. 69. 154. 225 I ndi a 147.237.77. 216 dover.idf.il :}?; handshake violation, first packet mot . 200
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS renegoti ation-d i dest - reset 180
67. 5. 225. 135 Wited Sates 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet mot . 179
204.93. 154. 216 Lhited Sates 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 171
92. 241. 45. 86 Jordan 147.237.77. 216 dover.idf.il DOs- HTTP-fi ref | ood dest - reset 139
92. 241. 45. 86 Jordan 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet mot |, 128
66. 249. 93. 200 Lhited Sates 147.237.77. 216 dover.idf.il :}?; handshake violation, first packet mot . ) 116
185. 58. 201. 28 Lebanon 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet mot |, 100
46. 19. 85. 235 I srael 147.237.77. 216 dover.idf.il SYNHood full table drop 93
161. 46. 58. 101 Lhited Sates 147.237.77. 216 dover.idf.il :;]; handshake viol ation, first packet mot . 78
192. 115. 92. 55 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 75
2.54.128. 24 I srael 147. 237. 77. 216 dover i df.i| SNFHood full table drop 73
116. 99. 157. 45 Vi et nam 147.237.77. 216 dover.idf.il :}?; handshake violation, first packet mot . ) 73
121.173. 28. 14 Korea, Republic of 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet mot |, 52
167. 114. 156. 16 Canada 147. 237. 77. 216 dover i df.i| DO5- Tool - Swi t chbl adG dest - r eset 40
92. 241. 60. 25 Jordan 147.237.77. 216 dover.idf.il DCs- HTTP-fi ref | ood dest - reset 38
176. 13. 15. 142 I srael 147.237.77. 216 dover i df il :;]; handshake violation, first packet ot |4 ., 31
87.69. 193. 193 I srael 147. 237. 77. 216 dover i df.i| SYNFood full table dr op 30
94. 159. 180. 188 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
192. 115. 92. 55 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 21
94. 159. 180. 188 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 18
62.219. 99. 130 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 18
109. 65. 193. 227 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 16
176. 13. 19. 132 I srael 147. 237. 77. 216 dover i df.i| SNFood full table drop 15
84. 109. 130. 212 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 13
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 13
147.235.236. 1 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 13
176.13.9. 39 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
84.94.58. 221 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cookie dr op 12
37.26.147.182 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 12
213. 244. 65. 138 g‘ijcisgi':"ja” Territory, 147.237.77. 216 dover.idf.il SINAood full table drop 12
176. 13. 0. 23 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 11
194.177.16.3 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cookie dr op 10
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|Top Attackers In IPS|
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Attacker Address Qount ry ’Target Address |Site Sgnature

212.199. 106. 194/l srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options method (M crosoft) B ock 5

92.241.45.86  |Jordan 147.237.77. 216 |dover . i df . i | ;2toazci:) HITP: LA /€ DOoS Tool - (ALY enabl e when under [0S |y o\ 3

79.183.20.143 |[Israel 147.237.72. 166 |aka. i df . i | CL000004: HITP. options nethod (M crosoft) B ock 2

92.241.60.25  |Jordan 147.237.77. 216 |dover . i df . i | ;zfaﬁ) HTTP: LA € DDoS Tool - (A\LY enabl e when under DoS g 1
waw chamat z. aka. i df . i .

192. 115. 130. 253l srael 147.237.77. 226 | C1000004: HTTP: options nethod (M crosoft) Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

202. 3.255. 8 147.237.77.216  |French Fol ynesia dover.idf.il GPL SCAN nmap TCP 560
202.3.255.0 147.237.77. 216 French Pol ynesi a dover.idf.il GPL SCAN nmap TCP 559
202. 3. 255. 12 147.237.77.216  |French Fol ynesi a dover.idf il GPL SCAN nnmap TCP 536
202.3.255. 11 147.237.77.216  |French Pol ynesia dover.idf.il GPL SCAN nmap TCP 349
202. 3. 255. 15 147.237.77. 216 French Pol ynesi a dover.idf.il GPL SCAN nmap TCP 177
202. 3.255.7 147.237.77.216  |French Fol ynesi a dover.idf il GPL SCAN nnmap TCP 175
212.179.21. 194 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 2
205. 144. 182. 26 147.237.77.216  |Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
40. 122. 172. 190 147. 237.77. 234 Lhited Sates hal ag. i df.il ET SCAN NVAP -sS wi ndow 1024 1
143. 49. 78. 89 147.237.77.216  [lhited Sates dover.idf.il ET DRCP Spanmhaus DRCP Listed Traffic | nbound 1
95. 216. 238. 6 147.237.77.216  |Wkraine dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
162.222.186. 115  |147.237.76. 31 Lhited Sates nakchal .idf . il ET SCAN Potential SSH Scan 1
2.54.182. 255 147.237.77.216  [Israel dover . i df .i | portscan: TCP DO stributed Portscan 1
139. 167. 138. 63 147.237.77.216  |Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
94. 230. 86. 147 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
159. 223. 246. 9 147.237.77.216  [lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
138. 43. 150. 94 147.237.77.216  |Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
2.54.31. 146 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
88. 135. 16. 38 147.237.77.216  |[kraine dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
157.232. 170. 90 147.237.77.216  |Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
134. 209. 172. 36 147.237.77.216  |Lnited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
157.231.230. 123  |147.237.77.216 [lhited Qates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
66. 249. 64. 233 147.237.77.216  |Lhited Sates dover.idf.il portscan: TCQP D stributed Portscan 1
134. 127. 237. 66 147.237.77.216  |Lnited Sates dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
199. 230. 66. 23 147.237.77.216  [lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
148.105.203. 109  |147.237.77.216 |lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
64. 44.198. 38 147.237.77.216  |Lnited Sates dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
199. 89. 18. 63 147.237.77.216  [lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
130. 201. 14. 83 147.237.77.216  |Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
148.105. 144. 114  |147.237.77.216  |Lhited Sates dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
46.19. 86. 117 147.237.72.166  |Israel aka.idf.il portscan: TCP D stributed Portscan 1
198. 20. 69. 98 147. 237. 76. 38 Lhited Sates eeneitav.idf.il |ET DROP Dshield B ock Listed Source 1
110.232.160. 108  |147.237.77.216  |Philippines dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
46. 19. 86. 30 147.237.77.216  [Israel dover . idf .| portscan: TCP DO stributed Portscan 1
147.50. 34.9 147.237.77.216  |Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
176. 13. 8. 161 147.237.77.216  [Israel dover . idf.il portscan: TCP D stributed Portscan 1
95.217. 170. 98 147.237.77.216  |Wraine dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
207.22.242.6 147.237.77.216  |Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
46. 19. 85. 228 147.237.77.216  [Israel dover . idf.il portscan: TCP D stributed Portscan 1
143. 49. 141. 93 147.237.77.216  [lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
95.217.13. 39 147.237.77.216  |Wraine dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
162.222.186. 115  |147.237.76.201 |lhited Sates e.atal.idf.il ET SCAN Potential SSH Scan 1
204. 106. 153. 29 147.237.77.216  |Lnited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
31.6.71. 154 147.237.77.178  |Pol and e.matpash.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
139. 167. 179. 26 147.237.77.216  |Lnited Sates dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
95. 216. 184. 107 147.237.77.216  |Wraine dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
162. 125. 45. 113 147.237.77.216  |Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
2.54.143. 153 147.237.72.166  [Israel aka.idf.il portscan: TCP D stributed Portscan 1
139. 167. 106. 37 147.237.77.216  |Lhited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
94.131. 69. 76 147.237.77.216  |Russian Federation  |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
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|Top Attackers In FW |
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212.179.21. 194 |Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 7117
2.54.182. 255 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 1152
95. 86.127.120 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 927
92. 241. 45. 86 Jordan 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 483
92.241. 60. 25 Jor dan 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 356
66.249. 64.233 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 177
148.177. 129. 210|Eur ope 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 176
46.19.85.74 I srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 159
108.59.253.71 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 146
67.5.225.135  |Lhited Sates 147. 237. 77. 216 |dover.i df . i Stream ng Engl ne: TGP Invalid |invalid segnent retransnissi on. drop 130
Ret r ansm ssi on Packet dr opped.
185. 58. 201. 28 |Lebanon 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 119
37.26. 146. 223 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 118
41.33.232. 66 Egypt 147.237.77. 216 |dover.idf .i | drop First packet isn't SW drop 111
213.204.127. 27 |Lebanon 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 109
202.3.255.0 French Pol ynesi a 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 108
202. 3. 255. 8 French Pol ynesi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 107
202. 3.255.12 French Pol ynesi a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 107
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 97
2.54.12. 68 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 96
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 91
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 89
54.224.21. 23 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 83
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 83
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 81
89.139. 178. 37 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 80
213. 244, 65. 138 glcisgiig;a” Territornyls 47 237.77. 216 |dover. i f . i1 drop First packet isnt SN drop 80
37.26. 148. 246 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 78
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 76
149.78.39. 245 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 76
62.219. 99. 130 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 73
37.26.148.163 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 72
37.26.146.175 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 72
202.3.255. 11 French Pol ynesi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 72
37.26.148.129 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 70
37.26.148.206 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 68
147.235.236. 1 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 65
37.26.146. 153 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 62
37.26.146.188 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 62
109. 200. 30. 154 |Uhited Ki ngdom 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 58
46. 19. 85. 235 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 58
66.249.93.200 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 56
37.26. 148. 229 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 53
46. 19. 85. 27 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 53
37.26.148.239 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 52
37.26. 146. 214 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 51
212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 51
37.26.148.134 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 48
66.249. 64. 233 |Lited Sates 147.237. 77. 216 |dover. i df .i | Strean ng En.gl ne: TCP Invalid |invalid segnent retransnissi on. drop 48
Ret r ansm ssi on Packet dr opped.
66. 249. 64. 233 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 47
66.249.93.196 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 47
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46. 19. 86. 200 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 141
46. 19. 86. 200 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 105
185. 32. 179. 222 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 48
185. 32.179. 222 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 48
212.179.21.194 |[Israel 147.237.76.200|ei tan. aka. i df . i | |Dstributed Too Miny of the Sane Response Code (404) B ock 46
109. 64. 30. 140  |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 24
176. 13. 22. 96 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 12
5. 29. 205. 190 I srael 147.237.72. 166 |aka. i df . i | O stributed Whauthorized URL Access on waw aka. i df.il/ufi/reaction/ B ock 11
176.13.16. 224  |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 10
31.184. 238. 249 :Zg::t”i on 147.237.72. 166 [aka. i df . i | PHP Attenpt B ock 6
213.151.32.163 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock
37.26.147.182 |Israel 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode Bl ock
85.64.189.17  |israel 147.237.72. 166 |aka. i df . i | mu;?: ' Id?,eidl /'\ﬁ;hn‘;‘; ?Zg Su\tsh;;rl cati onser i ce, asm get aut huser Bock |5
31.184. 238. 249 :3::;’} on 147.237.72. 166 |aka. i df . i | Mil ti pl e Uhaut hori zed URL Access from 31. 184. 238. 249 Bl ock 5
2.54.162. 150 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.52.128. 58 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
46. 19. 86. 140 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode Bl ock 3
2.54.176. 188 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 65. 190. 234 |l srael 147. 237.77. 243 |nobi | e. i df . i | m;ﬂt:?rd'fsz , t’;‘eggf;sem e/l st chi | ddocunent s/ 1403 Bock  [3
77.48. 61. 252 (Fz;;%ri . 147.237.72. 166 |aka. i df . i | Ostributed I11egal Byte Gode Character in LR B ock 2
2.52. 160. 69 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
5.29. 34. 45 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode Bl ock 2
185.32.179. 121 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
176.13.15. 194  |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
66. 249. 64. 233 |l srael 147.237.77. 216 |dover . i df . i | D stributed Suspici ous Response CGode Bl ock 2
46. 19. 86. 221 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qxde Character in URL B ock 2
46.19.86.5 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
222.246. 179. 155|Chi na 147.237.77. 170 [maar achot . i df . i | |Unaut hori zed HTTP Met hod B ock 1
82.166.114.56 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
68.180.230.29 |Lhited States [147.237.77.176|matpash.idf.il |Paraneter Type Mol ation PageNumin ww cogat.idf.il/901- he/ cogat . aspx |Bl ock 1
66.249. 64.137 I srael 147.237. 72. 166 |aka. i df . i | o raut hor ;eju?éeﬁceles'sa‘;’;x Bock |1
176.13. 6. 74 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock
95. 86. 66. 217 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/gyius B ock 1
80. 246. 138. 212 |Israel 147.237.72. 166 |aka. i df . i | gg'ltzifé.elg Izv‘lizdt W el fwidth Lhi code Encoding on LR Paraneter (+) from g . 1
212.76.101.91 |[Israel 147.237.72. 166 [aka. i df . i | O stributed Uhaut hori zed URL Access on www aka. i df .il/ufi/reaction/ B ock 1
176.13.19. 132  |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl el shared/ reset . css Bl ock
66.249. 64.233 |lIsrael 147.237.77.216|dover.i df .i | Uhaut hori zed LRL Access to wawidf.il/atal 1/izkor/ vi ew i ngt op. asp B ock
149.78.39.245 |Israel 147.237.76.42 |refuah. idf.il [0, 57 buted thaut hori zed ?Jaﬁc‘;zspi on Bock |1
84.94.21.158 | srael 147.237.72. 166 |aka. i df . i | thrigzj/ i%gees(/bidﬁngzgzgzzgalkﬁ f/ el v kapat 2/ [ res Bock |1
198. 20. 69. 74 Lhited Sates |147.237.76.30 |hinush.idf.il Unaut hori zed URL Access to 147.237.76. 30/ B ock 1
66.249.64. 143 I srael 147. 237.72. 166 |aka. i df . i | il esRee [ffscte;sa;; (i1 es/ 1/ 69861 | pg Bock |1
176.13. 6. 74 I srael 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 1
31.184. 238. 249 :32::1”' on 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df . i|/main/gi yus/i ndex. php Bl ock 1
80.246.139.41 |Israel 147.237.77.216|dover. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
66.249.67.129 |[Israel 147.237.72. 156 [anan. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/ B ock 1
157. 55. 39. 97 Lhited Sates [147.237.72.166|aka.idf.il Lhknown Paranet er 4f9c0c80 i n v aka. i df .il/mai n/ hone/ defaul t.aspx  |None 1
84.94.21. 158 I srael 147.237.72. 166 |aka. i df . i | Mitiple I11egal Byte Gode Character in URL from84. 94.21. 158 B ock 1
79.183.20. 143 [israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 79. 183. 20. 143 B ock 1
207.46.13.9 Lhited Sates [147.237.77.74 [lawidf.il Lhaut hori zed URL Access to waw | awidf.il/inages/ 1. he/infocenteritend  |B ock 1
Gooki e Tanpering on cooki e _pk_ref.322. 9cd2: Expected
176.13.15. 194 |Israel 147.237.0.19 |[madi matal .idf.i|["", "", 1447132587, "https: // wwn googl e. co.il /"], Coserved None 1
["","", 1447142451, "htt ps: / / wan googl e. co.il /"]
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