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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action [Count |
0.0.0.0 147.237.77. 216 dover.idf.il |SYINHood full table drop 340
204. 93. 154. 216 Lhited Sates 147.237.77. 216 dover.idf.il |TQP Scan (vertical) dr op 298
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 115
91. 228. 248. 251 | srael 147.237.77.216 dover.idf.il |[SYINHood full table drop 57
5. 28.161. 23 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 32
87. 68. 152. 27 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 30
149. 78. 157. 214 | srael 147.237.77. 216 dover.idf.il |SYINHood full table drop 28
2.52.55. 153 | srael 147.237.77. 216 dover.idf.il |[SINHood full table dr op 25
109. 66. 174. 248 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 24
199. 203. 215. 1 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 16
62. 219. 159. 68 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 15
212.143. 3. 44 | srael 147.237.77. 216 dover.idf.il |SYN H ood unverified cooki e drop 13
192. 114. 105. 254 | srael 147.237.77. 216 dover.idf.il |SYN H ood unverified cooki e drop 12
176. 106. 226. 37 | srael 147.237.77. 216 dover.idf.il |[SINHood full table dr op 12
212.179.21.194 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 11
213. 8. 129. 156 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 10
46.19. 86. 135 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 9
2.54.191. 72 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 7
5.28.161. 23 | srael 147.237.77. 216 dover.idf.il |SYN H ood unverified cooki e drop 7
82.80.173. 170 | srael 147.237.77. 216 dover.idf.il |[SINHood full table dr op 6
213.8.100. 81 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 6
81.218. 48. 37 | srael 147.237.77.216 dover.idf.il |[SINHood full table drop 6
79.176. 196. 148 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 6
46.19. 86. 198 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 6
2.54.167. 40 | srael 147.237.77. 216 dover.idf.il |SYINHood full table drop 5
84.94. 230. 194 | srael 147.237.77. 216 dover.idf.il |[SINHood full table dr op 5
2.54. 42. 68 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 5
46. 19. 85. 225 | srael 147.237.77.216 dover.idf.il |[SINHood full table drop 5
80. 246. 140. 23 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 5
46.19. 86. 12 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 5
80. 246. 136. 173 | srael 147.237.77. 216 dover.idf.il |SYNHood full table drop 5
137.95.1.11 Lhited Sates 147.237.77. 216 dover.idf.il |[SINHood full table dr op 5
46.19. 86. 160 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 5
176.13.11. 146 | srael 147.237.77.216 dover.idf.il |SYN Hood unverified cooki e drop 5
185. 19. 132. 180 Denmar k 147.237.77. 216 dover.idf.il |SINHood full table drop 5
87. 68. 152. 27 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 5
84.94.41.183 | srael 147.237.77. 216 dover.idf.il |SYN H ood unverified cooki e drop 5
46. 19. 86. 12 | srael 147.237.77. 216 dover.idf.il |SYNHood unverified cooki e dr op 5
80. 246. 137. 14 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 5
96. 44. 182. 179 Lhited Sates 147.237.77.216 dover.idf.il |SYN H ood unverified cooki e drop 5
2.54.22.142 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 4
89. 138. 201. 213 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 4
80.178. 215. 173 | srael 147.237.77. 216 dover.idf.il |SYNHood full table drop 4
176.13. 11. 146 | srael 147.237.77. 216 dover.idf.il |[SINHood full table dr op 4
79.181.151. 15 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 4
212.179. 28. 34 | srael 147.237.77.216 dover.idf.il |[SINHood full table drop 4
2.54.59. 184 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 4
82. 80. 198. 164 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 4
77.125.133. 252 | srael 147.237.77. 216 dover.idf.il |SYNHood full table drop 4
96. 44. 182. 179 Lhited Sates 147.237.77. 216 dover.idf.il |[SINHood full table dr op 4
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnalure |Devi ce Action |Count
62. 128. 48. 50 I srael 147.237.77.170 |mmarachot.idf.il |CL000004: HITP. options nethod (M crosoft) B ock 2
87.68. 152. 27 I srael 147.237.76. 31 nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
185. 27. 105. 85 | srael 147.237.77.216 |dover.idf.il C1000004: HTTP:. options nethod (M crosoft) Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry \Signature

212.179.21. 194 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 2
52. 16. 5. 197 147.237.77. 216 Lhited Sates dover.idf.il portscan: TGP D stributed Portscan 1
5.9.112.6 147. 237.72. 166 Ger many aka.idf.il portscan: TCP D stributed Portscan 1
212.143. 3. 44 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
176. 12. 144. 54 147.237.72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
162. 222. 186. 115 147. 237. 76. 198 Lhited Sates e.yohal an.idf.il ET SCAN Potential SSH Scan 1
84. 228. 254. 138 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
79.177.98. 179 147.237.72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
62. 90. 192. 138 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
31.6.71. 154 147.237. 8. 45 Pol and eeitanidf.il ET SCAN NVAP -sS wi ndow 1024 1
2.54.17.7 147.237.72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
207.232.27.5 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
185. 32. 179. 201 147.237.72. 166 I srael akaidf.il portscan: TGP D stributed Portscan 1
162. 222. 186. 115 147.237. 76. 199 Lhited Sates e.nakchal .idf.il ET SCAN Potential SSH Scan 1
162. 222. 186. 115 147.237.76. 176 Lhited Sates test.ncore.idf.il [ET SCAN Potential SSH Scan 1
84.228.51. 213 147.237.72. 166 I srael akaidf.il portscan: TGP D stributed Portscan 1
62. 219. 162. 254 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8734
176. 106. 226. 37 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 525
194. 90. 83. 233 | srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 156
79.181. 167. 34 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 156
79.177.206. 44 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 110
84.94.32.197 | srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 104
2.54.13. 224 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 87
2.54.168. 161 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 83
66.249.93.196 |lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 78
185. 58. 201. 35 |Lebanon 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 78
66.249.93.200 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 75
37.237.232.3 Iraq 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 70
66.249.93.192 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 69
66.85.139.246 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 68
194. 114. 146. 227l srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 65
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 63
46. 19. 86. 198 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 60
5.102. 212. 122 | srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 59
66.249.65.231 |Wnited Sates |147.237.77.216|dover.idf.il Streaning Engine: TCP Invalid  invalid segnent retransnission drop 50
Ret r ansm ssi on Packet dr opped.
212.179. 132. 201 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 48
66.249.65.224 |Wnited Sates |147.237.77.216|dover.idf.il Streaning Engine: TCP Invalid  linvalid segnent retransnission drop 48
Ret r ansni ssi on Packet dr opped.
176.13.9.151 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 43
207. 46. 13. 76 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 42
212.179. 90. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 42
82.166. 22. 48 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 41
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber alert 41
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 40
212.179.21.194 |[lIsrael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid sequence nunber noni t or 40
2.52.31.197 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 39
80. 246. 133. 200 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 39
46. 19. 86. 43 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 38
84.228.127. 200 |lsrael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 38
66. 249. 65. 224 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 37
46. 19. 86. 223 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 36
2.54.150. 115 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 35
46.19. 86. 12 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 34
124.188.13.199 |Australia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 33
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 32
66.249. 65. 231 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 31
46. 19. 86. 169 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 31
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 31
52.16.5.197 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 30
109. 67.136. 73 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 30
46. 19. 85. 38 I srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Invalid ACK nunber noni t or 30
147. 236. 50. 70 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 29
109. 66. 174. 248 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdﬁvrsin;n;t Wth different moni tor |29
46. 19. 85. 29 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 28
193. 34. 57. 101 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 28
81. 218. 50. 66 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 28
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 27
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
185. 32.179. 143 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 120
2.54.158. 219 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 83
37.26.147.232 |[israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 79
2.54.165. 121 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 78
37.26.147.232 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 68
149. 88. 102. 131 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 31
46. 19. 86. 106 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 27
46.19.86.243  |Israel 147.237.77. 243 |nobi l e. i df . i | Eaftelﬂe?ﬁredﬁfnﬁ;sxﬁ Mol ation on mobile.idf.il/sachar/changepassvord g o\ 26
176.13.3.51 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 18
2.54.158. 219 I srael 147.237.0.19 |madimatal .idf.i|Too Miny of the Sane Response Code (404) in Session from2.54.158.219 |H ock 15
2.54.130. 216 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock
176.13.13.194 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock
176.13.21.143  |Israel 147.237.77. 243|mobi L e i of i1 [T 0™ ?Lf???s\;cﬂaiic?gngggaitﬁs;md in Bock |5
212.179.21.194 Israel 147.237.77. 216 [dover . i df . i | vL\:/]\x?\zuit gfo r iI IZ/etdenL:)TL atpé:sclesshirtezl/ user cont r ol s/ navnenu/ undef i ned Bl ock >
149. 78. 63. 20 I srael 147.237.72. 166 [aka. i df . i | D stributed Unaut horized URL Access on waw aka. i df .il/val tam Bl ock 3
Lhaut hori zed URL Access to wwurefua atal .idf.il/shared/clientshttp/1.1 200
46. 19. 85. 172 | srael 147.237.76.42 |refuah.idf.il okdate: sat, 07 nov 2015 18:15:11 gmil ast-nodi fied: wed, 12 dec 2012 B ock 3
05: 52: 44 gn et ag:
176. 12. 140. 243 |Israel 147.237.77. 243 |nobi | e. i df . i | E;;:e?”effdmﬁa:;ﬁg;sxez Molation on mebile.idf.il/sachar/changepassword gy oy |3
2.52.148. 157 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
54.187.55. 213 ;h;:ee: 147.237.77.216|dover. i df . i | Mil ti pl e Unaut horized URL Access from 54.187.55. 213 B ock 2
2.54.154. 192 I srael 147.237.72. 166 |aka. i df . i | Ostributed Lhaut hori zed LRL Access on wan aka. i df .il/val tam Bl ock 2
66. 249. 65. 224  |Israel 147.237.77. 216 |dover.i df .i | D stributed Suspicious Response Code B ock 2
149. 88. 143. 163 |l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 149. 88. 143. 163 B ock 2
62.219.161.81 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 2
66.249. 65. 231 |Israel 147.237.77. 216 |dover.i df .i | D stributed Suspicious Response Code B ock 2
159. 203. 87. 27 g‘ialt:g 147.237.76.31 |nakchal .idf.il [Miltiple Unauthorized URL Access from 159. 203. 87. 27 B ock 2
46. 19. 86. 135 I 'srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ text . css B ock 1
82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249.78.246 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ si p_st orage/ fil es/ 8/ 60998. pdf [B ock 1
31.154. 94.38 | srael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
194. 90. 191. 158 |l srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
66. 249. 65. 238 [l srael 147.237.77. 216 |dover . i df .i | Ml tipl e Unauthori zed URL Access from 66. 249. 65. 238 B ock 1
2.54.137.46 | srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Qonnection - Protocol violation (SSLGONN QLIENT HALQ  |None 1
176.12.149. 144 I srael 147.237.77.233atal . i df .il e ot horized R _A;fgis on Bock |1
80.246.130.30 |[lIsrael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/giyous Bl ock 1
46. 19. 85. 103 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
217.194.207.24 |[israel 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
2.54.172.9 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
66.249. 78.153  |Israel 147.237.72. 166 |aka. i df . i | Unknown Parareter pop in www aka.idf.il/nain/ hore/ None 1
66. 249. 64. 245 |Israel 147.237.77. 170 |m@ar achot . i df . i | [Uhaut hori zed URL Access to 147.237.77. 170/ robot s. t xt B ock 1
2.54.48. 247 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
159.203. 87. 27 g‘;ttees 147.237.76.31 [nakchal . i df . il muagfrzélz.?c(‘jfﬁ/f(éﬁ;ilszt ;sc,)/ shar ed/ user cont r ol s/ header upper / B ock !
85.64.190. 238 I srael 147.237. 72. 166 |aka. i df . i | \?W;;;L:‘ftd‘?f’iw;‘t”:gg} Zed MR Focess on Bock |1
66.249.78.248 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ B ock 1
31.210.186. 181 |Israel 147.237.76.42 |refuah.idf.il [0 57 buted Lhaut horized ;ﬁaﬁcgz‘;i on Bock |1
209.88.198. 1 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
66. 249. 65. 238 [l srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw i df.il/navy/htm/unitfs. asp B ock 1
62. 0. 16. 54 I srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wwidf.il/watch Bl ock 1
220. 166. 140. 146|Chi na 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
80. 246. 139. 234 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
2.54.191.72 I srael 147.237.77.243|nobi l e. i df . i | O stributed Whaut hori zed URL Access on nobil e.idf.il/sachar/index B ock 1
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