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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature Device Action |Count]|
66. 249. 64. 181 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 3834
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table drop 127
204. 93. 154. 216 Lhited Sates 147.237.77. 216 dover.idf.il TP Scan (vertical) dr op 126
2.52.150. 123 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 64
212.179.21. 194 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 16
212.25.121. 195 | srael 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 15
89. 42. 53. 2 Romani a 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 10
84.228.127. 200 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 10
80. 246. 137. 237 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
46. 19. 86. 147 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
82. 166. 65. 59 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
79.181. 213. 148 | srael 147.237.72. 167 ishurimaka.idf.il|B ock Wdp All Nets drop 6
37.26. 146. 223 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
79.181.213. 148 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 5
147. 210. 56. 39 France 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 5
150. 140. 148. 66 G eece 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 4
82.80.173. 170 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
66. 37. 242. 36 Lhited Sates 147.237.77.216 dover.idf.il Inval i d TP H ags dr op 4
84.94.41.183 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
129. 15. 226. 93 Lhited Sates 147.237.77.216 dover.idf.il Invalid TGP H ags drop 4
46. 19. 86. 57 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
84.228. 14. 57 | srael 147.237.77.216 dover.idf.il SYN H ood unveri fied cookie drop 4
2.52.150. 123 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
158. 108. 249. 59 Thai | and 147.237.77.216 dover.idf.il Inval i d TP H ags dr op 4
95. 35. 151. 233 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
77.235.133. 191 Lebanon 147.237.77.216 dover.idf.il SYNHood full table drop 4
200. 201. 25. 11 Brazil 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 3
148.177.129. 212 Eur ope 147.237.76. 42 refuah.idf.il JLMPurple Con Linmit Htp drop 3
147.210. 58. 39 France 147.237.77.216 dover.idf.il Invalid TGP H ags drop 3
152. 66. 204. 26 Hungary 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 3
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3
62.219. 162. 242 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
37.26.149. 197 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
89. 203. 133. 7 Czech Republic 147.237.77.216 dover.idf.il Invalid TGP H ags dr op 3
192. 248. 84. 15 Si Lanka 147.237.77.216 dover.idf.il Invalid TGP H ags drop 3
131.188. 108. 9 Ger many 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 3
192. 65. 176. 112 Puerto R co 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 3
147.213. 205. 46 9 ovaki a 147.237.77.216 dover.idf.il Invalid TGP H ags drop 3
62. 219. 254. 22 | srael 147.237.72. 167 ishurimaka.idf.il|B ock Wdp Al Nets drop 3
37.26. 149. 199 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
200. 162. 143. 45 Brazil 147.237.77.216 dover.idf.il Inval i d TP H ags drop 3
18.78.0.9 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 3
80.87.191.3 Czech Republic 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 3
220.73.173. 103 Korea, Republic of 147.237.77.216 dover.idf.il Invalid TGP H ags drop 3
62. 219. 254. 22 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
168. 83. 73. 68 Argentina 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 3
140. 117. 75. 30 Tai wan 147.237.77.216 dover.idf.il Invalid TGP H ags drop 3
163. 1. 158. 29 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 3
212. 43. 65. 92 Ger many 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 2
211.115.217.124 Korea, Republic of 147.237.77.216 dover.idf.il Invalid TGP H ags drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Count ry |Ste |Signature |Count |
132. 73. 204. 49 147.237.77. 216 I srael dover.idf.il [portscan: TCP O stributed Portscan 1
46. 19. 85. 61 147.237.77. 216 I srael dover.idf.il |portscan: TGP D stributed Portscan 1
84.94. 32. 197 147.237.77. 216 I 'srael dover.idf.il [portscan: TGP D stributed Portscan 1
31.168.13.78 147.237.77. 216 I srael dover.idf.il [portscan: TGP D stributed Portscan 1
217.194.193.5 147.237.72. 166 I srael akaidf.il portscan: TGP D stributed Portscan 1
82. 166. 199. 89 147.237.77. 216 I 'srael dover.idf.il [portscan: TGP D stributed Portscan 1
202. 3. 255. 12 147.237.77. 216 French Pol ynesi a dover.idf.il |[GPL SCAN nnmap TCP 1
80. 246. 137. 141 147.237.72. 166 I srael akaidf.il portscan: TGP D stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il [Tehila - Perl LWP wth fake user agent 1
79.183.198.5 147.237.77. 216 I srael dover.idf.il [portscan: TGP D stributed Portscan 1
167.97. 194. 113 147.237.77. 216 Lited Sates dover.idf.il |ET DRCP Spamhaus DRCP Listed Traffic | nbound 1
79. 181. 135. 144 147.237.77. 216 I 'srael dover.idf.il [portscan: TGP D stributed Portscan 1
148. 105. 142. 40 147.237.77. 216 Lited Sates dover.idf.il |ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
66. 249. 81. 212 147.237.77. 216 Lited Sates dover.idf.il |portscan: TGP D stributed Portscan 1
140. 170. 37. 94 147.237.77. 216 Wited Sates dover.idf.il |ET DRCP Spamhaus DRCP Listed Traffic | nbound 1
46. 19. 86. 232 147.237. 72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
134. 209. 107. 125 147.237.77. 216 Lited Sates dover.idf.il |ET DRCP Spamhaus DRCP Listed Traffic | nbound 1
46. 19. 86. 6 147.237.77. 216 I 'srael dover.idf.il [portscan: TGP D stributed Portscan 1
95.217.172. 75 147.237.77. 216 Wkrai ne dover.idf.il |ET DRCP Spamhaus DRCP Listed Traffic | nbound 1
37.26. 149. 180 147.237.77. 216 I srael dover.idf.il |portscan: TGP D stributed Portscan 1
84.22.127. 25 147.237.77. 216 Net her | ands dover.idf.il |ET DRCP Spamhaus DRCP Listed Traffic | nbound 1
2.54.168.213 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
205. 145.193. 5 147.237.77. 216 Lited Sates dover.idf.il |portscan: TGP D stributed Portscan 1
80. 246. 137. 184 147.237.77. 216 I 'srael dover.idf.il [portscan: TGP D stributed Portscan 1
198. 151. 86. 41 147.237.77. 216 Lhited Sates dover.idf.il |ET DRCP Spamhaus DRCP Listed Traffic | nbound 1
80. 246. 130. 247 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
194. 50. 175. 83 147.237.77. 216 I 'srael dover.idf.il [portscan: TGP D stributed Portscan 1
79.183. 113. 58 147.237.77. 216 I srael dover.idf.il [portscan: TCP O stributed Portscan 1
159. 223. 136. 101 147.237.77. 216 Lited Sates dover.idf.il |ET DRCP Spamhaus DRCP Listed Traffic | nbound 1
79.177.5. 141 147.237.77. 216 I 'srael dover.idf.il [portscan: TGP D stributed Portscan 1
147. 50. 15. 102 147.237.77. 216 Lhited Sates dover.idf.il |ET DRCP Spamhaus DRCP Listed Traffic | nbound 1
66. 249. 67. 224 147.237.72. 166 Lited Sates aka.idf.il portscan: TGP DO stributed Portscan 1
138. 43. 221. 59 147.237.77. 216 Wited Sates dover.idf.il |ET DRCP Spamhaus DRCP Listed Traffic | nbound 1
46.19. 86. 67 147.237. 72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signhature

212.179.21. 194 |Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 590
79.182.130. 218 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 109
148.177. 129. 212 |Eur ope 147.237.76.42 |refuah.idf.il dr op First packet isn't SYN drop 108
84.111.75.234 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 95
80. 246.133. 171 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 94
37.26. 147. 152 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 84
193. 34. 56. 101 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 53
62.219. 162. 254 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 50
2.52.150. 123 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 49
213.204.127.27 |Lebanon 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 49
84.228.127.200 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 48
212.199. 195. 201 i srael 147.237.77. 233 |atal i df i Bad TCP sequence V?':dﬁrsa(‘:;”gt wth different monitor |47
46.19. 86. 6 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 43
212.25.102.57 |Israel 147, 237. 76. 200 |eitan. aka i of i1 || €M NG Engine: TCP Invalid  invalid segnent retransmssi on. drop 40

Ret r ansni ssi on Packet dr opped.
77.235.133.191 |Lebanon 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 38
46.19. 85. 38 I srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 35
95. 86. 85. 122 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 34
84.94.41.183 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 34
68.180.228.112 |lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SYN drop 27
176.13.17.136 |l srael 147.237.77. 233 |atal i df i Bad TCP sequence V?':dﬁrsa(‘:;”gt wth different monitor |26
209.88.198.1 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 23
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 23
80.246.133.92 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 23
46. 19. 86. 57 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 23
84.94.230.194 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 23
94. 159. 156. 104 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 21
209.132.186.36 |Lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 19
79.180. 217. 140 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 19
31.154.19.5 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 19
212.179.90. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
132. 64. 240. 126 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
217.132.221.22 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
192. 114. 105. 254 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 17
77.126.88.21 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 17
79.183.198.5 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17
212.199. 146. 194|l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 17
31.168.96.254 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
2.54.43. 87 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 16
52.16.5.197 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 16
212.143.3. 44 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
176.12.147.10 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 15
46. 19. 86. 84 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
46. 19. 86. 37 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
59. 23. 214. 63 %ﬁa o |147.237.77.216 [dover.id il drop First packet isn't SWN drop 15
192.117. 150. 233|I srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 14
212.179.21. 194 |israel 147. 237.76. 200 [ei tan aka i or i1 || €AM NG Engine: TCP Invalid  finvalid segnent retransnission drop 14
Ret r ansni ssi on Packet dr opped.

37.26.147.251 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
199.203.215.1 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 14
2.54.54. 40 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
84.95.198. 99 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 13
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |[Site Sgnature Action ‘Count
212.25.102.57 |Israel 147.237.76.200|ei tan. aka. i df . i | |Distributed Too Miny of the Sane Response Code (404) B ock 851
212.25.102.57 |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 212. 25. 102. 57 B ock 35
37.26.148.231 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 22
212.179.21.194 |lsrael 147.237.76.200|ei tan. aka. i df . i | |Distributed Too Miny of the Sane Response Code (404) B ock 18
46.19. 86. 12 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 6
31.184.197. 106 |Russian Federation 147.237.72. 166 |aka. i df . i | Ml ti pl e Unaut horized URL Access from 31.184. 197. 106 B ock 6
5.9.73.211 Ger many 147.237.72.166 |aka. i df . i | Mil tiple Unauthorized Method for Known URL from5.9.73.211 |B ock 6
31.184.197. 106 |Russian Federation 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 5
46.19. 86. 79 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 5
81.218. 251. 252 |lsrael 147.237.76.200|ei tan. aka. i df . i | |Distributed Too Miny of the Sane Response Code (404) B ock 4
2.54.182. 129 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code B ock 4
194. 90. 88. 105 |l srael 147.237.72. 156 |arman. i df . i | Distributed Unaut hori zed HTTP Met hod B ock 4
176.12.151.67 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
194.90.88.105 |[lsrael 147.237.72. 156 |anman. i df . i | Mil ti pl e Unaut horized URL Access from 194. 90. 88. 105 B ock 3
37.26.148.244 |israel 147.237.0.19 |[nadi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
31.184.197. 106 |Russian Federation 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wwu aka.idf.il/foruns/foruns.asp |B ock 2
. - Unaut hori zed URL Access to
80.74.107.118 |[Israel 147.237.76.42 |refuah.idf.il vw refua. atal i df.i1/si p storagelfil es/ O/ 2320. B ock 2
176.13. 8. 144 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 2
46.19. 85. 45 I srael 147.237.77. 216 |dover. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 2
84.94.176.7 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
46. 19. 86. 138 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 2
37.26.149.148 |lIsrael 147.237.77. 216 |dover. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 2
46.19. 85. 15 I srael 147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . O stributed Unaut hori zed URL Access on
176.13.17.136 |l srael 147.237.77.233|atal .idf.il 147, 237.77. 233/ 1135- hel at al . aspx B ock 1
79.180.214.16 |Israel 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
. . D stributed Lhaut hori zed URL Access on
66. 249. 67. 59 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus f or und asp/ Showf or Um asp B ock 1
213.149.223.82 |italy 147.237.77. 216 |dover. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
142.54.174.69 |Uited Sates 147.237.76.31 |nakchal .idf.il [Unauthorized URL Access to waw cl oud. ph/ B ock 1
. . Unaut hori zed URL Access to
46.117.215. 113 |Israel 147.237.76.31 |nakchal .idf. i1 |/ 000 e o0 el nakhal aspx B ock 1
. . Lhtraceabl e SS. Sessions: Protocol violation
2.54.8.192 I srael 147.237.77.216|dover.idf . il (SSL_OONN LI ENT FELLO) None 1
109. 64. 181. 183 |l srael 147.237.77. 216 |dover . i df . i | Abnornal |y Long Request request version Bl ock 1
185. 32.179. 154 |Israel 147.237.77. 216 |dover. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
- . D stributed Lhaut hori zed URL Access on
66.249.78.234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1
37.26.149.178 |lsrael 147.237.77.216|dover . i df . i | Untraceabl e SSL Sessi ons: Cpen Mde None 1
5.133.29.134 (F;a]ceus;ilg(ljan Territory, 147.237.77.216|dover. i df . i | Untraceabl e SSL Sessi ons: Cpen Mde None 1
109. 186. 10. 67 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
62.219.161.81 |[Israel 147.237.77. 216 |dover. i df . i | Untraceabl e SSL Sessions: (pen Mde None
. . Unaut hori zed URL Access to
212.179. 162. 137/l srael 147.237.77.233|atal .idf.il 147. 237.77. 233/ 1250- hel at al . aspx B ock 1
46. 19. 86. 86 | srael 147.237.77. 216 |dover. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
2.52.59. 199 I srael 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
85. 64. 155. 24 I srael 147.237.72. 166 |aka. i df . i | vw aka. i df .i |/ nai v sachar/ nai | box, aspx None 1
46.19. 85. 38 I srael 147.237.77.216|dover. i df .i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
176.13.20. 1 I srael 147.237.77. 216 |dover.idf . il Untraceabl e SSL Sessi ons: (pen Mbde None 1
. . Unaut hori zed URL Access to
66.249. 67. 71 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 1
213.151. 35. 218 |[lIsrael 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
37.26.146.138 |[lIsrael 147.237.77.216|dover. i df . il Lnt raceabl e SSL Sessi ons: Qpen Mde None 1
149.78.237.68 | srael 147.237.72. 166 |aka. i df . i | Wnaut hori zed Met hod HEAD for B ock 1
ww aka. i df . i1/ mai n/ gi yus/ general . aspx
52.23. 156. 32 Lhited Sates 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenporary B ock 1
212.25.122.125 [Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/nain/ Bl ock 1
2.54.43.214 I srael 147.237.77. 216 |dover . i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
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