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Attacker Address |Attacker Country Target Address Site Signature Device Action Count
212.25.121. 195 | srael 147.237.77. 216 dover.idf.il ock Wdp Al _Nets drop 33
89.42.53. 2 Ronani a 147.237.77. 216 dover.idf.il |Invalid TGP H ags dr op 6
91.90.121.11 Romani a 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 6
140. 113. 226. 125 Tai wan 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 5
150. 140. 151. 2 G eece 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 5
46.19. 85. 188 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 5
91. 103. 80. 2 Russi an Federation 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 4
2.52.23.113 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 4
193. 226. 37. 96 Romani a 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 4
133.6.88. 11 Japan 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 4
168. 122. 46. 11 Lhited Sates 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 4
79.177.196. 77 | srael 147.237.77.216 dover.idf.il [Block Udp All Nets drop 4
142.151.128.8 Canada 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 4
150. 140. 151. 98 G eece 147.237.77. 216 dover.idf.il |Invalid TGP H ags dr op 4
160. 216. 161. 7 Czech Republic 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 4
132. 248. 18. 105 Mexi co 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 4
207. 4. 226. 63 Lhited Sates 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 4
160. 124. 112. 4 South Arica 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 4
147.162. 62. 74 Italy 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 3
80. 246. 136. 5 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 3
147. 46. 30.5 Korea, Republic of 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 3
0.0.0.0 147.237.77. 216 dover.idf.il |SYINHood full table drop 3
222.122.49. 3 Korea, Republic of 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 3
118.129. 171. 62 Korea, Republic of 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 3
190. 36. 60. 15 \enezuel a 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 3
185. 32. 179. 35 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie dr op 3
208. 7. 233.7 Lhited Sates 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 3
18.78.0. 12 Lhited Sates 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 3
131.188. 9. 67 Cer many 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 3
80. 246. 139. 15 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 3
140. 113. 20. 65 Tai wan 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 3
147.83.138. 61 Spai n 147.237.77. 216 dover.idf.il |Invalid TGP H ags dr op 3
195. 160. 240. 11 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 3
194.29. 174. 25 Pol and 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 3
62.219. 254. 22 I srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 3
150. 140. 136. 68 G eece 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 3
89. 33. 88. 126 Romani a 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 3
165. 246. 149. 2 Korea, Republic of 147.237.77. 216 dover.idf.il |Invalid TGP H ags dr op 3
5. 154, 249. 27 Romani a 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 3
160. 80. 13. 103 Italy 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 3
188. 240. 45. 13 Romani a 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 2
37.26. 149. 135 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 2
132. 160. 30. 21 Lhited Sates 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 2
66. 102. 59. 24 Lhited Sates 147.237.77. 216 dover.idf.il |Invalid TGP H ags dr op 2
157. 159. 225. 10 France 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 2
209. 175. 60. 2 Lhited Sates 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 2
130. 228. 234. 7 Denmar k 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 2
118. 98. 72. 66 | ndonesi a 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 2
150. 140. 148. 66 G eece 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 2
201. 22.148. 42 Brazil 147.237.77. 216 dover.idf.il |Invalid TGP H ags dr op 2
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|Top Attackers In IPS|

Attacker Address |Attacker GQountry Target Address |Site |S gnat ure Devi ce Action |Count
132. 74. 56. 238 I srael 147. 237. 72. 166 aka.idf.il |CL000004: HTTP. options method (M crosoft) ock 2
212.235. 37. 65 I srael 147.237.77.74 lawidf.il |CL000004: HTTP. options nethod (M crosoft) B ock 2
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ountry ‘S‘te ‘Signature

79.250.91.230 |147.237.76.86 |Ger many navy.idf.il |PCLI CY- OTHER TCP packet with urgent flag attenpt 19
77.127.197.79  |147.237.77. 233l srael atal.idf.il |ET DO5 Large amount of TCP ZeroWndow - Possible Nkiller2 DDos attack [3
37.26.146.152  |147.237.77. 233 |l srael atal.idf.il |PCLI CY- OTHER TCP packet with urgent flag attenpt 3
80. 246. 133. 154 |147.237.77. 216 |I srael dover.idf.il|portscan: TGP DO stributed Portscan 2
2.54.24.8 147.237.77. 216 |I srael dover.idf.il|portscan: TGP DO stributed Portscan 1
192. 114. 105. 246|147, 237. 77. 216 |I srael dover.idf.il|portscan: TGP DO stributed Portscan 1
118. 241. 234. 224|147. 237. 77. 216 |Japan dover.idf.il[portscan: TCP O stributed Portscan 1
66. 102. 8. 238 147.237.77. 216 |hited Sates |[dover.idf.il|portscan: TCP DO stributed Portscan 1
41.218.183.38 |147.237.77. 216 |Egypt dover.idf.il[portscan: TCP O stributed Portscan 1
2.54.61. 134 147.237.77. 216 (I srael dover.idf.il|portscan: TGP DO stributed Portscan 1
192, 118.11. 120 |147.237. 72. 166 |I srael aka.idf.il [portscan: TGP DO stributed Portscan 1
185. 100. 84. 253 |147.237. 8. 45 eeitanidf.[ET SCAN NVAP -sS wi ndow 1024 1
82. 80. 17. 247 147.237.72. 166 I srael aka.idf.il [portscan: TGP DO stributed Portscan 1
66.249.93.196 [147.237.77.216|Whited Sates |dover.idf.il|portscan: TCP D stributed Portscan 1
62.219. 213. 223 |147.237. 72. 166 || srael aka.idf.il [portscan: TCP DO stributed Portscan 1
37.142.249.12 |147.237.72. 166 |I srael aka.idf.il [portscan: TGP DO stributed Portscan 1

. . |SERVER APACHE Apache nod_ssl non-SSL connection to SSL port denial of
14. 215. 176. 149 |147.237.77. 234 |Chi na hal ag.idf.il . 1
servi ce attenpt
212.179.90. 106 |[147.237.77.216 |l srael dover.idf.il|portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘S’te ‘Signature

212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 122
192. 114. 105. 254l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 109
212.179.21. 194 |israel 147. 237. 76. 200 [ei tan aka. i of . { | €A NG Engine: TCP Inval id - imvalid segnent retransnissi on. drop 102

Ret r ansni ssi on Packet dr opped.
212.179.90. 106 |[Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 59
192.114. 23. 208 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 58
212.179.28.34 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 51
31.168.13.78 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 48
212. 143.110. 33 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 47
193. 188. 136. 30 |Lebanon 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 44
79.181.166. 199 |[Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 40
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 39
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 39
66. 249. 93. 200 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 35
81.218.251. 252 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 35
2.52.150. 123 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 35
213.8.241.234 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 33
185. 120. 126. 59 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 32
46. 19. 85. 69 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 32
147. 236. 34. 110 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 32
212.199. 101. 60 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 31
46. 19. 86. 160 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 31
93. 184. 2. 250 g‘ilcisgii:;a” Territory. 1y 47, 237. 7. 216 |dover.idf. i1 |dr op First packet ismt SWN drop 30
193.138. 227. 76 |Net her| ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 29
46. 19. 86. 146 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 29
66.249.93.196 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 29
192.114. 23. 209 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 29
79.181. 165. 65 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 29
46. 19. 86. 120 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 27
212.179.91.58 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 25
68.180.228. 112 |lWhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 25
212.143.3. 44 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 25
192.115. 29. 222 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 25
46. 19. 85. 65 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 24
79.177.115.33  |israel 147.237. 72, 166 |akaiar.i1 |/ S3MNG Engine: TP Invalid |invalid segnent retransmssion. | o 24
Ret r ansm ssi on Packet dr opped.

79.182.62.125 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 24
212.179.185.18 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 24
77.42.129.119 |Lebanon 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 24
192.114.91. 229 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 23
37.26.148. 198 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 23
46. 19. 86. 82 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 22
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 21
46. 19. 85. 167 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 21
93. 184. 2. 250 gcf;iig;a” Territory, 1y 47, 237. 77. 176 |nat pash. i df . 1 |dr op First packet isn't SN drop 20
66. 249. 93. 192 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 20
46. 19. 85. 252 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 19
46. 19. 86. 201 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 19
2.52.60.114 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 19
62.219.99.130 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 18
195. 160. 240. 11 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 18
79.181. 170. 248 |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 18
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Devi ce

count ry ‘Target Address |Site S gnature Action ‘Count
176.13.13.194 |israel 147.237.0.19 |nadimatal .idf.il Too My of the Sane Response Cbde (404) in Session from Bl ock 238
176.13.13. 194
212.25.102.57 |lsrael 147.237.76.200(ei tan. aka. i df . il Dstributed Too Many of the Sane Response Code (404) B ock 219
176.13.13. 194 |[lsrael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 112
37.26.146. 164 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 83
37.26.146. 164 |l srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock 81
212, 179. 21. 194 I srael 147. 237.76. 200 [ei t an. aka. i df . i | Too Many of the Sane Response Code (404) in Session from Bl ock 51
212.179.21.194
176.13.13.194 |Israel 147.237.0.19 |nadimatal .idf.il Too Mny of the Sane Response Code (403) in Session from Bl ock 50
176.13.13. 194
46. 19. 86. 22 I srael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response Gode B ock 32
31. 168. 103. 115 |I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Lhaut hori zed URL Access from 31.168. 103. 115 B ock 15
46.19. 86. 92 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock
212.25.102.57 |lsrael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 212. 25. 102. 57 Bl ock
208.115.111. 72 |Lhited States [147.237.76.86 |navy.idf.il Mil ti pl e Lhaut hori zed URL Access from 208.115. 111. 72 Bl ock
. . . Unaut hori zed URL Access to
212.179. 21. 194 |l srael 147.237.76.200|ei tan. aka. i df . i | vuww i tan. aka, i df i 1/ shar edl aj ax/ | i ght boxredi agal | ery. aspx B ock 6
37.26.146. 222 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
185. 32. 179. 129 [l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response CQode B ock
37.26.146. 217 |lsrael 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock
. . . Paraneter Type Mol ati on GaptchaText in
37.26.146.217 |Israel 147.237.77.243|nobi l e. i df . i | nobi | i df i 1/ aut hent i cat i on/ | ogi n B ock 3
46.19.86.237 |[Israel 147.237.77. 216 |dover.i df .i | Unt raceabl e SSL Sessi ons: (pen Mode None 2
. . . Untraceabl e S3. Sessions: Protocol viol ation
14.215.176.21 [China 147.237.77.234|hal ag. i df . il (SSL OONN LI ENT HELLO) None 2
m ny- kosher-kravi .id
176.13.15. 121 [lsrael 147.237.0. 17 f inly Dstributed I11egal Paraneter Encodi ng None 2
. . . Untraceabl e S3. Sessions: Protocol viol ation
14. 215, 176. 148 [Chi na 147.237.77.234|hal ag. i df . il (SSL OONN LI ENT HELLO) None 2
217.132. 67. 246 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None
82.102. 169. 113 |I srael 147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None
212.235.37.65 |lsrael 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod B ock
. - - Lhtraceabl e SS. Sessions: Protocol violation
14. 215. 176. 149 [Chi na 147.237.77.234|hal ag. i df . il (SSL_OONN LI ENT FELLO) None 2
. . . Unaut hori zed URL Access to
208.115.111. 72 |Lhited Sates [147.237.76.86 |navy.idf.il navy. i df . i 1/ gi yus/ f or und asp/ show or um asp Bl ock 2
37.26.149. 140 |[lsrael 147.237.77. 216 |dover.i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
195. 95. 183. 254 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to v aka. idf.il/https:/ww aka.idf.il/ [B ock 1
2.52.174.220 |Israel 147.237.77.216|dover. i df .i | Untraceabl e SSL Sessi ons: pen Mde None 1
80. 246. 137. 110 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
. . . Paranet er Type M ol ati on PageNumin
68.180.230.29 |lhited States |147.237.77.176 [nat pash. i df .| v cogat . i df . i 1/ 2113- he/ cogat . aspx Bl ock 1
37.26.146.160 |Israel 147.237.77.216|dover. i df .i | Lhtraceabl e SSL Sessi ons: Qpen Mde None
185. 32. 179. 112 |I srael 147.237.77. 216 |dover.i df .i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
. . Unaut hori zed URL Access to
151.80.31.136 [italy 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994- 8804- he/ r ef uah. aspx Bl ock 1
213.8.129.139 |[lIsrael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
. . Unknown Paranet er wb48617274 in
81.168.103. 115 I srael 147.237.72.166|aka. i df . | wiw aka. i df . i 1/ nai n/ hone/ r esour ces/ i nages/ bar / gi nh ai m i f None !
2.54.128.64 I srael 147.237.77.216|dover. i df .i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
81. 218. 206. 192 |l srael 147.237.77. 216 |dover.idf .i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
46. 19. 85. 49 I srael 147.237.77.216|dover .i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
192. 114. 23. 209 |l srael 147.237.77.216|dover. i df .i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
2.52.23.113 I srael 147.237.77. 216 |dover.idf .i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
79.180.107.91 |Israel 147.237.77.216|dover . i df .i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . Unknown Par aret er wb48617274 in
31.168.103. 115 | srael 147.237.72. 166 [aka. i df . i | wwy aka. i df . i |/ mai n/ hone/ resour ces/ i nages/ bul | eti con. gi f None !
. . D stributed Lhaut hori zed URL Access on
66.249.67.71 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
212.179. 21. 194 |I srael 147.237.77.216|dover. i df .i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
- . SS. Lhtraceabl e Gonnection - Protocol violation
87.69.213.24 |[lIsrael 147.237.77. 216 |dover . i df . i | (SSL CONN LI ENT FELLO) None 1
80. 246. 138. 142 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
37.26.149. 141 |[lIsrael 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
. . . . Unaut hori zed URL Access to
207.46.13. 68 Uited Sates |147.237.0.34  [ti kshuv.idf. il tikshuv.idf.il/tenplates/shared usercontrol s/ navnenu/ nazi . i df .l Bl ock !
2.52.175. 58 I srael 147.237.77.216|dover.i df .i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
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