11-09-2015-07:04:00 to 11-09-2015-08:04:00

@
1"PT SwNn ()

goOVv

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |

1, 200+"

900+

600+

Number 30077

(6]
At acks

Top Tar get

[Top Attackers |

M dover.idf.il

M nadi matal .idf.il
M aka.idf.il

M aman.idf.il

M ishurimaka.idf.il

M hinush.idf.il

Wenadimatal.idf.il

Matal.idf.il
e.lifestyle.idf.il

B mny-kosher-kravi .idf.il

240+

W 54. 252.97. 12
194. 90. 83. 233

I 46. 19. 85. 135
176.12. 141. 21
Bl 212.25.121. 195

120-
Nunber
(6]
At acks 60

S . > v o AR
> E N Y A R P P
VA I R G - S R SN R - 4
R R A ! : R :
RN OV A Moo

Top Attackers

M 96. 39. 241. 107
[ 81.218.241. 26
M 176. 13. 18. 254
41. 33. 231. 90
M 185. 58. 201. 28




11-09-2015-07:04:00 to 11-09-2015-08:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
54.252.97.12 Australia 147.237.77. 216 dover.idf.il|TQP Scan (vertical) drop 769
66. 249. 67. 6 Lhited Sates 147.237.72. 166 aka.idf.il |TQP handshake viol ation, first packet not syn dr op 124
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il |Anonal y-TLS renegotiation-Qi dest - r eset 106
212.25.121.195 | srael 147.237.77. 216 dover.idf.il|Bl ock Udp All Nets drop 26
89.42.53. 2 Romani a 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 7
199. 185. 225. 14 Canada 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 6
62. 219. 254. 22 | srael 147.237.77. 216 dover.idf.il|Bl ock_Udp All _Nets drop 6
140. 117.78. 4 Tai wan 147.237.77.216 dover.idf.il|lnvalid TGP H ags dr op 5
218.38. 14. 4 Korea, Republic of 147.237.77. 216 dover.idf.il|lnvalid TGP Hags drop 5
193.34.70.8 Cer many 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 5
158. 75. 3. 19 Pol and 147.237.77. 216 dover.idf.il]lnvalid TGP H ags drop 5
132. 248. 238. 127 Mexi co 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 5
83. 166. 223. 6 Romani a 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 4
89. 33. 88. 126 Ronani a 147.237.77.216 dover.idf.il|lnvalid TGP H ags dr op 4
142.151. 128. 65 Canada 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 4
147. 83. 138. 59 Spai n 147.237.77. 216 dover.idf.il]lnvalid TGP H ags drop 4
89. 33.88. 114 Romani a 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 4
188. 240. 45. 15 Romani a 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 4
128. 197. 238. 99 Lhited Sates 147.237.77.216 dover.idf.il]lnvalid TGP H ags drop 4
168. 122. 23. 12 Lhited Sates 147.237.77.216 dover.idf.il|lnvalid TGP H ags dr op 4
147. 83. 138. 60 Sai n 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 4
89. 19. 0. 107 Tur key 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 4
83. 150. 81. 28 H nl and 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 4
121. 154. 105. 108 Korea, Republic of 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 4
188. 240. 45. 13 Romani a 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 4
147.83.138. 61 Spai n 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 4
200. 145. 150. 16 Brazil 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 4
140. 113. 20. 125 Tai wan 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 4
122. 0. 28. 23 Ml aysi a 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 3
96. 47. 192. 10 Lhited Sates 147.237.77.216 dover.idf.il]lnvalid TGP H ags drop 3
158. 75. 18. 13 Pol and 147.237.77.216 dover.idf.il]lnvalid TGP H ags drop 3
185. 35. 160. 123 Russi an Federation 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 3
168. 122. 30. 14 Lhited Sates 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 3
203. 234. 49. 6 Korea, Republic of 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 3
200.71.112.3 \enezuel a 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 3
160. 216. 102. 5 Cech Republic 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 3
83.241.138. 74 Sweden 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 3
168. 122. 35. 12 Lhited Sates 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 3
81. 209. 34. 43 H nl and 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 3
168. 122. 28. 13 Lhited Sates 147.237.77. 216 dover.idf.il]lnvalid TGP H ags drop 3
128. 39. 106. 18 Nor way 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 3
141. 32. 222. 110 Cer many 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 3
12.107.60.7 Lhited Sates 147.237.77.216 dover.idf.il]lnvalid TGP H ags drop 3
74. 84. 80. 50 Lhited Sates 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 3
158. 75. 18. 14 Pol and 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 3
85.121. 159. 125 Romani a 147.237.77. 216 dover.idf.il]lnvalid TGP H ags drop 3
168. 122. 47. 13 Lhited Sates 147.237.77. 216 dover.idf.il]lnvalid TGP H ags drop 3
142.151. 128. 67 Canada 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 3
158. 108. 249. 30 Thai | and 147.237.77.216 dover.idf.il]lnvalid TGP H ags drop 3
165. 246. 154. 3 Korea, Republic of 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 3
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

A tacker

Signature

Count ry

Potential Scan or Brute Force

54.252.97.12 |147.237.77.216 |Australia dover.idf.il ET SCAN NMAP -sS wi ndow 2048 13
54.252.97.12 |147.237.77.216 |Australia dover.idf.il ET SCAN NVAP -f -sS 13
54.252.97.12 |147.237.77.216 |Austraia dover.idf.il ET SCAN NMAP -sS wi ndow 1024 13
54.252.97.12 |147.237.77.216 |Australia dover.idf.il ET SCAN NVAP -sS w ndow 4096 12
54.252.97.12 |147.237.77.216|Austraia dover.idf.il ET SCAN NVAP -sS wi ndow 3072 12
185. 58. 201. 28 |147.237.76.30 |Lebanon hi nush. i of .i 1 ET SCAN NVAP -sA (2) 3
84.21.203.130 |147.237.8.46 |Bulgaria e.chinuch.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
2.54.165.107 |147.237.77.216 |l srael dover.idf.il portscan: TCQP O stributed Portscan 1
172. 98. 197. 120 |147. 237. 72. 156 anan. i df.il ET SCAN NMAP -sS wi ndow 4096 1
172. 98. 197. 120 |147. 237. 8. 46 e.chinuch.idf.il ET SCAN NVAP -f -sS 1
84.21.203.130 |147.237.76.44 |Bulgaria e.refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
66.249. 67.237 [147.237.0.34 |lhited Sates [tikshuv.idf.il SERVER | | S asp-dot attenpt 1
46. 19. 86. 60 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
185. 100. 84. 253 |147. 237. 0. 16 ny-kosher-kravi.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
2.52.62.241 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
180. 97. 106. 36 [147.237. 76. 176 |Chi na test.ncore.idf.il SER\/ER APAO—E.Apache mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
172. 98. 197. 120 |147. 237. 8. 46 e.chinuch.idf.il ET SCAN NMAP -sS wi ndow 2048 1
123.173. 90. 229 |147.237.0.15 |China kosher-kravi.idf.il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Connecti ons, 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
194. 90. 83. 233 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 87
96.39.241.107 |lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SN drop 22
176. 13. 18. 254 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 18
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrul e drop 15
80. 246. 133. 170 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
5. 102. 254. 237 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 11
212.179. 90. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
92.48.11. 112 Saudi Arabia  |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 9
37.26.148.166 |lsrael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 9
94.159. 177. 152 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
193. 188. 136. 30 [Lebanon 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
176. 228. 176. 104 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
93.207.25.181  |Germany 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
77.235.143. 108 |Lebanon 147.237.77. 216 |dover.idf .il drop SAMrul e drop 6
80. 246. 130. 137 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
149. 88. 20. 65 | srael 147.237. 72. 156 |anan. i df . il dr op Frst packet isn't SN drop 6
46. 19. 85. 32 | srael 147.237. 72. 167 |i shuri maka. i df . il Stream ng EI’_\gI ne: TGP Invalid nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
188. 29. 126. 99 zint:gom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
109. 65. 120. 241 |Israel 147. 237.72. 166 |aka. i of . i Streamng Engine: TCP Invalid invalid segnent retransmssion. | 6
Ret r ansm ssi on Packet dr opped.
81.218.241.26 |lsrael 147.237.72. 166 |aka. i df.il dr op First packet isn't SN drop 6
46.19. 85. 188 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 6
46.19. 85. 31 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
108.21.68.216 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 6
68.180.228. 112 |lLhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SWN drop 5
80. 246. 130. 203 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
176.13.11. 17 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
46. 19. 86. 38 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 5
185. 58. 201. 28 |Lebanon 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
220. 130. 250. 82 [Tai wan 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
14.139. 220. 116 |India 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 5
66. 238. 6. 174 Uited Sates [147.237.8.27 |e.nadimatal.idf.i|Geo-| ocati on enf or cenent Geo-l ocat i on inbound enf or cenent |dr op 4
66.249.67.122 |lited Sates |147.237.72. 166 |aka idf.il Streamng Engi ne: TCP | nvalid finvalid segnent retransnissi on drop 4
Ret r ansni ssi on Packet dr opped.
37.26.147.192 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
66. 238. 6. 174 Uited Sates [147.237.8.28 |e.nobile-ks.idf.il|Geo-| ocati on enf or cenent Geo-l ocat i on inbound enf or cenent |dr op 4
81.218.189. 244 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
109. 67.123. 74  |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
37.26.147.240 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
79.180.217. 140 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
212.117.180.21 |Luxenbourg [147.237.77.216|dover.idf.il dr op First packet isn't SN drop 4
109. 65. 165. 35 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
66.238. 6. 174 Lhited Sates [147.237.8.24 |e.lifestyle.idf.il|Geo-| ocati on enf or cenent Geo-l ocation i nbound enf orcenent |drop 4
77.126.97.175 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
207.46.13.107 |Whited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 4
80.178.202.8  |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP | nvalid finvalid segnent retransnissi on drop 3
Ret r ansm ssi on Packet dr opped.
176. 13. 3. 242 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
109. 67. 104. 230 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
46.19. 85. 135 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
2.54.129.202  |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid |invalid segnent retransnission drop 3
Ret r ansmi ssi on Packet dr opped.
130. 149. 17.31  |Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop
46. 19. 86. 23 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
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|Top Attackers In V\AF|

A tacker

Devi ce

waw aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx

count ry Target Address |Site Sgnature Acti on ‘Count
46.19.85.135 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 54
176.12.141. 21 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 44
46.19.85.135 |Israel 147.237.0.19 |nadimatal.idf.il Too Meny of the Sane Response Code (404) in Session from Bl ock 7
46. 19. 85. 135
176. 12. 142.56 |[Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock 5
m ny- kosher - kravi . i _ _
176. 12. 143. 109 |l srael 147.237.0. 17 df il Miltiple Illegal Paraneter Encoding from 176. 12. 143. 109 None 2
46.19.85.128 |Israel 147.237.77.216|dover.i df . il Lhtraceabl e SSL Sessi ons: pen Mde None 2
. . Unaut hori zed URL Access to
66.249.67.52 |Israel 147.237.76.31 [nakchal .idf.il 147. 237, 76. 31/ 1111- 7643- he/ nakhal . aspx Bl ock 1
68. 180. 229. 239 |Lhited Sates |147.237.72.166|aka. i df.il Distributed Suspicious Response Gode_Qust om Tenpor ary Bl ock 1
. . Unaut hori zed URL Access to
66.249. 64. 145 |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9703- he/ r ef uah. aspx B ock 1
2.54.190.230 |Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
212.179. 21. 194 |l srael 147.237.77.216|dover. i df . il Lhtraceabl e SSL Sessi ons: pen Mde None 1
93. 172. 169. 225 [l srael 147.237.77.216|dover . i df . il Untraceabl e SSL Sessions: (pen Mde None 1
. . Unaut hori zed URL Access to
66.249.67.71 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or Um asp B ock 1
m ny- kosher - kravi . i j i
176. 12. 143. 109 |1 srael 147.237.0.17 "y llegal Paraneter Encoding rnd in . None 1
df.il m ny-kosher -kravi . i df .il/aj ax/ creat ecapt chai nage. aspx
] . . Paraneter Type M ol ati on PageNumin
68.180.230.29 [Wited Sates |147.237.77.176 nat pash. i df. il vaw cogat . i df . i 1/ 901- ar / cogat . asp B ock 1
66.249.67.6 | srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
5.29.197.184 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None
213.8.81.18  |Israel 147. 237. 72. 166 |aka. i df . i | llegal Byte Cde Caracter in URL [nain/kapat2//res B ock 1
our ces/ i mages/ i nner page/ goback. gi f
107. 150. 43. 206 |Lhited Sates [147.237.76.30 |[hi nush.idf.il Unaut hori zed URL Access to ww cl oud. ph/ B ock 1
66. 249. 67. 217 |Israel 147.237.76.31 [nakchal .idf.il Unaut hori zed URL Access to nakhal .idf.il/page. asp B ock 1
46. 19. 86. 38 | srael 147.237.77.216|dover. i df . il Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
79.181. 188. 184 |l srael 147.237.77.216|dover . i df . il Untraceabl e SSL Sessions: (pen Mde None 1
. . Unknown Par anet er 4d9c6f40 in
66.249.67.13 |Israel 147.237.72. 166 |aka. i df . i | v aka, i df . | / mai n/ kapat 2/ cont act Us. aspx None 1
46.19. 85. 24 | srael 147.237.77.216|dover. i df . il Lhtraceabl e SSL Sessi ons: Cpen Mde None
213.8.81.18 I srael 147.237.72. 166 [aka. i df . i | Mitiple I1legal Byte Gode Character in LR from213.8.81.18 B ock 1
118. 33. 90. 68 ggﬁ;ic o  |147-237.77.216|dover i df .| O stributed Unauthorized UR. Access on 147.237.77. 216/ B ock 1
. . . Unaut hori zed URL Access to
66.249. 67. 237 |[lIsrael 147.237.0.34 |tikshuv.idf.il vaw ti kshuv. i o i 1/i t e/ gener al . asp. . . 669&doci d=72502 B ock 1
. . . S Untraceabl e Gonnection - Protocol violation
54.252.97.12 |Austradia 147.237.77. 216 |dover. i df .i | (SSL CONN LI ENT FELLO None 1
176.13.3.242 |Israel 147.237.77.216|dover . i df . il Untraceabl e SSL Sessions: (pen Mde None 1
83.169. 10. 185 |Ger many 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/giyus/general /default.a  |B ock 1
66.249. 67.48 |[Israel 147.237.76.31 |nakchal .idf.il D stributed Whaut hori zed URL Access on 147.237.76.31/robots. txt  |B ock 1
66.249.78.18 |l srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
61.78.69. 113 gﬁaic o  |147-237.77.216|dover i df .| Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
2.54.156. 59 | srael 147.237.77.216|dover. i df . il Lhtraceabl e SSL Sessi ons: Qpen Mde None
207.46.13.74 |Uhited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ B ock 1
Unknown Par anet er
85. 65. 83. 96 | srael 147.237.72. 166 [aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaBack in None 1
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