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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il|DCS- Tool - Swi t chbl adG dest - r eset 1987
66. 249. 67. 13 Lhited Sates 147.237.72. 166 aka.idf.il |TQP handshake viol ation, first packet not syn dr op 916
77.235.143. 108 Lebanon 147.237.77. 216 dover.idf.il|TCP Scan (vertical) drop 358
66. 249. 65. 238 Lhited Sates 147.237.77. 216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 63
2.54.35. 144 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 43
212.25.121. 195 | srael 147.237.77. 216 dover.idf.il|Block Udp All Nets drop 14
45. 48. 147. 94 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 10
43. 237. 202. 86 Japan 147.237.77.216 dover.idf.il|L4 Source or Dest Port Zero dr op 10
37.200. 61. 65 Nor way 147.237.77. 216 dover.idf.il|lnvalid TGP Hags drop 9
98. 102. 144. 112 Lhited Sates 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 8
76.94.212. 11 Lhited Sates 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 8
37.26. 148. 143 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 8
107. 144.179. 74 Lhited Sates 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 7
24.227.107. 67 Lhited Sates 147.237.77.216 dover.idf.il|lnvalid TGP H ags dr op 7
74.59. 209. 67 Canada 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 7
76.170. 86. 25 Lhited Sates 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 6
76.171.48. 3 Lhited Sates 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 6
24.199. 80. 106 Lhited Sates 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 6
213. 238.217. 77 Sweden 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 6
74.72.56.7 Lhited Sates 147.237.77.216 dover.idf.il|lnvalid TGP H ags dr op 6
108. 41. 16. 234 Lhited Sates 147.237.77. 216 dover.idf.il|SINHood full table drop 6
109. 189. 51. 87 Nor way 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 6
31.45.74. 87 Nor way 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 6
103. 254. 60. 2 Japan 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 6
64. 131. 164. 3 Lhited Sates 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 5
85. 164. 239. 115 Nor way 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 5
104. 34. 251. 97 Lhited Sates 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 5
172.73.168. 12 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 5
82. 164. 166. 15 Nor way 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 5
24.103. 103. 23 Lhited Sates 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 5
110. 20. 66. 123 Australia 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 5
110. 23. 40. 4 Australia 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 4
24.8.234.121 Lhited Sates 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 4
45. 47.90. 78 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 4
74.56.107. 91 Canada 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 4
69. 22. 251. 104 Lhited Sates 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 4
207.101. 122. 55 Lhited Sates 147.237.77. 216 dover.idf.il|SYINHood full table drop 4
131.188. 9. 67 Ger many 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 4
2.54.35.144 | srael 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 4
37.26. 147. 190 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 4
103. 251. 156. 2 Japan 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 4
88. 95. 24. 27 Nor way 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 4
85. 225. 135. 91 Sweden 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 4
74.87.111. 57 Lhited Sates 147.237.77.216 dover.idf.il|lnvalid TGP H ags drop 4
82.164. 53. 93 Nor way 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 4
67. 240. 88. 37 Lhited Sates 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 4
104. 174. 93. 49 Lhited Sates 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 3
5.154. 38. 74 Spai n 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 3
85. 91. 236. 104 Unit ed Ki ngdom 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 3
14.139. 56. 194 India 147.237.77. 216 dover.idf.il|Frk Purple Gon Limt_Htp drop 3
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address ‘Site |S’gnature |Devi ce Action |Count |
255. 211. 147. 26 147.237.77.216 |dover.idf.il]|0055: IP. Source IP Address Spoof ed (Reserved for Testing) B ock 1
247.39. 238. 88 147.237.77.216 |dover.idf.il|0055 IP. Source |P Address Spoof ed (Reserved for Testing) B ock 1
244.141. 188. 17 147.237.77.216 |dover.idf.il|0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
253. 238. 244. 43 147.237.77.216 |dover.idf.il]|0055: IP. Source IP Address Spoof ed (Reserved for Testing) B ock 1
242.149.59. 115 147.237.77.216 |dover.idf.il|0055 IP. Source |P Address Spoof ed (Reserved for Testing) B ock 1
251. 45. 128. 23 147.237.77.216 |dover.idf.il|0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
249. 82. 64. 36 147.237.77.216 |dover.idf.il]|0055: IP. Source IP Address Spoof ed (Reserved for Testing) B ock 1
245.147.214. 34 147.237.77.216 |dover.idf.il|0055 IP. Source |P Address Spoofed (Reserved for Testing) B ock 1
254.194. 145. 67 147.237.77.216 |dover.idf.il|0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
252.125. 185. 46 147.237.77.216 |dover.idf.il]|0055: IP. Source IP Address Spoofed (Reserved for Testing) B ock 1
243.25.222.22 147.237.77.216 |dover.idf.il|0055 IP. Source |P Address Spoofed (Reserved for Testing) B ock 1
127.120. 168. 56 147.237.77.216 |dover.idf.i1{0052: IP. Source | P Address Spoof ed (Loopback) B ock 1
250. 88. 1. 87 147.237.77.216 |dover.idf.il]|0055: IP. Source IP Address Spoofed (Reserved for Testing) B ock 1
255.212.211.52 147.237.77.216 |dover.idf.il|0055 IP. Source |P Address Spoofed (Reserved for Testing) B ock 1
247.164. 145. 111 147.237.77.216 |dover.idf.il|0055 IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
244.237.109. 59 147.237.77.216 |dover.idf.il]|0055: IP. Source IP Address Spoof ed (Reserved for Testing) B ock 1
254. 50. 237. 60 147.237.77.216 |dover.idf.il|0055 IP. Source |P Address Spoofed (Reserved for Testing) B ock 1
242.185. 176. 68 147.237.77.216 |dover.idf.il|0055 IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
251. 99. 49. 64 147.237.77.216 |dover.idf.il]|0055: IP. Source IP Address Spoof ed (Reserved for Testing) B ock 1
249. 84. 163. 92 147.237.77.216 |dover.idf.il|0055 IP. Source |P Address Spoofed (Reserved for Testing) B ock 1
254.213.51. 35 147.237.77.216 |dover.idf.il|0055: IP. Source |P Address Spoofed (Reserved for Testing) Bl ock 1
245. 234.152. 31 147.237.77.216 |dover.idf.il]|0055: IP. Source IP Address Spoof ed (Reserved for Testing) B ock 1
252.141. 252. 65 147.237.77.216 |dover.idf.il|0055 IP. Source |P Address Spoofed (Reserved for Testing) B ock 1
243. 68. 150. 37 147.237.77.216 |dover.idf.il|0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
240. 225. 93. 46 147.237.77.216 |dover.idf.il]|0055: IP. Source IP Address Spoofed (Reserved for Testing) B ock 1
250. 213. 148. 115 147.237.77.216 |dover.idf.il|0055 IP. Source |P Address Spoofed (Reserved for Testing) B ock 1
255. 230. 4. 53 147.237.77.216 |dover.idf.il|0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
247.244.85. 51 147.237.77.216 |dover.idf.il]|0055: IP. Source IP Address Spoofed (Reserved for Testing) B ock 1
245. 61. 148. 48 147.237.77.216 |dover.idf.il|0055 IP. Source |P Address Spoofed (Reserved for Testing) B ock 1
254. 90. 182. 96 147.237.77.216 |dover.idf.il|0055: IP. Source |P Address Spoofed (Reserved for Testing) Bl ock 1
251. 158. 127. 60 147.237.77.216 |dover.idf.il]|0055: IP. Source IP Address Spoofed (Reserved for Testing) B ock 1
243.11. 10. 37 147.237.77.216 |dover.idf.il|0055 IP. Source |P Address Spoofed (Reserved for Testing) B ock 1
249, 106. 130. 73 147.237.77.216 |dover.idf.il|0055 IP. Source |P Address Spoofed (Reserved for Testing) Bl ock 1
255. 21. 30. 26 147.237.77.216 |dover.idf.il]|0055: IP. Source IP Address Spoof ed (Reserved for Testing) B ock 1
246.80.121. 23 147.237.77.216 |dover.idf.il|0055 IP. Source |P Address Spoofed (Reserved for Testing) B ock 1
252.143.68.3 147.237.77.216 |dover.idf.il|0055 IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
243.114.112. 64 147.237.77.216 |dover.idf.il]|0055: IP. Source IP Address Spoof ed (Reserved for Testing) B ock 1
242.9.52.41 147.237.77.216 |dover.idf.il|0055 IP. Source |P Address Spoofed (Reserved for Testing) B ock 1
250. 239. 117. 66 147.237.77.216 |dover.idf.il|0055 IP. Source |P Address Spoofed (Reserved for Testing) Bl ock 1
248.10. 73. 36 147.237.77.216 |dover.idf.il]|0055: IP. Source IP Address Spoof ed (Reserved for Testing) B ock 1
245.91. 76. 107 147.237.77.216 |dover.idf.il|0055 IP. Source |P Address Spoofed (Reserved for Testing) B ock 1
254. 133. 144. 119 147.237.77.216 |dover.idf.il|0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
251. 245, 135. 59 147.237.77.216 |dover.idf.il]0055: IP. Source IP Address Spoof ed (Reserved for Testing) B ock 1
243.14.119. 3 147.237.77.216 |dover.idf.il|0055 IP. Source |P Address Spoofed (Reserved for Testing) B ock 1
249, 155. 59. 29 147.237.77.216 |dover.idf.il|0055: IP. Source |P Address Spoofed (Reserved for Testing) Bl ock 1
255. 85. 253. 91 147.237.77.216 |dover.idf.il]|0055: IP. Source IP Address Spoof ed (Reserved for Testing) B ock 1
246.153. 234. 47 147.237.77.216 |dover.idf.il|0055 IP. Source |P Address Spoofed (Reserved for Testing) B ock 1
252.182. 33. 99 147.237.77.216 |dover.idf.il|0055: IP. Source |P Address Spoofed (Reserved for Testing) Bl ock 1
243.242.215.72 147.237.77.216 |dover.idf.il]|0055: IP. Source IP Address Spoofed (Reserved for Testing) B ock 1
242.107. 240. 114 147.237.77.216 |dover.idf.il|0055 IP. Source |P Address Spoofed (Reserved for Testing) B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 6
127.99.193.23 |147.237.77.216 dover . idf.il @@L SCAN | oopback traffic 2
127.182.101. 91 |147.237.77.216 dover.idf.il @@L SCAN | oopback traffic 2
127.10.136.64 |147.237.77.216 dover . i df .i| @@L SCAN | oopback traffic 2
127.164.15.77 |147.237.77.216 dover . idf.il @@L SCAN | oopback traffic 2
127. 143. 167. 106|147. 237. 77. 216 dover.idf.il @@L SCAN | oopback traffic 2
127.120. 252. 74 |147.237.77.216 dover . i df .i| @@L SCAN | oopback traffic 2
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
127.233.162. 32 |147.237.77.216 dover.idf.il @@L SCAN | oopback traffic 2
127.228.55. 112 |147.237.77.216 dover . i df .i| @@L SCAN | oopback traffic 2
127.189. 3. 67 147.237.77. 216 dover . idf.il @@L SCAN | oopback traffic 2
127.13.203.43 |147.237.77.216 dover.idf.il @@L SCAN | oopback traffic 2
127.175.61.6 147.237.77. 216 dover . i df .i| @@L SCAN | oopback traffic 2
127.159. 226. 71 |147.237.77.216 dover . idf.il @@L SCAN | oopback traffic 2
127.147.147. 81 |147.237.77.216 dover.idf.il @@L SCAN | oopback traffic 2
127.120. 168.56 |147.237.77.216 dover . i df .i| @@L SCAN | oopback traffic 2
188.138. 9. 51 147.237.0.33 |Ger many idf.il ET SCAN NVAP -sS w ndow 1024 1
31.6.71. 154 147.237.0.33  |Pol and idf.il ET SCAN NVAP -sS w ndow 1024 1
127.230.21.13 |147.237.77.216 dover . i df .i | @@L SCAN | oopback traffic 1
187.235.244.1 [147.237.72. 167 |Mexi co ishurimaka idf.il|ET SCAN Potential SSH Scan 1
127.51. 254. 115 |147.237.77.216 dover.idf.il @@L SCAN | oopback traffic 1
12. 207.5. 66 147.237.77. 216 |United Sates |dover.idf.il portscan: TGP D stributed Portscan 1
127.218. 138. 125|147. 237. 77. 216 dover . idf.il @@L SCAN | oopback traffic 1
127.15.184.49 |147.237.77.216 dover.idf.il @@L SCAN | oopback traffic 1
170. 120. 143. 88 [147.237.77.216|Whited Sates |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
157.231. 165. 27 |147.237.77.216|hited Sates |[dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
222.186. 34. 242 |147.237. 76. 200 |Chi na eitan.akaidf.il [ET SCAN Potential SSH Scan 1
104. 128. 144. 131(147. 237. 76. 201 |Canada e.atal.idf.il ET SCAN NVAP -sS w ndow 4096 1
143.49.177.86 |147.237.77.216|hited Sates |[dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
127.153.46.29 |147.237.77.216 dover.idf.il @@L SCAN | oopback traffic 1
222.186. 34. 242 |147.237.76.44 |China erefush.idf.il |ET SCAN Potential SSH Scan 1
95.216. 122. 111 [147.237. 77. 216 |Lkrai ne dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
140.170. 80. 116 |147.237.77.216|lhited Sates |[dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
199. 188. 172. 138(147. 237. 77. 216 |Canada dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
138, 94. 98. 86 147 237 8. 27 o radimatal i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

79.110.51.43  |147.237.77.216 dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
128.199.53. 63 |147.237.77. 74 |9 ngapore lawidf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
46.172.71.250 [147.237.77.235|krai ne sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
188.138. 9. 51 147.237.0.34  |Ger many tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
127.101. 0. 93 147.237.77. 216 dover.idf.il @GL SCAN | oopback traffic 1
187.235.244.1 |147.237.72. 217 |Mexi co eidf.il ET SCAN Potential SSH Scan 1
127.82.122.85 |147.237.77.216 dover . i df .i | @@L SCAN | oopback traffic 1
24.134.106.67 |147.237.77. 216 |Ger many dover.idf.il portscan: TGP D stributed Portscan 1
187.235.244.1 |147.237. 72. 166 |Mexi co aka.idf.il ET SCAN Potential SSH Scan 1
127.39.158.66 |147.237.77.216 dover . i df .i | @@L SCAN | oopback traffic 1
1.235.195.234 [147.237.76.30 Efrea’ REpUDL T C {1 st i . i ET SCAN NVAP -sS wi ndow 4096 1
162. 125. 237. 43 |147.237.77.216|lnited Sates |[dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
222.186.56.32 |147.237.76.44 |China erefush.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
104. 128. 144. 131|147. 237. 77. 176 |Canada nat pash. i df i | ET SCAN NVAP -sS w ndow 3072 1
157.231.63.94 |147.237.77.216|lnited Sates |[dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Addr ess ‘S’te ‘Signature
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 158
66.249.83. 161 |Uited Sates |147.237.77. 216 |dover.icr. i1 |2/ €M NG Bngine: TCP Inval id nval i d segnent retransmssi on. drop 60
Ret ransm ssi on Packet dr opped.
79.182.211.31 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 54
37.231.76. 237 Kuwai t 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 47
66.249.83.155 |Uited Sares |147.237. 77, 216 |dover iar.i1 | S NG Engine: TCP Inval id nval i d segnent retransmssi on. drop 30
Ret r ansni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 27
58.108. 198. 214 |Australia 147.237.76.42 |refuah.idf.il |Bad TCP sequence Ssz;';e”ansm with different wndowl o ior  [27
128. 4. 148. 36 Lhited Sates |147.237.77.216|dover.idf.il [drop First packet isn't SN drop 25
52.16.5.197 Lhited Sates [147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 23
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 23
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 22
54.72.73. 168 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 21
89.211.50.134 |Qitar 147.237.77. 176 |nat pash.i of . i |{dr op First packet isn't SYN drop 20
71.184.113.83 |lLhited States [147.237.77.216|dover.idf.il [drop First packet isn't SN drop 20
66. 240, 65,238 |Uited Sates |147. 237, 77. 216 |dover.icr.i1 o' SAM NG BNgine: TCP Inval id Inval i d segrent retransmssi on. drop 18
Ret r ansni ssi on Packet dr opped.
2.54.35. 144 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 16
185. 65. 135. 227 |Sweden 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 16
212.199. 182. 150]I srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 16
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 15
66.240. 83. 158 |United Sates 147, 237, 77. 216 |dover. if. i1 [ €2 ng Er_]g' ne: TCP Invalid Invalid segnent retransmssion. drop 14
Ret r ansni ssi on Packet dr opped.
77.235.143.108 |Lebanon 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 14
207.46.13.169 |Lhited States [147.237.77.216|dover.idf.il [drop First packet isn't SN drop 13
54.197.105. 160 |Wited Sates [147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 13
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 13
58.108. 198. 214 |Australia 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 13
50. 87. 144. 145 Lhited Sates [147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 12
66.102.8.238  |Uited Sates |147.237. 77, 216 |dover iar.i1 | S NG Engine: TCP Inval id nval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
40.77.167.9 Uited Sates |147. 237, 77. 216 |dover iar. i1 || €M ng Er_]g' ne: TCP Invalid Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dr opped.
66.249. 65,231 |Uited Sares |147.237. 77, 216 |dover iar.i1 | S NG Engine: TCP Inval id nval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
207.46.13.107 |Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SN drop 12
176.13.11.255 |[Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
198.58.102. 156 |[lhited Sates [147.237.77.216 |dover.idf.il |drop First packet isn't SYN drop 11
66. 249. 65. 224 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
66.249. 65.231 |Lhited States [147.237.77.216|dover.idf.il |[drop First packet isn't SN drop 10
66.249. 65. 224 |Lhited States [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 10
24.185.5. 59 Lhited Sates [147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop
108.59.253.71 [nited States [147.237.77.216|dover.idf.il |drop First packet isn't SN drop
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
37.26.148.162 [ srael 147.237.77. 216 |dover i .11 |1 SN NG ENginer TGP Invalid I vl d segnent retransnissi on. drop 9
Ret r ansni ssi on Packet dr opped.
77.235.143.108 |Lebanon 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
31.168.13.78 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 7
207. 46. 13. 82 Lhited Sates [147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 7
77.125.7.153 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
68.180.228. 112 |Lhited States [147.237.77.216|dover.idf.il [drop First packet isn't SN drop 6
66.240. 65,224 |Uited Sates |147. 237, 77. 216 |dover . icr.i1 |2 €M NG Engine: TCP Inval id nval i d segrent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
108.41.16.234 [nited Sates [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 6
153. 150. 118. 170|Japan 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
199. 47. 81. 13 Lhited Sates |147.237.77.216|dover.idf.il [drop First packet isn't SN drop 6
195. 154. 235. 127|R ance 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
46. 19. 86. 59 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
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At acker

Devi ce

Count ry Target Address |Site Sgnature Action ‘Count

46.19. 86. 79 | srael 147.237.0.19 |nmadimatal . i df. i |Suspici ous Response Code B ock 51
91.200. 12. 139 |Wkrai ne 147.237.77. 176 [mat pash. i df . i| |PHP Attenpt B ock

66. 249. 65. 237 |l srael 147.237.77.216|dover . i df . i Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock

199. 16. 156. 125 |Lhited Sates |147.237.77. 216 |dover. i df.il muitgﬁriilzles? ptj:t_of(;zglsfsi Itgs/ o i 262200 17479 pa B ock 1
66.249.69.33 |Israel 147.237.77. 170 [maar achot . i df . i | [Unaut hori zed URL Access to 147.237.77.170/ Bl ock
99.238.47.86 |Canada 147.237.77.216|dover . i df . il SSL Wntraceabl e Gonnection - pen Mde None

66.249. 65. 238 || srael 147.237.77. 216 [dover . i df . i | V\L;:\zuit cri]fo f iI IzletderrL[J):IzL atAeCsC/es?Sarte?:i/ user cont r ol s/ navnenu/ undef i ned B ock !
207.46.13.96 |lnited Sates |147.237.76.200|ei t an. aka. i df .i | m“ter‘f;'nzzsaﬁf _Aiclc/etszngloat s/ homepagel homepage. aspx Bl ock 1
68.180.228. 112 |Wnited Sates |[147.237.77.216|dover.idf .il Paraneter Type M ol ation PageNumin vww i df.il/1779-he/ dover . aspx Bl ock 1
46.19.86.184 |Israel 147.237.77.216|dover.idf .l Unt raceabl e SSL Sessi ons: (pen Mbde None 1
151.80.31.136 |italy 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 8821- he/ r ef uah. aspx |B ock 1
66.249.67.6 I srael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
213.57. 233. 163 |l srael 147.237.77.243|nobi l e.i df . i | Unaut hori zed LRL Access to nobile.idf.il/sachar/index B ock 1
85.64.69.242 |Israel 147.237.77.216|dover . i df . il Lhtraceabl e SSL Sessi ons: Qpen Mbde None 1
58.108. 198. 214 |Australia 147.237.76. 42 |refuah.idf.il Unhaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shar ed/ r eset . css Bl ock 1
157.55.39.219 [lhited Sates [147.237.76.31 [nakchal .idf.il |unauthorized URL Access to 147.237.76.31/robots. txt Bl ock 1
66.249.67.71 | srael 147.237.72. 166 |aka. i df . i | f;";“tzg‘;”722ed1£mpfﬁf§fmt|? o showbi 0. aspx Bl ock 1
2.54. 145, 69 I srael 147.237.77.216|dover.i df . il Untraceabl e SSL Sessi ons: Qpen Mvde None 1
91.200. 12. 139 |krai ne 147.237.77. 176 [mat pash. i df .il |Miltiple Wauthorized URL Access from 91. 200. 12. 139 B ock 1
66. 249. 64. 151 |l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ Bl ock 1
199. 16. 156. 124 [Wited Sates |147.237.77.216|dover.idf.i | Ml tiple Unhauthorized URL Access from 199. 16. 156. 124 B ock 1
66.249. 67. 122 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
37.26.147.142 |lsrael 147.237.77.216|dover. i df . il Untraceabl e SSL Sessi ons: (pen Mbde None 1
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