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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
187.177.56. 91 Mexi co 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4416
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2630
188. 120. 148. 228 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 17
62.219. 254. 22 | srael 147.237.72. 167 ishurimaka.idf.il [B ock Udp Al Nets dr op 6
79.182. 203. 183 | srael 147.237.77.176 nat pash. i df . i | Bl ock Wp Al Nets drop 6
79.182. 203. 183 | srael 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 5

46. 19. 85. 33 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2

85. 25. 103. 50 Ger many 147.237. 76. 201 e atal.idf.il B ock_Udp Al _Nets dr op 1
188. 138. 1. 218 Ger nany 147.237.76. 148 ggcenter.aka.idf.il|B ock Udp All Nets drop 1
120. 34.217. 157 Chi na 147.237.76. 196 e svivaidf.il B ock Udp All Nets dr op 1
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
141.212.122. 149 Lhited Sates 147.237. 76. 38 eeneitav.idf.il |Bock Up Al Nets drop 1
141.212.122. 153 Lhited Sates 147.237. 76. 42 refuah.idf.il Bl ock_UWp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |SgnaIure |Devi ce Action |Count
79.176. 217. 234 I srael 147.237.77.170 |mmarachot.idf.il |CL000004: HITP. options nethod (M crosoft) B ock 5
173. 56. 51. 207 Lhited Sates 147.237.77.216 |dover.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ‘Oountry Signature
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 8
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249.73.220 |[147.237.77.176|Wited Sates |[natpash.idf.il ET SCAN NVAP -sA (2) 4
66. 249. 67. 6 147.237.72. 166 |Lhited Sates |aka idf.il ET SCAN NVAP -sA (2) 2
46.172.71.250 |147.237.76. 197 |krai ne ehimshid.il [ET SCAN NVAP -sS w ndow 1024 1
216.158.229. 27 [147.237.8.27 |Whited Sates |e.nadimatal.idf.i|ET SCAN Potenti al SSH Scan 1
84.21.203.130 [147.237.77.176|Bil garia nat pash. i df .i ET SCAN Potential VNC Scan 5900- 5920 1
46.172.71.250 |147.237.77.74 |kraine lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il portscan: TCP DO stributed Portscan 1
39.70. 190. 82 147 237 0.35  |ni na akavs. i df il ET SCN\I Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
199. 101. 186. 159|147. 237.76. 30 |Lhited Sates |hinush.idf.il ET SCAN NMAP -sS w ndow 4096 1
188.138. 9. 51 147. 237. 76. 200 |Ger many eitan.aka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
L ET SCAN Behavi oral Wusual |y fast inbound Tel net Gonnecti ons,
61.92.133.232 |147.237.76.31 |Hong Kong nakchal .idf.il . 1
Potential Scan or Brute Force
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Addr ess ‘S‘te ‘Signature
187.177.56. 91 Mexi co 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2449
109. 66. 5. 40 I srael 147. 237, 76. 200 |ei tan aka i of || S2M NG ENgine: TGP Invalid - linvalid segnent retransnissi on drop 372
Ret ransm ssi on Packet dr opped.
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 339
190. 24. 146. 71 Col onbi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 144
208. 115.113. 89 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 132
37.26.146.184 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 84
97.75. 250. 19 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 66
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 60
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 58
79.182.211.31 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 55
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 52
46. 19. 85. 33 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 52
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 48
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 46
174.115.28.30 |Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 46
206.21.125.108 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 45
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 44
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 40
188. 120. 148. 228|l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 36
212.179.90. 106 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 35
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 24
157.55.39. 175 |Uhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 23
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 23
54.224.21.23 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 23
73.8.28.14 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 21
40.77.167.104 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 20
178. 63. 165. 187 |Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 20
207. 46.13. 76 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 19
207.46.13.169 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 19
66.102.7.240  |Uited Sares  [147. 237. 77, 216 |dover g i1 || @M NG Engine: TP Invalid invalid segnent retransnission. drop 18
Ret ransm ssi on Packet dr opped.
40.77.167.9 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 17
109. 200. 30. 154 [United Ki ngdom|147.237.77.216 |dover.idf.il |drop First packet isn't SYN drop 16
66. 249. 81. 215 gs::;”i on 147. 237. 77. 216 |dover . i of . i | ge; (:Zr:srr]rgi] sIEsI?gc;:e: TP tnvalid 'P';‘éi];td ;eggsgj_ retransmssi on. drop 16
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 13
178. 48. 247. 116 |Hungary 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 13
207. 46. 13. 82 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 13
66. 249. 65. 238 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
198. 58. 99. 82 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
176.12.142.5 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
66.249.65.224 |United Sares 147,237 7. 216 |dover icr. i1 | @M NG Engine: TP Invalid  finvalid segnent retransnissi on drop 12
Ret r ansm ssi on Packet dr opped.
61.91. 45. 54 Thai | and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 11
1.127.48.193 Australia 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 11
188.247.73. 173 |Jordan 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
207.46.13.82  |Wited Sates  [147. 237. 77, 216 |dover i i1 || @M NG Engine: TP Invalid invalid segnent retransmission. drop 10
Ret ransn ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 10
5. 255. 253. 157 g;z:;nl on 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 10
199.7.157.2 Canada 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 10
66. 249. 65. 224 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
162.243.69. 172 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop
181.52.158. 132 |Col onbi a 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop
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|Top Attackers In V\AF|

Devi ce

At acker

ountry Target Address |Site Sgnature Acti on ‘Count
100.66.5.40  |Israel 147.237.76. 200 |ei tan. aka. i df . i | Too Many of the Sane Response Code (404) in Session from B ock 17
109. 66. 5. 40
176.13. 15. 184 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
_ waw, chammat z. aka. i df [unaut hori zed URL Access to
208.115.113. 89 |Lhited Sates |147.237.77.226 il Wi chanat z. aka. i df . i 1/ ki shur/ def aul t . asp B ock 1
184.105. 139. 67 |Lhited Sates |147.237.0.19 |nadimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock 1
66.249. 67. 122 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
208.115. 111. 72 |Wi ted Sates [147.237.76.86 |navy.idf.il thaut hori zed LR Access to Bl ock 1
navy. i df .il/giyus/forun asp/ showf or um asp
109. 66. 5. 40 I srael 147.237.76.200(ei tan. aka. i df . il Too Many 404: Response Code per Session B ock 1
66. 249. 65. 224 || srael 147.237.77.216|dover . i df . il Distributed Suspicious Response Code B ock 1
210.4.96.71 Phi | i ppi nes 147.237.76.200|ei tan. aka. i df . i | PHP At t enpt B ock 1
184. 105. 139. 68 |Lnited Sates |147.237.72.167|i shurimaka.idf.il Unaut hori zed URL Access to 147.237.72. 167/ Bl ock 1
68.180.228. 175 |Lhited Sates |147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
208.115. 113. 84 |Uhited Sates [147.237.77.74 |lawidf.il Wnauthori zed URL Access to Bl ock 1
waw | aw i df . i |/ consol e/ core/ doc_ngr/ doc_ngr. asp
66. 249. 65. 224 |l srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wawidf.il/") B ock
210.4.96.71 Phi | i ppi nes 147.237.76.200|ei tan. aka. i df . i | Unhaut hori zed URL Access to ww ei tan. aka.idf.il/xnrpc. php B ock
199. 16. 156. 124 |Lhited Sates [147.237.77.216|dover.idf.il Ml tiple Unhauthorized URL Access from 199. 16. 156. 124 B ock 1
' . : Unaut hori zed URL Access to o
68. 180. 229. 239 |United Sates |147.237.72. 166aka. i df . i | viwv aka. i df . i1 /1i brary/ nanage/ resour ce/ get fi | econt ent . hh. asp ock !
208. 115. 113. 89 [Lhited Sates [147.237.77.216|dover.idf.il Mil tipl e Unhaut horized URL Access from 208. 115. 113. 89 B ock 1
66.249. 67.6 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df . il/1164-he/ chi nuch. aspx |B ock 1
) . . Unaut hori zed URL Access to
199. 16. 156. 124 |Whited Sates |147.237.77.216|dover.idf.il v f i /i p storagel i1 es/ 9/ si e220x0/ 17479, | pg B ock 1
73.225.214.30 [nited Sates [147.237.72.167|i shurimaka.idf.il SSL Wntraceabl e Connection - Qpen Mde None 1
. : Unaut hori zed Met hod HEAD for o
37.142.243.36 |[lIsrael 147.237.72. 166 |aka. i df . i | voww aka, i o i |/ nai 1V gi yus/ | ogi n. aspx ock 1
208.115.113. 89 |Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to ww i df.i|/navy/ htni/tool fs.asp B ock 1
. . . . Unaut hori zed URL Access to
180.76.15.6 china 147.237.76.200(ei tan. aka. i df . i | vy ei tan. aka. i df . i1/t enpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
. . Unaut hori zed URL Access to
66.249.67.65 |Israel 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p_st or age/ 1 | es/ 6/ 69396. pf Bl ock 1
207.46.13.107 |Uited Sates |147.237.77.216|dover.idf.il Suspi ci ous Response Code B ock 1
. ny- kosher-kravi . i df . i _
74.82.47.3 Lhited Sates [147.237.0.16 | Unaut hori zed URL Access to 147.237.0. 16/ B ock 1
66. 249. 64. 145 |l srael 147.237.76.42 |refuah.idf.il tnaut hori zed LR- Access to Bl ock 1

147. 237. 76. 42/ 994- 8878- he/ r ef uah. aspx
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