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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site

|Signature

|Device Action |Count

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS-Tool - Swi t chbl adG dest - r eset 2525
66. 249. 67. 13 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn drop 339
2.54.170. 34 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 9
0.0.0.0 147.237.77.216 dover.idf.il |SINHood full table dr op 4
81. 218. 234. 122 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 4

62. 219. 254. 22 | srael 147.237.72. 166 aka.idf.il Bl ock_Ulp Al _Nets drop 3
178.121. 254. 193 Bel arus 147.237. 76. 202 e halag.idf.il|B ock_ Ulp All _Nets drop 1
81.218. 235. 10 | srael 147.237.77. 216 dover.idf.il |SYNHood full table drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry

Target Address

|Site |Sgnature

Devi ce Action ‘Count |

5. 8. 66. 129 Russian Federation |147.237.72.166 |aka.idf.il [20086: HTTP. Mi ebl ackcat Security Scanner B ock 4
5. 8. 66. 129 Russian Federation [147.237.77.233 |atal.idf.i|20086: HTTP. Mi ebl ackcat Security Scanner B ock 3
5. 8. 66. 129 Russian Federation [147.237.72.166 |aka.idf.il [20085: HITP. Mi ebl ackcat Security Scanner Initia Request Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 6
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
221.239. 192. 203|147. 237.0.35 |Chi na akavs. i df il BT SCAN Behavi oral Lhusual Iy fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
59. 45, 79. 117 147.237. 77. 121 |Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
178.151.50. 125 [147.237.76.31 |Wkraine nakchal .idf.il ET SOAN Behavi oral Lhusual l'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
59. 45. 79. 117 147. 237. 76. 196 |Chi na e.sviva. idf.il ET SCAN Potential SSH Scan 1
113. 59. 33. 61 147. 237. 76. 176 [Chi na test.ncore.idf.il ET SCAN NVAP -f -sS 1
59. 45. 79. 117 147. 237. 72. 167 |Chi na i shuri maka.idf.il ET SCAN Potential SSH Scan 1
111.93.198.54 |147.237.76. 148 |Indi a gacenter. aka. i df .i | ET SCAN NVAP -sS w ndow 2048 1
59. 45. 79. 117 147.237.8.24 |China elifestyleidf.il ET SCAN Potential SSH Scan 1
103.232.35. 46 |147.237.72. 156 [Hong Kong aman. i df . il ET SCAN NVAP -sS w ndow 3072 1
59. 45. 79. 117 147.237.0.16 |China ny-kosher-kravi .idf.il |[ET SCAN Potential SSH Scan 1
103.232.35.46 |147.237.72. 156 [Hong Kong anan.idf.il ET SCAN NVAP -f -sS 1
84.21.203.130 [147.237.0.33 |Bulgaria idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
5. 233. 47. 60 147.237.76.31 |3 Islamc nakchal . i df .1 BT SN Behavi oral Lhusual Iy fast inbound Tel net 1
Republ i ¢ of Gonnections, Potential Scan or Brute Force
59. 45. 79. 117 147.237. 77. 234 |Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.77. 170 |Chi na naar achot . i df . i ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
113. 59. 33. 61 147. 237. 76. 176 |Chi na test.ncore.idf.il ET SCAN NVAP -sS wi ndow 2048 1
59. 45. 79. 117 147.237.76.31 |China nakchal . i df.il ET SCAN Potential SSH Scan 1
111.93.198.54 |147.237.76. 148]India ggcenter. aka. i df . i | ET SCAN NVAP -sS w ndow 4096 1
59. 45. 79. 117 147. 237. 72. 166 |Chi na akaidf.il ET SCAN Potential SSH Scan 1
111.93.198.54 |147.237.76. 148 |India gqcent er . aka. i df . i | ET SCAN NVAP -f -sS 1
59. 45. 79. 117 147.237.0. 200 [China . i df il ET SCAN Potential SSH Scan 1
103.232.35.46 [147.237. 72. 156 |Hong Kong aman.idf.il ET SCAN NMAP -sS wi ndow 2048 1
45.55.227.109 |147.237.0. 16 ny- kosher - kravi . i df .i | SERVER APAO_E Apac.he mod_ssl - non- S8 connection to SS. 1
port denia of service attenpt
94.23.247.219 |147.237.76.44 |France e.refuah.idf.il ET SCAN Behavi or al LhusugJIy fast Termnal Server Traffic, 1
Potential Scan or Infection
40.115.58.160 |147.237.72. 167 |Wited Sates i shuri maka.idf.il ET SCAN NVAP -sS w ndow 1024 1
82.117.208. 243 [147.237.77.19 | awforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
5. 8. 66. 129 147.237. 72. 166 |Russi an Federation |aka.idf.il ET WEB_SERVER Mii ebl ackcat scanner 1
59. 45. 79. 117 147.237.77. 176 |Chi na nat pash. i df . i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 332
82.192. 68. 46 Net her | ands 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 68
79.182.211.31 |lsrael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 63
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 62
75.97.71. 113 Lhited Sates 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 47
54.72.0.55 Irel and 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 47
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 46
41.33.231.90 Egypt 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 41
50. 87. 144.145 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 36
68.180.228. 112 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 36
66. 249. 88. 91 Lhited Sates 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 35
166.137. 126. 34 |lLhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 34
212.179. 90. 106 |[Israel 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 33
209.6.187.230 |lLhited Sates 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 32
41. 33. 232. 66 Egypt 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 32
71.90.130.114 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 32
212.199. 182. 150]I srael 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 30
66.249.88.101 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 24
66. 240, 65,231 |Uited Sates  |147.237.77. 216 |dover. iof [ €M NG ENgine: TP Invalid Ivalid segnent retransnission. drop 24
Ret r ansni ssi on Packet dr opped.
131.253. 25. 166 |lLhited Sates 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 22
54.224.21.23 Lhited Sates 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 22
208. 115.113. 89 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 22
207.46.13.169 |lhited Sates 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 19
66. 249. 88. 81 Lhited Sates 147.237. 77. 216 |dover. i df . i [dr op First packet isn't SN drop 18
45.219. 110. 154 |Ur uguay 147.237.77.74 [lawidf.il |drop First packet isn't SN drop 16
109. 160. 221. 93 |l srael 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 16
109. 200. 30. 154 |United Ki ngdom|147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 16
207.46.13.107 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 15
82. 80. 25. 221 | srael 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 15
195. 34.150. 18 |Austria 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 15
66.240. 65,224 |uited Sates 147,237, 77. 216 |dover. i of [ €AM NG ENgine: TCP Inval i d Inval i d segnent retransmssi on. drop 14
Ret r ansni ssi on Packet dr opped.
185.19. 194. 100 |Kazakst an 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 14
173.84.92. 42 Lhited Sates 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 14
188. 165. 15. 14  |France 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 13
198.58.103.92 |lLhited Sates 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 12
198.58.103.91 |lLhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 12
207. 46. 13. 76 Lhited Sates 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 10
41. 43.18. 69 Egypt 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 10
162.247.90.12 |lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 9
79.182.129.89 |lsrael 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 9
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.i df .i [dr op SAMrul e drop 9
66. 249. 65. 238 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 9
129.184.84.40 |Fance 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 9
37.26. 146. 223  |lsrael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 8
58. 246. 193. 142 |Chi na 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 8
2.54.170. 34 | srael 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 8
41.33.231.90 Egypt 147. 237. 77. 216 |dover. i df .i |dr op drop 8
66.249.65.238 |Uited Sates  [147.237. 77. 216 |dover. i i | ST NG Engine: TP Inval id Inval id segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dr opped.
5.255. 253 157 | Wssian 147. 237.77. 216 |dover.i df . i |[dr op Frst packet isn't SIN drop 8
Federation
81. 218. 235. 10 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 7
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
54.210.23.174 |Wited Sates [147.237.72.166|aka.idf.il Mil ti pl e Unaut horized URL Access from 54. 210. 23. 174 Bl ock 5
. . Uhaut hori zed URL Access to
66. 249. 69. 41 I srael 147.237.77. 170 |maar achot . i df . i | 147.237. 77,1701 pdf /11 | es/ 5/ 112935, pdf B ock 1
66.249.65.231 | srael 147.237.77. 216 |dover . i df . i | Wnauthori zed URL Access to B ock 1
ww i df . i |/ engl i sh/ announcenen! s/ 200
45,55, 75. 174 147.237.76.30 |hi nush.idf.il Distributed Waut hori zed UR. Access on / Bl ock 1
167.88.10.196 |Uhited Sates [147.237.72.156|anan.idf.il Unaut hori zed LRL Access to www cl oud. ph/ B ock 1
95. 86. 87. 167 | srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ favi con. i co B ock 1
66. 249. 67. 85 | sr ael 147.237.77.234|hal ag. i df . i | Lhaut hori zed LR Access to www | ogistics.atal.idf.il/nobile/ B ock 1
159. 203. 81. 101 |Uhited Sates [147.237.77.170|n@arachot.idf.il Uhaut hori zed URL Access to / B ock 1
66.249.78. 4 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1135-he/ atal . aspx |B ock 1
66. 249. 67. 13 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
45.55, 75. 174 147.237.76.39 |nobile.neitav.idf.il |[Dstributed Wnhauthorized URL Access on / B ock 1
184.105. 139. 68 |[Uhited Sates |147.237.72.156|anman. idf.il Unhaut hori zed URL Access to 147.237.72. 156/ Bl ock 1
104. 236. 18. 52 147.237.77.234|hal ag. i df . i | Distributed Lhauthorized URL Access on / B ock 1
66.249.67.122 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
54.210.23.174 |Wited Sates [147.237.72.166|aka.idf.il Unaut hori zed LRL Access to aka.idf.il/wp-adnin/ Bl ock 1
159. 203. 81. 101 |[thited Sates [147.237.77.176|nat pash.idf.il Uhaut hori zed URL Access to / B ock 1
66. 249. 79. 31 I srael 147.237.76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock 1
. . Uhaut hori zed URL Access to
66. 249. 67. 59 I srael 147.237.72.166|aka. i df . i | 147. 237. 72. 166/ rai n/ smal i nd showbi g. aspx B ock 1
. . |S3L Uhtraceabl e Gnnection - Protocol violation
45. 55. 227. 109 147.237.0.16 |ny-kosher-kravi.idf.il (SSL CONN CLI ENT HELLO) None 1
184.105. 247. 196|Uhited Sates |147.237.72.166|aka.idf.il Unhaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
. . Paraneter Type M ol ati on PageNumin
129.184.84.40 |France 147.237.77.216|dover . i df . i | v i df i 1/ 1283- en/ dover . aspx Bl ock 1
. . D stributed Unaut hori zed URL Access on
66. 249. 67. 234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
66. 249. 64. 229 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx |H ock 1
) wav. chamat z. aka. i df . .
159. 203. 81. 101 |Lhited Sates |147.237.77.226 i Uhaut hori zed URL Access to / Bl ock 1
! . . . Uhaut hori zed URL Access to
68.180. 229. 27 Uited Sates |147.237.76.30 |hinush.idf.il chi nush. atal .idf.il/tenpl at es/ shared/ user cont r ol s/ header upper/ B ock 1
. . D stributed Unaut hori zed URL Access on
66. 249. 67. 65 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
m ny- kosher -kravi . i d )
45,55, 227. 109 147.237.0. 17 fil Uhaut hori zed URL Access to / B ock 1
198. 20. 69. 74 Lhited Sates |147.237.77.235|sviva.idf.il Unhaut hori zed URL Access to 147.237. 77. 235/ B ock 1
. . Ml tipl e Whaut hori zed Method for Known URL from
144.76.104. 83  |Ger nany 147.237.72. 166 [aka. i df . i | 144. 76. 104, 83 B ock 1
. . Uhaut hori zed URL Access to
66.249.67.250 |[lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
66.249. 65.231 |lsrael 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code Bl ock 1
159. 203. 81. 101 |united Sates [147.237.77.233|atal .idf.il D stributed Uhaut hori zed LRL Access on / B ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180.230. 224 [Wited Sates |147.237.76.31 [nakchal .idf.il vaw nakhal i df i 1/ 1117- he/ nakhal . aspx B ock 1
. . D stributed Unaut hori zed URL Access on
66.249.67.71 | srael 147.237.72.166 |aka. i df . i | 147.237. 72. 166/ gi yus/ f or uni asp/ showf or um asp B ock 1
45.55. 227. 109 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to / B ock 1
144.76.104.83 |Ger many 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for vww aka. i df .il/giyus/ mai n/ Bl ock 1
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