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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 2456
220.181.108. 121 Chi na 147.237.76. 86 navy.idf.il TCP handshake viol ation, first packet not syn drop 294

66. 249. 67. 6 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn drop 25

70. 160. 246. 110 Lhited Sates 147.237.77. 216 dover.idf.il |SYNHood full table drop 5

46. 19. 86. 12 | srael 147.237.77. 216 dover.idf.il |SYNHood full table drop 3
222.186. 56. 42 Chi na 147. 237. 76. 202 e halag.idf.il|JLM Under Attack Con_Tcp drop 2

109. 237.11. 151 Russi an Federation 147.237. 76. 201 eatal.idf.il |Bock Wdp Al Nets drop 1

46. 166. 188. 68 Net her | ands 147.237.76. 31 nakchal .idf.il|B ock Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action |Oount
67.188. 136. 141 Lhited Sates 147.237.77. 216 dover.idf.il Q008: HITP. Xenu User Agent B ock 1
162. 210. 196. 100 Lhited Sates 147.237.77. 216 dover.idf.il C1000106: HITP. maj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘S’te

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 10
66.249. 64,191 |147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 6
66.249. 64,181 |147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 4
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
82.117.208. 243 |147.237.77.179 e.nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
66.249. 67.224 |147.237.72.166 |Lhited Sates |aka.idf.il SER\/ER-APAO—E.Apache mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
199. 101. 186. 159(147. 237.0.15 |Wnited Sates |kosher-kravi.idf.il ET SCAN NVAP -sS wi ndow 4096 1
62. 210. 25. 83 147. 237. 77. 226 |France waw chanat z. aka. idf.i1 [ET SCAN NMAP -sS w ndow 3072 1
196.47.173.21 |147.237.8.27 |te Dlvoire |e nadimatal.idf.il ET SCAN NMAP -sS w ndow 2048 1
188.138. 9. 51 147. 237. 77. 234 |Ger many hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
104. 148. 147.54 |147.237.0.16 [Wited Sates |ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
104. 148. 147. 54 [147.237.0.16 |Lhited Sates |ny-kosher-kravi.idf.il |ET SCAN NVAP -f -sS 1
28,170, 47.6 147. 237.76.31 |Turkey vekehal i df i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
62. 210. 25. 83 147. 237. 77. 226 |France waw chanat z. aka. idf . i1 [ET SCAN NMAP -sS w ndow 4096 1
196. 47.173.21 |147.237.8.27 |Qte Dlvoire [e nadimatal.idf.il ET SCAN NMAP -sS w ndow 4096 1
46.183.219.193 [147.237.0.17 |Latvia mny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
196. 47.173.21 |147.237.8.27 |Qte Dlvoire [e nadimatal.idf.il ET SCAN NVAP -f -sS 1
1 80. 208,84 147 237 0.33  |ni na il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
193.107.17.72  |147.237. 72. 167 |Seychel | es i shuri maka.idf.il ET SCAN NVAP -sS w ndow 1024 1
188.138. 9. 51 147.237.76.31 |Ger many nakchal . i df.il ET SCAN NMAP -sS wi ndow 1024 1
104. 148. 147. 54 |147.237.0.16 [lhited Sates |ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 367
84. 106. 131. 208 |Net herl ands 147.237. 77. 216 |dover.i df . i l[dr op Frst packet isn't SYN drop 128
108. 56. 255. 140 [thited Sates |147.237.77. 216 |dover.idf.il[dr op First packet isn't SYN drop 87
79.182.211. 31 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 66
64.233.172.171 |lhited States |147.237.77. 216 |dover.idf.il[dr op Frst packet isn't SYN drop 57
54.72.73.168 Irel and 147.237. 77. 216 |dover.i of . i l[{dr op First packet isn't SYN drop 52
52.16.5.197 Lhited Sates [147.237.77.216|dover.idf.il|dr op Frst packet isn't SN drop 50
54.72.0.55 Irel and 147.237. 77. 216 |dover.i df . i l[dr op Frst packet isn't SYN drop 49
109. 148. 36. 178 LK?ir::gom 147.237. 77. 216 |dover.i of .i l[{dr op First packet isn't SN drop 48
64.233.172.163 |Wited Sates [147.237.77.216|dover.idf.il|dr op Frst packet isn't SN drop 45
109. 65. 169. 6 | srael 147.237. 77. 216 |dover.i df .i l{dr op First packet isn't SYN drop 43
64.233.172.155 |lLhited States |147.237.77. 216 [dover.idf.il[dr op First packet isn't SN drop 42
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 42
157.55.39.175 [lhited Sates |147.237.77. 216 |dover.idf.il[dr op First packet isn't SYN drop 41
82.192. 68. 46 Net her | ands 147. 237. 77. 216 |dover. i of .i l[{dr op First packet isn't SN drop 38
37.26. 148. 156 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 36
37.26.149.221 |lsrael 147.237. 77. 216 |dover.i df . i l[{dr op First packet isn't SYN drop 36
41. 33. 232. 66 Egypt 147. 237. 77. 216 |dover. i of .i l[{dr op First packet isn't SN drop 36
68.180.228.112 |Wited Sates [147.237.77.216|dover.idf.il|dr op Frst packet isn't SN drop 36
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.i df . i l[{dr op First packet isn't SYN drop 34
212.179.90. 106 |lsrael 147.237. 77. 216 |dover. i of .i l{dr op First packet isn't SN drop 30
80. 246. 130. 170 |l srael 147.237. 77. 216 |dover.i of . i l|{dr op First packet isn't SN drop 29
50.87.144.145 |Lhited States |147.237.77. 216 [dover.idf.il[dr op First packet isn't SN drop 29
185. 120. 126. 59 147. 237. 77. 216 |dover.i of .i l{dr op First packet isn't SN drop 27
73.50.9. 89 Lhited Sates |[147.237.77.216|dover.idf.il{dr op First packet isn't SN drop 24
66249, 65,231 |Uited Sates |147.237. 77, 216 |dover. iof. 1| | ST NG Engine: TGP Invalid nval i d segnent retransmssi on. drop 24
Ret r ansn ssi on Packet dr opped.
66. 249. 65. 224 |l srael 147.237. 77. 216 |dover.i of .i l[{dr op First packet isn't SN drop 19
69.125.162. 94 |Lhited States |147.237.77. 216 [dover.idf.il[dr op Frst packet isn't SYN drop 19
82. 80. 132. 56 | srael 147.237. 77. 216 |dover.i of . i l[{dr op First packet isn't SYN drop 18
40.77.167.104 |Lhited Sates |[147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 18
66.249.65.238 |united Sates |147. 237, 77. 216 |dover. i of 11| | €M NG BNgine: TCP I nval i d nval i d segnent retransmssi on. drop 16
Ret ransm ssi on Packet dr opped.
37. 46. 39. 32 | srael 147. 237. 77. 216 |dover. i of . i l[{dr op First packet isn't SN drop 16
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 16
195. 200. 205. 71 |l srael 147.237. 77. 216 |dover. i of . i l[{dr op First packet isn't SYN drop 14
184.53.50. 183 [thited Sates |147.237.77. 216 |dover.idf.il[dr op First packet isn't SN drop 14
73.15.34. 89 Lhited Sates |[147.237.77.216|dover.idf.il|dr op First packet isn't SN drop 14
80.179.22.141 |lsrael 147.237. 77. 216 |dover. i df . i l[{dr op First packet isn't SYN drop 14
66. 249. 65. 238 |l srael 147. 237. 77. 216 |dover. i of . i l[{dr op First packet isn't SN drop 13
37.142.190. 103 |[Israel 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 13
66.249. 65,224 |Uited Sates |147.237. 77, 216 |dover. i of 1| | ST NG Engine: TGP Invalid nval i d segnent retransmssi on. drop 12
Ret r ansn ssi on Packet dr opped.
40. 77.167.9 Lhited Sates |[147.237.77.216 |dover.idf.il{dr op First packet isn't SN drop 12
207.46.13.169 |Lhited States |147.237.77. 216 [dover.idf.il[dr op Frst packet isn't SYN drop 12
162.243.199. 26 [lhited Sates |147.237.77. 216 |dover.idf.il[dr op First packet isn't SYN drop 12
109. 200. 30. 154 LKJ?ir:;gom 147.237. 77. 216 |dover. i df . i l[{dr op First packet isn't SYN drop 12
188.165. 15. 14  |Fance 147.237. 77. 216 |dover. i df . i l[{dr op First packet isn't SYN drop 11
207.46.13.107 |Lhited States |147.237.77. 216 [dover.idf.il[dr op First packet isn't SN drop 11
109. 186. 169. 141 I srael 147.237.76.42 |refuah.idf.i|Bad TCOP sequence :’Zgge”ansm't wth different wndow | onivor 11
66.249. 65. 224  |Lhited States |147.237.77. 216 |dover.idf.il[dr op First packet isn't SYN drop 10
213.57.156.213 |[Israel 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 10
46.120.57.239 |[Israel 147.237. 77. 216 |dover.i df . i l[dr op Frst packet isn't SYN drop 10
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Acti on ‘Count
46.19. 86. 12 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 41
84.106. 131. 208 [Nt her| ands 147.237.77.216|dover . i df . il Ml tipl e Unhauthorized URL Access from 84. 106. 131. 208 Bl ock 7
211.36.152. 232 OK?rea, Republic 1147 237.0. 19 nadi matal .idf.il D stributed Suspici ous Response Code Bl ock 3
198.1.101.123 |lhited Sates 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 2
www. chamat z. aka. i df i i
93.174.93.218  [Netherl ands 147.237.77. 226 . Mitiple Il1egal Byte Qode Character in Method from B ock 2
il 93.174.93. 218
ww. chamat z. aka. i df ) )
93.174.93.218 |Nether| ands 147.237.77. 226 il Mil tiple NILL Character in Method from93.174.93. 218 B ock 2
. . S Uhtraceabl e Gonnection - Protocol violation
66.249.67.224 [Israel 147.237.72. 166 |aka. i df . i | (SSL OONN LI ENT HELLO) None 1
66.249.65.231 |lIsrael 147.237.77. 216 |dover.i df .l Unaut hori zed URL Access to v idf.il/english/news/briefing |B ock 1
212.56.214. 172 ::)Sg‘;i' of 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ B ock 1
104. 236.7. 211 147.237.77.243|nobi l e.idf . i | Unaut hori zed URL Access to 147.237.77. 243/ Bl ock 1
68.180.228. 112 |lhited Sates 147.237.77.216|dover. i df .i |l D stributed Suspici ous Response Code B ock 1
. . Uhaut hori zed URL Access to
66. 249. 67. 59 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp B ock 1
157.55.39.244 |Uited Sates 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
ww. chamat z. aka. i df
93.174.93.218  |Net her| ands 147.237. 77. 226 | Illegal Byte Gode Character in Mthod B ock 1
. . DO stributed Unaut hori zed URL Access on
66. 249. 67. 234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
66. 249. 65. 238 |l srael 147.237.77.216|dover . i df . il Distributed Suspicious Response Code Bl ock 1
. . Dstributed Lhauthori zed URL Access on
109. 186. 169. 141/l srael 147.237.76.42 (refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
68.180.228.112 [lLnited Sates 147.237.77.216|dover.idf.i |l Lhaut hori zed URL Access to waw i df.il/newsite/ B ock 1
. . D stributed Lhauthori zed URL Access on
66.249. 67. 71 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ nai n/ gi yus/ gener al . aspx B ock 1
. . Uhaut hori zed URL Access to
66.249. 64. 151 |l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8820- he/ r ef uah. aspx B ock 1
. . D stributed Lhauthori zed URL Access on
66.249. 67.242 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ nai n/ gi yus/ gener al . aspx B ock 1
66. 249. 67.6 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unaut hori zed URL Access from 66.249. 67.6 B ock 1
. . . Unaut hori zed URL Access to
114.98.237.246 |China 147.237.77. 176 |nat paSh' idf.il WA cogat . i df . i 1/894-ar/ shar ed/ user cont r ol s/ header upper / Bl ock !
79.180.32.174 |[israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
. - Unhknown Paraneter gt; in
66. 249. 67. 122 I srael 147.237.72.166|aka. i df . i | wiw aka. i df . i |/ nai n/ r abanut / gener al . aspx None 1
66.249. 64. 157 |l srael 147.237.76.42 |refuah.idf.il D stributed Unauthorized URL Access on 147.237. 76. 42/ Bl ock 1
} . . Uhaut hori zed URL Access to
207.46.13.160 |lhited Sates 147.237.76.86 |navy.idf.il 147. 237. 76. 86/ 994- 8868- he/ navy. aspx B ock 1
. . Uhaut hori zed URL Access to
66.249.69.33  |Israel 147.237.77. 170 |maar achot . i df . i | 147. 237.77. 170/ 71838- he/ maar achot . aspx Bl ock 1
66. 249.67.6 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to v aka. i df.il/valtam B ock 1
. . Unaut hori zed URL Access to
151.80.31.136 |italy 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9022- he/ r ef uah. aspx Bl ock 1
. . Uhaut hori zed URL Access to
66.249.67. 124 |Israel 147.237.76.86 [navy. i df. il navy.idf.il/tenpl at es/ shared/ user cont rol s/ header upper/ Bl ock !
66. 249. 65. 224  |Israel 147.237.77.216|dover . i df . il Ml tiple Unhauthorized URL Access from 66. 249. 65. 224 Bl ock 1
wwv. chamat z. aka. i df )
93.174. 93. 218 Net her | ands 147.237.77. 226 i NULL Character in Mt hod B ock 1
66. 249. 69. 41 I srael 147.237.77. 170 |naar achot . i df . i | Uhaut hori zed URL Access to 147.237.77.170/ robot s. t xt B ock 1
. . Uhaut hori zed URL Access to
66.249.67.48  |Israel 147.237.76.31 |nakchal .idf.il 147. 237.76. 31/ 1117- 7783 he/ nakhal . aspx Bl ock 1
ny- kosher-kravi . idf.i _
45, 55. 40. 87 147.237.0. 16 | Unaut hori zed URL Access to 147.237.0. 16/ B ock 1
157.55.39. 175 |Uited Sates 147.237.77.216|dover.idf .il Distributed Suspici ous Response Code Bl ock 1
84.106. 131. 208 |Net her| ands 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to wwxidf.il/d B ock 1
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