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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il |DCO5- Tool - Swi t chbl adG dest - r eset 2382
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 619
84.111.28. 61 | srael 147.237.77. 216 dover.idf.il |SYNHood full table drop 5

176. 12.139. 135 | srael 147.237.77. 216 dover.idf.il [SYNHood full table drop 3

24.190. 3. 234 Lhited Sates 147.237.77. 216 dover.idf.il [SYNHood full table drop 2

71. 6. 186. 90 Lhited Sates 147. 237. 76. 201 e.atal.idf.il [Block Wp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

|Signature

41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 10
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 67. 13 147.237. 72. 166 Lhited Sates aka idf.il ET SCAN NVAP -sA (2) 2
119. 90. 138. 60 147.237.77.61 Chi na e.cogat.idf.il ET SCAN NVAP -f -sS 1
31.6.71.154 147.237.77. 74 Pol and lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
208. 100. 26. 233 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
119. 90. 138. 60 147. 237. 77. 61 Chi na e.cogat.idf.il ET SCAN NVAP -sS wi ndow 2048 1
84.21.203. 130 147.237.8. 45 Bul garia eetanidf.il |ET SCAN Potential VWNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature

149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 170

94. 228. 34. 248 E?Ir:ggegom 147.237.77. 216 |dover.idf.il |[drop Frst packet isn't SN drop 132

88.244.90. 164  |Turkey 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 75
Sreaning Engine: TP Invalid i i ssi

37.26.147.144  |israel 147. 237, 77. 216 |dover. i of .| 9 =9 Invalid segnent retransmssion. drop 66
Ret r ansni ssi on Packet dr opped.

79.182.211.31 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 55

79.179. 186. 159 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 46

85. 64. 53. 143 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 37
Sreaming Engine: TCP Invalid i i ssi

87. 68. 67. 86 I srael 147. 237. 77. 216 |dover. i df . i | 9 =9 Invalid segnent retransmssion. drop 36
Ret r ansni ssi on Packet dr opped.

82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 35

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |[drop First packet isn't SYN drop 30

64.233.172.163 |Lhited Sates |147.237.77.216|dover.idf.il |drop Frst packet isn't SN drop 25

52. 16. 5. 197 Lhited Sates |147.237.77.216 |dover.idf.il |drop First packet isn't SWN drop 22

54.224.21.23 Lhited Sates |147.237.77. 216 [dover.idf.il |drop First packet isn't SYN drop 22

212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il |[drop Frst packet isn't SN drop 22
Sreaning Engine: TP Invalid i i ssi

66.249. 65.231 |Uited Sates |147. 237, 77. 216 |dover. i of . 9 =9 Invalid segnent retransmssion. drop 22
Ret r ansni ssi on Packet dr opped.

212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 19

68.180.228. 112 |Wited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 18

84.94.74.5 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 18
Sreaming Engine: TCP Invalid i i ssi

66.249.84. 167 |lnited Sates |147.237.77. 216 |dover.idf.il 9 =9 Invalid segnent retransnission. drop 16
Ret r ansni ssi on Packet dr opped.

54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 16

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 16
Sreaming Engine: TCP Invalid i i ssi

66.249.84.166 |Wnited Sates |147.237.77. 216 |dover.idf.il g =g nvalid segnent retransmssion. drop 14
Ret r ansni ssi on Packet dr opped.

109. 200. 30. 154 E?Ir:ggegom 147.237.77. 216 |dover.idf il |[drop Frst packet isn't SN drop 14

64.233.172.155 |Lhited Sates |147.237.77.216|dover.idf.il [drop First packet isn't SN drop 13
Sreaning Engine: TP Invalid i i ssi

66.249.84.165 |Uited Sates |147.237.77. 216 |dover. i of . 9 =9 Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dr opped.

64.233.172.171 |Lhited Sates |147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 12

50.87.144.145 |lhited Sates |147.237.77.216|dover.idf.il |drop First packet isn't SN drop 12

46.19.85.76 I srael 147.237.77.233|atal .idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 12
Sreaming Engine: TCP Invalid i i ssi

87. 68. 67. 86 I srael 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmission. drop 12
Ret r ansni ssi on Packet dr opped.

116. 14. 50. 100  |S ngapore 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SWN drop 11

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |[drop drop 10

185. 120. 126. 59 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10

207. 46. 13. 107 Lhited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 10

24.190. 3. 234 Lhited Sates |147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10

146. 185. 56. 162 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10

41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrule drop 10

66.249. 65. 231  |lsrael 147.237.77. 216 |dover.idf.il |[drop First packet isn't SYN drop 9

77.125.1.31 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 9

93.172.160. 104 |[Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8

79.180. 217. 140 |lsrael 147.237.77. 216 |dover.idf.il |[drop First packet isn't SYN drop 8

86. 179. 77. 218 z";ggom 147.237.77. 216 |dover. i df .| |dr op First packet isn't SWN drop 8

84.111.28.61 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop

157.55.39. 147 [nited Sates [147.237.77.216|dover.idf.il [dr op Frst packet isn't SYN drop

46.19. 85. 76 I srael 147.237.0.34 [tikshw.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 7

77.100. 43. 102 E?Ir:ggegom 147.237.77. 216 |dover.idf.il |[drop Frst packet isn't SN drop 7

109. 66. 147. 216 |l srael 147.237.77. 216 |dover.idf.il |[drop First packet isn't SN drop 6
Sreaning Engine: TP Invalid i i ssi

66.249. 65.238 |Uited Sates |147. 237, 77. 216 |dover. i of . 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi

66.249. 65. 224 |lited Sates |147.237.77. 216 |dover.idf.il 9 =9 Invalid segment retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.

109. 67. 146. 178 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop

74.64.108. 89 Lhited Sates |147.237.77. 216 [dover.idf.il |drop First packet isn't SYN drop
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|Top Attackers In V\AF|

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Gountry Action
213.57.237.94 |Israel 147.237. 72. 167 shuri maka. i df . i 1{1°0 V&Y of the Same Response Qode (404) in Session from Bock  |108
213.57.237. 94
46.19.85.220 |Israel 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 5
208.115. 111. 72 g"altgg 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/giyus/foruntasp/ showf or um asp B ock 4
2.54.182.135 |Israel 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock
87.68. 67. 86 I srael 147.237.77. 216 |dover.idf .l O stributed Suspicious Response Code B ock
66. 249. 65. 224 |l srael 147.237.77.216|dover. i df . il Lhaut hori zed LRL Access to waw idf.il/tenpl ates/articl e/ watch Bl ock
. -|Uhaut hori zed URL Access to
188. 165. 15. 204 [France 147.237.0.15  |kosher-kravi . idf. i kosher-kravi .i df i1/t enpl at es/ shar ed/ user cont rol s/ header upper/ Bl ock 1
66.249. 67. 122 |l srael 147.237.72. 166 |aka. i df . i | tnknown Paranet er 4d9c6f 40 in None 1
waw aka. i df . i |/ mai n/ kapat z/ cont act us. aspx
213.57.237.94 |Israel 147.237.72.167|i shuri maka. i df . i |[Too Many 404: Response Code per Session B ock
66.249. 93. 136 |[lsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ favi con. i co B ock
66. 249. 67.6 | srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
- - Unhaut hori zed URL Access to
188. 165. 15. 210 |France 147.237.77.233|atal .idf.il v at al i df .|/ shar ec/ user cont rol s/ header upper / B ock 1
. . O stributed Unaut hori zed URL Access on
66.249. 67. 234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
66.249.93.140 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
. . D stributed Lhaut hori zed URL Access on
66.249.67.59 |Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
208.115. 111. 72 ;h;:sd 147.237.76.86 |[navy.idf.il Ml tipl e Unauthorized URL Access from 208.115. 111. 72 Bl ock 1
. . D stributed Lhaut hori zed URL Access on
66.249. 67. 242 |Israel 147.237.72. 166 |aka. i df . i | 147,237, 72. 166/ gi yus/ f or urd asp/ showf or um asp B ock 1
62.210. 247. 93 |France 147.237.72. 156 |anan. i df . i | Lhaut hori zed LRL Access to list.ips.gov.il/robots. txt Bl ock 1
84.94.22.33 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. . O stributed Unhaut hori zed URL Access on
66.249.67.65 |Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
2.54.169.251 |Israel 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
. . D stributed Lhaut hori zed URL Access on
66.249. 67. 250 |Israel 147.237.72. 166 |aka. i df . i 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
66. 249. 64. 157 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 8818- he/ r ef uah. aspx B ock 1
. . Unaut hori zed URL Access to
66.249.67.71 |Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp B ock 1
Gooki e Tanpering on cooki e _pk_ref.322.9cd2: Expect ed
2.54.182.135 |[Israel 147.237.0.19 |madimatal .idf.il |["","", 1447021863, "https://www googl e. co.il /"], Cbserved None 1
["","", 1447025335, "ht t ps: / / wwn googl e. co. il /"]
208. 115. 113. 89 ;h;:sd 147.237.77.216|dover.idf . il D stributed Suspicious Response Qode B ock 1
. . Unaut hori zed URL Access to
66.249.78.60 |Israel 147.237.77.233|atal .idf.il atal .idf.il/tenpl at es/ shar ed user cont rol s/ header upper/ B ock 1
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