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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2712
220.181.108. 101 Chi na 147.237.76. 86 navy.idf.il TCP handshake viol ation, first packet not syn |drop 60
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table drop 54
5. 102. 246. 108 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
46. 121. 254. 205 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 23
109. 186. 61. 112 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
46.19. 85. 107 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
2.52.53. 26 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 15
185. 32.179. 125 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 12
176. 106. 227. 244 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
100. 38. 183. 54 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 6
84.110. 192. 196 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
77.125.15.174 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
78.190. 117. 249 Tur key 147.237.77.216 dover.idf.il SYNHood full table drop 4
37.46. 39. 127 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
2.54. 25,200 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
93. 173. 53. 106 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
5.102.217. 130 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
79.182.188. 125 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
37.142, 215. 238 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 4
62. 219. 254. 22 | srael 147.237.77. 216 dover.idf.il B ock Udp Al Nets drop 3
85. 102. 104. 33 Tur key 147.237.77. 216 dover.idf.il SYNHood full table drop 3
5.29.77.226 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
109. 66. 106. 147 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
14.192. 205. 176 Ml aysi a 147.237. 76. 200 eitan.aka. idf.i|B ock Udp All Nets drop 2
46. 19. 86. 168 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 2
146. 185. 239. 100 Russi an Federati on 147.237.76. 42 refuah.idf.il |bl ock-sp-trafl drop 1
2.54.173. 245 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 1
2.54.175. 120 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
192. 168. 2. 103 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
2.54.17.123 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
176. 13. 14. 169 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
77.125.118. 187 |[147.237.72. 166 |l srael aka.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 22
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 8
013, 151 32. 163 |147. 237 77. 2331 57 ael atal il ET DO Large anount of TCP ZeroVindow - Possible Nkiller2 8
DDos attack
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
66.249. 67. 13 147.237.72.166 |Wited Sates [akaidf.il ET SCAN NVAP -sA (2) 2
66.249.64. 186 |147.237.77.74 |Wited Sates |[lawidf.il ET SCAN NVAP -sA (2) 2
66.249.64.191 |147.237.77.74 |Wited Sates |[lawidf.il ET SCAN NVAP -sA (2) 2
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP D stributed Portscan 1
122.114. 17. 100 |147.237.77. 178 |Chi na e. mat pash. i df . il ET SCAN Potential SSH Scan 1
122.114.17.100 |147.237.76.86 |China navy. i df . il ET SCAN Potential SSH Scan 1
122.114.17. 100 |147.237.76.30 |China hi nush. i df . i | ET SCAN Potential SSH Scan 1
199. 101. 186. 134|147. 237. 76. 198 [Lhited Sates |e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
122.114.17.100 |147.237.0.16 |China ny- kosher-kravi . i df . i ET SCAN Potential SSH Scan 1
198.98.52. 117 |147.237.76.39 |lLhited Sates |rmobile. meitav.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
116. 58. 237. 195 [147.237.8.28 |Thailand e.mobi | e-ks. i df.il ET SCAN Behavi oral Lhusually fast inbound Tel net Connections, 1
Potential Scan or Brute Force
198.98.52. 117 [147.237.0.34 |Whited Sates |tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
188.138. 9. 51 147.237.0.200 |Ger many nau. i df il ET SCAN NVAP -sS w ndow 1024 1
122.114. 17. 100 |147.237. 77. 234 |Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
122.114.17. 100 |147.237.77.170|Chi na naar achot . i df . i | ET SCAN Potential SSH Scan 1
122.114.17. 100 |147.237.76.31 |China nakchal . i df il ET SCAN Potential SSH Scan 1
199. 101. 186. 134|147. 237. 76. 198 |Lhited Sates [e.yohalan.idf.il ET SCAN NMAP -sS wi ndow 2048 1
122.114.17.100 |147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
199. 101. 186. 134|147. 237. 76. 198 [Lhited Sates |e.yohal an.idf.il ET SCAN NVAP -f -sS 1
119, 55. 73, 40 147 237 0.33  |ni na il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
198.98.52. 117 |147.237.76.31 |Lhited Sates |nakchal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
198.98.52. 117 |147.237.0.19 |lhited Sates |madimatal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
188.138. 9. 51 147. 237. 72. 166 |Ger many aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
85. 250. 216. 178 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 1177
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 189
213.57.184.24 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 140
46.244.79. 89 glcisgii:;a” Territonyls a7 237.77. 216 |dover. i o . i1 drop First packet isn't SWN drop 118
173.54.15.189 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 104
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 83
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 77
79.182. 56. 91 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 76
89. 35.91. 68 Romani a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 75
79.182.211.31 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 70
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 70
66.249.93.200 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 66
66.249.93.196 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 65
79. 180. 59. 27 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 59
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 57
46.19. 85. 17 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 56
187. 64. 235. 206 |Brazil 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 50
202.62.119. 130 |Hji 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 49
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 48
2.54.57. 254 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 46
109. 65. 109. 149 |l srael 147.237. 72. 167 |i shuri maka.i of . i [dr op First packet isn't SN drop 46
66.249. 65. 224 |Uited Qates 147. 237. 77. 216 |dover. i of . i1 Streaning Bngine: TCP Invalid limvalid segnent retransmission. 44
Ret r ansni ssi on Packet dr opped.
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 43
87.148.92. 63 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 41
66.249. 65.238 |Lnited Qates 147. 237 77. 216 |dover. 111 | €M NG Engine: TP Inval id fimvalid segnent retransnission. |, o, 40
Ret r ansni ssi on Packet dr opped.
141.105. 63.26 |Jordan 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 39
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 39
66. 249. 65. 238 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 37
92.40.248.195 |Uhited Ki ngdom 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 36
208. 69.40.101 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 35
46.120. 170. 183 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 34
157.55.39. 175 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 34
66. 249. 65. 231 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 34
93.173.53.106 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 33
79.129.54.52 G eece 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 31
66.249. 65.231 |Uited Sates 147. 237. 77. 216 |dover. i of . i1 Streaning Bngine: TCP Inval id limvalid segnent retransmission. 30
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 218 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 30
185. 3. 144. 96 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 29
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 29
66.249.81.218 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 29
176. 13.14. 70 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 28
212.199. 182. 150]I srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 28
46.117.122.138 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 27
77.126.113.187 | srael 147.237.77. 234 |nal ag. i . i Bad TCP sequence mdﬁrsa:;me” wWthdifferent — oonitor |27
109. 186. 61. 112 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 27
66. 249. 65. 224 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 25
40.77.167. 2 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 25
207.46.13.169 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
2.54.17.123 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
149. 78. 90. 228 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 21
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 85. 81 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 20
176. 12. 139. 186 || srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 3
) . . . O stributed Whaut horized URL Access on
40.77.167.105 [lhited Sates 147.237.76. 147 |chi nuch. aka. i df . i | i chi nuch. aka, i df i1/ 404, htm B ock 3
77.125.118. 187 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: (pen Mbde None
37.26.146. 139 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Lhaut horized URL Access from 37. 26. 146. 139 Bl ock
109. 66. 13. 200 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock
m ny- kosher-kravi .id
46. 120. 46. 55 | srael 147.237.0. 17 f inly Dstributed I11egal Parangeter Encodi ng None 2
37.26.146. 139 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/main/giyus/eng |B ock 1
. . . Unaut hori zed URL Access to
114. 98. 237. 246 |Chi na 147.237.77. 176 |mat pash. i df . i | vw cogat i df i1/ 1819- he/ i df g. aspx/ t r ackback/ B ock 1
. . Unaut hori zed URL Access to
66.249.69.41 |Israel 147.237.77. 170 |m@ar achot . i df . i | 147. 237. 7. 170/ 71538- he/ maar achot . aspx Bl ock 1
66. 249. 65. 224 |l srael 147.237.77.216|dover. i df . i | Distributed Suspici ous Response Code B ock 1
213.188.52.57 |Sntzerland 147.237.77. 216 |dover . i df . i | Distributed Suspici ous Response Qode B ock 1
46.19.85.121 |lIsrael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index Bl ock 1
2.54.63. 89 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 1
. . DO stributed Whaut horized URL Access on
87.68. 61. 66 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234] i nages/ shar ed/ bul | et 1. gi f B ock 1
66.249.67.13 |Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter pop in wwy aka. i df.il/nai n/ hone/ None 1
Pal estinian Territory, . . O stributed Whaut horized URL Access on
46.244.79.89 |50 i o 147.237.77. 176 |mat pash. i df . i | v cogat . i 1/ 894- ar B ock 1
- . Unaut hori zed URL Access to
37.142.172. 191 |l srael 147.237.77.233(atal .idf . il 147, 237.77. 233/ 1135- he/ at al . aspx Bl ock 1
. . . . SS. Lhtraceabl e Gnnection - Protocol violation
149.78.25.104 |lsrael 147.237.72.167|i shurimaka.i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
66. 249. 65. 231 |Israel 147.237.77.216|dover.idf . il D stributed Suspi ci ous Response Code Bl ock 1
. . D stributed Uhauthorized URL Access on
46.19.85.147  |Israel 147.237.77.233|atal .idf .il 147. 237, 77. 233/ 1135- hel at al . aspx B ock 1
- . DO stributed Whaut horized URL Access on
2.54.63.231  |Israel 147.237.77.233atal .idf . il 147, 237. 77. 233/ 1136- hel at al . aspx Bl ock 1
107. 150. 43. 206 |Lhited Sates 147.237.77.74 |lawidf.il Distributed Unaut hori zed URL Access on www ¢l oud. ph/ B ock 1
. - Unaut hori zed URL Access to
66.249.67.48 |Israel 147.237.76.31 |nakchal .idf.il 147. 237. 76. 31/ 894- he/ nakhal . aspx Bl ock 1
61.135.190. 71 |China 147.237.0.19 |nadimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock 1
40.77.167.42 |Wited Sates 147.237.76. 147 |chi nuch. aka. i df . i | Lhaut hori zed URL Access to waw chi nuch. aka. i df . i|/404. ht m|B ock 1
. . DO stributed Whaut horized URL Access on
77.126. 113. 187 |I srael 147.237.77.234|hal ag. i df . il 147. 237. 77, 234] i nages/ shar ed/ bul | et 1. gi f Bl ock 1
66. 249. 67.6 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
46.19.86.117 |[Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/hinuch B ock 1
- . Unaut hori zed URL Access to
5.29.136.159 |Israel 147.237.77.233(atal .idf.il 147, 237.77. 233/ 1136- he/ at al . aspx Bl ock 1
109. 65. 129. 119 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
. . DO stributed Whaut horized URL Access on
66. 249. 67. 65 | srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
61. 135. 190. 200 |Chi na 147.237.0.15 |kosher-kravi.idf.il Unaut hori zed URL Access to 147.237.0. 15/ B ock 1
. . Unaut hori zed URL Access to
183.79.222. 1 Japan 147.237.77.74 [lawidf. il waw | aw i df . i1/ consol e/ core/ doc_ngr/doc_ngr. asp Bl ock !
. . . Mil tiple Fullw dth/Hal fw dth Uhi code Encodi ng on
79.180.55.33 |l srael 147.237.0.34 |tikshuv.idf.il URL/ Par amet er (+) from 79. 180. 55. 33 B ock 1
66.249.67.13 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qustom Tenporary  |H ock 1
46.117.62.166 |lIsrael 147.237.72.167|i shuri maka.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249. 67. 129 |Israel 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/ B ock 1
62.210. 88. 201 |France 147. 237. 76. 147 |chi nuch. aka. i df . i | Lhaut hori zed URL Access to www googl e. pl / sear ch B ock 1
185. 32. 179. 113 |l srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qustom Tenporary  |B ock 1
. . . . Unknown HTTP Request Method COK in URL
86.96.24.129 |lnited Arab Emirates [147.237.77.216|dover.idf.il wiw i df i 1/ 1133- 20835- he/ dover . aspx B ock 1
. . Unaut hori zed URL Access to
66.249.67.13 |lIsrael 147.237.72. 166 |aka. i df . i | vaww aka. i df i 1/ 1151- he/ chi nuch. aspx B ock 1
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