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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2600
220.181.108. 115 Chi na 147.237.76. 86 navy.idf.il TCP handshake viol ation, first packet not syn |drop 273
66. 249. 64. 186 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 261
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 149
5.22.129. 166 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 17
109. 65. 143. 168 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 16
37.26.147.198 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
149. 78. 64. 235 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 10
2.54.171. 76 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
2.54.60. 16 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
87.68.57. 17 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46. 19. 86. 32 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5
212.179. 227. 196 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
109. 186. 18. 95 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
109. 186. 18. 95 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 4
2.54.152. 24 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
95. 86. 90. 233 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
79.182.58. 73 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
66. 249. 93. 244 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 3
62. 219. 254, 22 | srael 147.237.72. 166 aka.idf.il B ock_Udp All _Nets drop 3
79.181. 69. 8 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
109. 64. 164. 7 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
115. 230. 124. 164 Chi na 147.237.76. 196 e.svivaidf.il |[JLM Under Attack Con_Tcp drop 2
92. 58.189.5 Spai n 147.237.77. 216 dover.idf.il SYNHood full table drop 2
149. 88. 110. 193 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
213.57.170. 98 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 1
93.174.93.6 Net her | ands 147.237.76. 177 ncore.idf.il B ock Udp Al Nets drop 1
23.239. 69. 233 Lhited Sates 147.237.76. 196 e.sviva.idf.il [Bock Udp All Nets drop 1
95.47.161. 117 Ger nany 147.237.76. 34 yohal an.idf.il |Bl ock Wip All Nets drop 1
71.196. 81. 75 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 1
23. 239. 69. 233 Lhited Sates 147.237. 76. 197 e hinush.idf.il |Block_ Udp Al _Nets drop 1
176.12. 146. 185 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 1
109. 66. 127. 21 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
37.26.147. 188 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
93.174.93. 6 Net her | ands 147.237.76. 42 refuah.idf.il B ock_Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

‘ Target Address

At acker

Signature

CGountry

Potential Scan or Brute Force

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 12
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
131.109.15.2 |147.237.76.86 [lLhited Sates |navy.idf.il ET SCAN NVAP -sS wi ndow 3072 1
114,47 62. 143 1147 237 0.35  |Tai van akavs. i df il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
88.249.106. 23 [147.237.0.35 |[Turkey akavs. i df . i ET SCAN NVAP -sS w ndow 1024 1
78.252.13.18 [147.237.8.50 |France e.tikshuv.idf.il |ET SCAN Potential SSH Scan 1
78.252.13.18 [147.237.8.27 |Fance e.nadimatal .idf.i|ET SCAN Potential SSH Scan 1
78.252.13.18 [147.237.8.14 |France e.orchot.idf.il |ET SCAN Potential SSH Scan 1
61.182.170.38 |[147.237.76.30 [China hi nush. i df il ET SCAN Potential SSH Scan 1
210. 61. 150. 154 |147. 237. 76. 201 |Tai wan e.ata.idf.il ET SCAN NVAP -f -sS 1
46.151. 54.209 |147.237.77. 243 |krai ne nobi | e. i df.il ET SCAN NVAP -sS w ndow 1024 1
167.56. 72. 99 147.237.8.28 |Wruguay e.nmobi | e-ks.idf.il BT $5N Behavi oral Lhusually fast inbound Telnet Connections, 1
Potential Scan or Brute Force
37.26.147. 140 |(147.237.77. 216l srael dover.idf.il portscan: TGP Dstributed Portscan 1
131.109.15.2 |147.237.76.86 [lLhited Sates |navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
89.248. 174.55 |147.237.0.200 [Netherlands rdu. i df il ET SCAN Potential VNC Scan 5900- 5920 1
87.69.20.217  [147.237.72. 166 [ srael aka.idf.il portscan: TP D stributed Portscan 1
78.252.13.18 [147.237.8.45 |France e.eitanidf.il ET SCAN Potential SSH Scan 1
78.252.13.18 |147.237.8.24 |France elifestyle.idf.il|ET SCAN Potential SSH Scan 1
61.182.170.38 |147.237.76.38 |China eeneitav.id.il |ET SCAN Potential SSH Scan 1
210. 61. 150. 154 [147. 237. 76. 201 [Tai wan eatal.idf.il ET SCAN NMAP -sS w ndow 2048 1
50,127 138. 215 |147 237 0.33  |Tai ven il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

A tacker

Count ry ‘Target Addr ess ‘S‘te ‘Signature
95. 86. 90. 233 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 1167
87.68.57. 17 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 234
46.120.115.0 [l srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence ig ;et ransmt with different wndow) oo |12
37.26.148.240 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 173
2.54.159.158 |Israel 147, 237.76. 200 [ei tan. aka i of || SAM N9 Engine: TP Invalid Invalid segnent retransmssion. drop 138
Ret r ansn ssi on Packet dr opped.
46. 163. 68. 109 |Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 132
212.179.21. 194 [l sreael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 116
149. 78. 154. 69 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 102
148. 74. 82. 242 ?IOS: LieEe 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 74
79.182.211. 31 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 73
90. 177. 100. 129 Fcépizri . 147.237.77. 216 |dover.icf.il |drop First packet isn't SWN drop 58
46.121.12. 112 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 57
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 51
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 50
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 49
52. 16. 5. 197 Lhited Sates |147.237.77. 216 [dover.idf.il |drop Frst packet isn't SYN drop 46
69. 141. 118. 247 |Whited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 42
109. 65. 143. 168 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 40
68.180. 228. 112 |Lhited Sates |147.237.77.216|dover.idf.il |drop Frst packet isn't SYN drop 38
64.233.172. 171 |Uhited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 36
64.233.172. 155 |Lhited States |147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 36
64.233.172.163 |Lhited Sates |147.237.77.216|dover.idf.il |drop Frst packet isn't SYN drop 32
66.249.65. 231 |United Sates [147.237. 77. 216 |dover.if i1 | CaM NG Engine: TCP Invalid Invalid segnent retransmssion drop 32
Ret ransn ssi on Packet dr opped.
93.172.185.71 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 31
79.183. 122. 235 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 30
85.250.184. 1 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 30
41. 237.45.118 |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 30
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 29
66.192.104.13 |Uhited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 28
2.54.60. 16 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 26
66.249.65.238 |United Sates |147.237. 77. 216 |dover.if i1 | CamNg Engine: TCP Invalid nvalid segnent retransmssion. drop 26
Ret ransm ssi on Packet dr opped.
73.182.36.188 |Lhited Sates |147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 23
54.224.21.23 Lhited Sates |147.237.77.216 [dover.idf.il |drop Frst packet isn't SYN drop 22
176. 63. 127. 145 |Hungary 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 22
92.58.189.5 Spai n 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 22
66. 249, 65,224 |United Sates 147,237, 77. 216 |dover. iof. i1 || SAM NG Engine: TCP Inval id Invalid segnent retransmssi on. drop 22
Ret r ansm ssi on Packet dr opped.
66.249.81.212 |lLhited Sates |147.237.77.216|dover.idf.il |drop First packet isn't SN drop 21
198.111.162.2 |[nited Sates |[147.237.77.216|dover.idf.il |[drop First packet isn't SYN drop 20
85. 65. 139. 180 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 20
2.54.171.76 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 20
5.22.129. 166 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 19
50.87.144. 145 |Lhited Sates |147.237.77.216|dover.idf.il |drop First packet isn't SN drop 19
71.196.81. 75 Lhited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 18
187.61.149.26 |Brazil 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 18
212.179. 90. 106 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 18
109. 200. 30. 154 lrgi]ir:gegom 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 18
85. 64. 153. 198 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 18
66. 249. 65. 238 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 17
82.137.10. 88 Romani a 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 15
79.181.221. 121 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 15
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qount ry ‘Target Address |Site dgnature Action ‘Count
109. 67.129. 55 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 27
m ny- kosher-kravi.id
77.127.169. 8 | srael 147.237.0. 17 f inly Dstributed I11egal Paraneter Encodi ng None 4
m ny- kosher -kravi .id
176.13. 3. 87 | srael 147.237.0. 17 f inly Dstributed I11egal Paraneter Encodi ng None 4
176.12.142.50 |[lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
. . . Unaut hori zed URL Access to
79.179. 199. 180 [l srael 147.237.77.243|nobi | e.i df . i | nobi | e, i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 B ock 3
. . Unhaut hori zed Met hod HEAD f or
84.228.30.79 |Israel 147.237.72. 166 [aka. i df . i | ww aka. i o i |/ i 1V gi yus/ general . asp Bl ock 2
. . . Paraneter Type Molation catld in
167. 114. 64. 100 |Canada 147.237.0.34 |tikshuv.idf.il ww ti kshuv. i of i1 /i tel general . aspx B ock 2
. . D stributed Uhauthorized URL Access on
93.172.37.248 |Israel 147.237.77.216|dover. i df . i | ww i of i1/t tps: /v df i1/ B ock 1
46. 43.114. 116 galcisgi'géa” Territory, 1147, 237.77. 216 |dover . i df . i | Lhaut hori zed LR Access to wwwidf.il/en/ B ock 1
. . Unaut hori zed URL Access to
79.180.50.46  |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. g f Bl ock 1
66. 249. 67. 138 |l srael 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
142.54.172. 106 |Lhited Sates 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to www cl oud. ph/ B ock 1
62.210. 88.201 [France 147.237.0.15 |kosher-kravi.idf.il Unaut hori zed URL Access to wu googl e. pl / sear ch B ock 1
. . Unaut hori zed URL Access to
37.26.146. 241 |[lIsrael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ st yl el shar ed/ t ext . css B ock 1
84.109. 118. 182 |I srael 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 65. 231 |l srael 147.237.77.216|dover. i df . i | Wi df i | /navy/ ht i/ rankf s. ht b B ock 1
109. 65. 25. 175 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: (pen Mde None 1
. . D stributed Uhauthori zed URL Access on
46. 116. 238. 247 |l srael 147.237.72. 166 |aka. i df . i | W aka. i o i1/ htt ps: /v aka, i df i1/ B ock 1
79.183.119.22 |[lIsrael 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to wawidf.il/https:/wwidf.il/ |B ock 1
. ; Unaut hori zed URL Access to
66.249.69.49 [l srael 147.237.77. 170 |n@ar achot . i df . i | 147. 237.77. 170/ 71919- he/ maar achot . aspx Bl ock 1
142.54.187. 46 |Lhited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to www cl oud. ph/ B ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 157 [l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8762- he/ r ef uah. aspx B ock 1
. . D stributed Uhauthori zed URL Access on
37.142.98.187 |Israel 147.237.72. 166 |aka. i df . i | ww aka. i o i1/ htt ps: /v aka, i df i1/ B ock 1
79.177.219.28 |Israel 147.237.77. 176 |mat pash. i df . i | Mil ti pl e Unaut horized URL Access from 79.177.219. 28 Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 65. 238 |l srael 147.237.77.216|dover. i df . i | ww i df i 1/at al 1/ Zkor/ vi ew i . asp B ock 1
109. 65. 143. 168 [l srael 147.237.77. 216 |dover.i df . il NULL Character in Method B ock 1
. . Unaut hori zed URL Access to
46.120.115.0 [Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl el shar ed/ reset . css B ock 1
80. 246. 130. 247 |l srael 147.237.76.86 |navy.idf.il Gooki e Tanpering on cookie __atrfs: Expected ab/ None 1
66.249.93. 196 [Israel 147.237.77. 216 |dover . i df . i | WL i's fbove Root Directory . B ock 1
vwwv idf.il/../../inmages/infocenteritentbrowser. png
66. 249. 65. 224 |l srael 147.237.77. 216 |dover.idf .i | D stributed Suspici ous Response Code B ock 1
149. 78. 241. 124 || sr ael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
. . D stributed Uhauthorized URL Access on
46.19. 86. 96 I srael 147.237.77.233|atal .idf .il 147, 237.77. 233/ 1134- hel at al . aspx B ock 1
. . Unaut hori zed URL Access to
87.69.181. 204 |Israel 147.237.77.233(atal .idf . il 147, 237.77. 233/ 1134- hel at al . aspx B ock 1
. . Unaut hori zed URL Access to
79.177.219.28 |[Israel 147.237.77. 176 |mat pash. i df . i | v cogat . i df . i 1/894- hel ct . aspx B ock 1
. . Unaut hori zed URL Access to
66.249.67.71 |[lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ i yus/ gener al . aspx B ock 1
212.143.172. 99 [l srael 147.237.72. 166 |aka. i df . il Uhaut hori zed URL Access to www aka.idf.il/main/ B ock 1
46.121.12.112 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/giyos B ock 1
24.63.26.22 Lhited Sates 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to wwwu ti kshuv.idf.il/200.aspx |Bl ock 1
80. 246. 137. 47 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
: . . Unaut hori zed URL Access to
68.180.228.59 |Lnited Sates 147.237.77.74 |lawidf .il vow | aw i dff . i 1/ 589- he/ pat zar . aspx= Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 65. 230 [l srael 147.237.77. 216 |dover. i df . il 147. 237. 77. 216/ 1362- 13990- he/ dover . aspx B ock 1
. . Unaut hori zed URL Access to
151.80.31.136 |italy 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9724- he/ r ef uah. aspx Bl ock 1
46.19.86.142 [Israel 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to wa | aw i df.il/14-he B ock 1
92.253.86.91  |Jordan 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed LRL Access to www cogat . i df . il/894-ar B ock 1
66.249. 67. 129 |l srael 147.237.72. 156 [anan. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/ B ock 1
. . Uhaut hori zed URL Access to
109. 186. 18. 95 |Israel 147.237.77. 216 |dover. i df . il 147. 237.77. 216/ 1133- 18485- he/ dover . aspx B ock 1
46.163.68. 109 |Ger many 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wan aka. i df.il/defaul t.aspx B ock 1
37.26.146. 136 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
. . S3. Unhtraceabl e Gnnection - Protocol violation
84.108.171. 171 |l srael 147.237.72. 166 [aka. i df . i | (SSL OONN LI ENT HELLO) None 1
: . . Unaut hori zed URL Access to
68.180. 228. 112 |Lhited Sates 147.237.77. 216 (dover. i df . il v i o i |/ 894- en/ dover . aspx/ B ock 1
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