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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2580
220.181. 108. 93 Chi na 147.237.76. 86 navy.idf.il TCP handshake viol ation, first packet not syn |drop 255
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 143
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 110
82.82.115. 81 Ger nany 147.237.77. 216 dover.idf.il SYNHood full table drop 32
31.168. 2. 130 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 24
87.69.211. 195 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
2.54.172. 38 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 13
93.172. 47. 50 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
79.182. 203. 183 I srael 147.237.77. 176 natpash.idf.il [Block Wip All Nets drop 8
80. 246. 137. 252 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 8
84.108. 22. 35 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
79.182. 203. 183 | srael 147.237.77. 216 dover.idf.il ock Wdp Al _Nets drop 7
5.28.128. 135 | srael 147.237.77.216 dover.idf.il SWNHood full table drop 6
2.54. 140. 130 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 5
109. 67. 135. 226 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
5.22.131. 126 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
79.176. 13. 45 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
207.179. 136. 203 Canada 147.237.77. 216 dover.idf.il SYNHood full table drop 4
84.228.175. 178 | srael 147.237.77.216 dover.idf.il SWNHood full table drop 4
95. 45. 252. 2 Irel and 147.237.77. 216 dover.idf.il SYNHood full table drop 4
2.54.172. 154 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
109. 66. 204. 253 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
2.222.215.19 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYNHood full table drop 3
66. 249. 65. 191 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 3
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
176.12.142. 112 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
79.177.9. 230 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
182.118. 53. 161 Chi na 147.237.77. 216 dover.idf.il SYNHood full table drop 1
46.19. 86. 17 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
31.210. 187. 204 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 1
176. 12. 136. 97 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
93.174.93. 6 Net her | ands 147.237.76. 86 navy.idf.il B ock_Udp Al Nets drop 1
37.26. 147. 227 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
128.70.5.18 Russi an Federation 147.237.76. 38 eeneitav.idf.ilB ock Wdp All Nets drop 1
37.142. 154. 38 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

At acker
Qountry

Signature

66.249. 64. 186 [147.237.77.74 [lLhited Sates lawidf.il ET SCAN NVAP -sA (2) 10
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 7
66.249. 64. 191 (147.237.77.74 [Uhited Sates lawidf.il ET SCAN NVAP -sA (2) 4
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
66.249. 64. 181 [147.237.77.74 [lhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
66.249. 64. 165 [147.237.77.74 [Uhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
79.178. 199. 100 (147. 237. 76. 31 [l srael nakchal .i df .il ET DB Large anount of TCP ZeroWndow - Possible N ller2 CDos 2
attack
923, 14. 148. 110 |147. 237 76.31 |cni na rekchal idh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

193.107.17.72 |147.237.72.14 |Seychelles dover.idf.il (ol dJET SCAN NVAP -sS w ndow 1024 1
167. 114. 156. 16 [147. 237. 77. 216 |Canada dover.idf.il portscan: TCQP D stributed Portscan 1
5.199.172.36  |147.237.77.233|Lithuania atal.idf.il ET SCAN NMAP -sS wi ndow 2048 1
148. 61. 111. 27 |147.237.77.216|lhited Sates dover.idf.il portscan: TGP O stributed Portscan 1
5 145 298 15 |147 237 76 30 |RUSSian himsh i df | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
' Federat i on Potential Scan or Brute Force

103. 232. 35. 46 |147.237.77. 121 |Hong Kong e navy.idf.il ET SCAN NVAP -f -sS 1
80. 246. 136. 123 [147.237.0.19 |[Israel nedi matal .idf.i|ET SCAN Possible SS. Brute Force attack or Ste Gaw 1
79.176. 48. 144 (147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
71.105. 83.208 |147.237.76.30 |Lhited Sates himsh.idf.il  |ET SCAN NMAP -sS wi ndow 1024 1
188.138.9.51  |147.237.8.46 |Ger many e.chinuch.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
5.199.172.36 |147.237.77.233|Lithuania atal.idf.il ET SCAN NMAP -sS wi ndow 4096 1
149. 78. 90. 228 [147.237.77. 216 |l srael dover.idf.il portscan: TCP DO stributed Portscan 1
5.199.172.36  |147.237.77.233|Lithuania atal.idf.il ET SCAN NVAP -f -sS 1
103. 232. 35. 46 |147.237.77. 121 |Hong Kong e navy.idf.il ET SCAN NVAP -sS w ndow 2048 1
84.94.119. 243 |(147.237.77. 216l srael dover.idf.il portscan: TCP DO stri buted Portscan 1
71.105. 83.208 [147.237.76.30 [Lhited Sates hinush.idf.il  |ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Addr ess ‘S‘te ‘Signature
31.168.196.216 |[Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1583
212.76.108.86 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 959
79.178. 6. 169 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 881
37.122.154. 225 |israel 147, 237 76. 200 |ei tan. aka i of | | 2N NG Engine: TCP Invalid  Jinvalid segnent retransnission drop 471
Ret ransn ssi on Packet dr opped.
77.127.240.136 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 211
92.241.59. 147 |Jordan 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 158
5.102. 198. 190 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 141
46. 19. 86. 199 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 134
68. 4. 21. 240 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 104
109. 66. 129. 224 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 96
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 91
79.181.24.175 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 82
91.23.162.119 |Germany 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 79
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 72
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 72
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 66
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 63
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 60
68.180.228. 112 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 59
46. 19. 86. 79 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 56
213.57.177.28 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 55
212.179.90. 106 |[Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 52
5. 255. 253. 157 gcsj:;:ﬂ on 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 50
84.228.15. 110 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 50
93.172.185.71 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 47
41. 46. 119. 24 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 47
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 47
108.59.253.71 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 46
168. 235. 200. 228|Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 45
66. 102. 8. 233 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 41
31.168. 2. 130 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 40
66. 102. 8. 238 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 38
80. 12. 35. 25 France 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 36
31.168.174.70 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 36
84.228.101.52 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 35
81.218.146. 3 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 35
37.174.19.252 |Rance 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 34
79.182.211.31 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 33
50. 87.144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 32
84.109.191.6 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 31
66.249. 65. 231  |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 31
79.181.1.108 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 31
46. 19. 86. 111 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 31
66. 249. 65. 238 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 30
46.19. 85. 139 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 30
66.249. 65. 224 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 29
46. 19. 86. 196 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 29
31.154. 179. 52 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 28
109. 64. 113. 147 |Israel 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 27
208.54.85.195 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 26
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|Top Attackers In V\AF|

Devi ce

A tacker

ountry Target Address |Site Sgnature Action ‘Count

176.12. 142.56 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 273
109. 67. 135. 226 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 166
176.12. 142.56 |Israel 147.237.0.19 |[nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 116
80. 246. 136. 123 |I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 108
2.54. 59, 225 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 107
2.54.59. 225 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code Bl ock 104
109. 67. 135. 226 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 104
109. 67. 135. 226 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (403) B ock 55
37.122. 154, 225 I srael 147. 237.76. 200 [ei t an. aka. i df . i | 100 Y o e Same Fesponse Code (404) In Session from Bl ock 48
80. 246. 136. 123 |I srael 147.237.0.19 |[nadimatal .idf.il Distributed Too Many of the Sane Response Code (404) Bl ock 47
2.54.59. 225 I srael 147.237.0.19 |[nadimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 46
109. 66. 13. 200 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 30
46.19.85.247 |[Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Gode Bl ock 20
176.12. 149. 73 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 19
176.13. 15. 184 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 14
176.13.8.135 |Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Gode Bl ock 9
80. 230. 93. 138 I srael 147.237.0. 17 ;nlnly kosher-kravi.id|, @ e I1legal Parameter Encoding None 8
80. 246. 136. 123 |I srael 147.237.0.19 |madimatal .idf.il D stributed Too Many of the Sane Response Code (403) B ock 8
85.65.230.71 |Israel 147. 237.77. 243 |nobi | e. i df . i | nlf;;“f : olrd'fzf‘lj . geggf;zmztesn <t chi | ddocunent s/ 1361 Bl ock 3
94. 159. 159. 240 |1 srael 147.237.0. 17 ;nlnly kosher-kravi.id|, @ ed I1legal Parameter Encoding None 3
199. 203. 36. 87 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 2
109.66.11.3  [Israel 147.237.0. 17 ;nlrrly kosher-kravi.id|; @ e I1legal Parameter Encoding None 2

) . . . Lhknown Paraneter s in
209.133.77.171 |Uhited States |147.237.76.200|ei tan. aka. i df . i | ww ei tan. aka. i df.il/tenpl at es/ sendt of ri end/ sendt of ri end. aspx None 2

D stributed Unhaut hori zed LRL Access on

46. 118. 155.220 [Ukrai ne 147.237.72. 166 |aka. i df . i | wwn aka. i df . il/iturindresources/inages/ body/ i nages/ nai n. j pg Bl ock 2

176.13.1. 71 | srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Gode Bl ock 2
m ny- kosher - kravi . i d , ,

77.125.126. 138 |l srael 147.237.0. 17 £l Ostributed |11 egal Paraneter Encoding None 2
m ny- kosher-kravi . id

176.12. 141. 62 |Israel 147.237.0. 17 f Inly DOstributed |11egal Paraneter Encoding None 2
m ny- kosher - kravi . i d , ,

109. 65. 42. 187 |l srael 147.237.0. 17 £l Ostributed |11 egal Paraneter Encoding None 2

66. 249. 65. 224 |Israel 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to ww i df.il/english/news/j enin. stn) B ock 1

37.122. 154. 225 [l srael 147.237.76.200|ei tan. aka. i df . i | Too Many 404: Response Code per Session B ock 1

95. 45. 252. 2 I'rel and 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ B ock

66.249. 73.228 |Israel 147.237.77. 176 |nat pash. i df . i | thaut hori zed LR. Access to Bl ock 1

ww cogat . i df . i1/english/ pages/ def aul t. aspx

62.210.88.201 |France 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to 51.254. 206. 142/ ht t pt est . php B ock 1

176.13.11. 141 |Israel 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1

77.127.188.57 |Israel 147.237.72. 166 |aka. i df . i | Too Many 403: Response Code per Session B ock 1

66.249.67.13  |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1

95.133.176. 16 |Ukrai ne 147.237. 72. 166 |aka. i df . i | D stributed Uhaut hori zed LR. Access on Bl ock 1

wan aka. i df i | /iturimiresources/ i nages/ body/ i nages/ nai n. j pg
Unaut hori zed URL Access to

208.115.113.82 |Lhited Sates |147.237.77. 176 [mat pash. i df . i | v cogat . i df i 1/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock 1

66.249.78.18 |Israel 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77. 233/ 1462- he/ at al . aspx Bl ock 1

URL is Above Root Drectory
wan i df.il /.. /.. /i mages/ shar ed/ nenust r ech. png

. . Uhaut hori zed URL Access to
89.138.220. 66 |lsrael 147.237.72. 166 [aka. i df . i | voww aka. i of i |/ rai 1V gi yus/ ww navy. i df i B ock 1

. . Dstributed Unauthorized URL Access on
79.179. 121. 253 [I srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx B ock 1

. . D stributed Unaut hori zed LRL Access on
66.249.67.59 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1

Unaut hori zed URL Access to

66.102.8.238 |Lhited Sates [147.237.77.216|dover.idf.il B ock 1

114.98. 237. 246 |Chi na 147.237.77. 176 |nat paSh' idf.il WA cogat . i df . i | /901- 11442- he/ cogat . aspx/ t r ackback/ Bl ock !
108. 62. 48.248 |Lhited Sates [147.237.72.166aka.idf.il Uhaut hori zed URL Access to ww aka.idf.il/mai n/sachar/undefined |B ock
68. 4. 21. 240 Uhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx Bl ock
- . . Paraneter Type Mol ation ctl 00$CGont ent A acetbl der 1$txt Aty in
109. 66.56. 250 |l srael 147.237.0.19 |nadi matal .idf.il racimatel . of i1/ 1088, hel rer et 2. Bspx Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 151 |l srael 147.237.76.42 (refuah.idf.il 147. 237. 76. 42/ 994~ 9698- he/ r ef uah. aspx Bl ock 1
92.78.142.231 [Germany 147.237.77.216|dover . i df . i D stributed Suspici ous Response Code B ock 1
wwv. chamat z. aka. i df i
180.76.15.28 |China 147. 237. 77. 226 Wnaut hori zed LRL Access to B ock 1

N wan chanat z. aka. i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper/
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