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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il|DCS- Tool - Swi t chbl adG dest - r eset 2918
167.114. 156. 16 Canada 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 781
66. 249. 67. 13 Lhited Sates 147.237.72. 166 aka.idf.il |TCP handshake viol ation, first packet not syn drop 364
220.181.108. 120 Chi na 147.237.76. 86 navy.idf.il |TQP handshake violation, first packet not syn drop 265
0.0.0.0 147.237.77. 216 dover.idf.il|SINHood full table drop 178
79. 183. 35. 201 | srael 147.237. 72. 166 aka.idf.il |Block Udp All _Nets drop 27
94. 230. 86. 245 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 25
68. 96. 12. 51 Lhited Sates 147.237.77.216 dover.idf.il[SINHood full table dr op 18
77.125.105. 225 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 17
46. 19. 85. 40 | srael 147.237.77. 216 dover.idf.il|SYN Hood unverified cookie drop 10
2.54.188. 250 | srael 147.237.77. 216 dover.idf.il|SYNHood full table drop 9
37.26. 146. 152 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 7
85. 64. 59. 150 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 7
10.0.0.1 147.237.72. 166 aka.idf.il |Bock Wp Al Nets dr op 6
2.54.21. 44 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 5
84.111.113. 46 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 5
50. 140. 49. 82 Lhited Sates 147.237.77. 216 dover.idf.il|SYNH ood del ete reset drop 5
2.54.43.179 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 4
46. 19. 86. 54 | srael 147.237.77. 216 dover.idf.il|SYN H ood out of context drop 2
66. 171. 228. 225 Lhited Sates 147.237.72. 166 aka.idf.il |TQP handshake viol ation, first packet not syn dr op 2
87. 68. 241. 227 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 1
95. 45, 252. 1 Irel and 147.237.77. 216 dover.idf.il|SINHood full table drop 1
176.12.146. 111 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 1
93.174.93. 6 Net her | ands 147.237. 76. 177 ncore.idf.il|B ock Udp All _Nets drop 1
109. 64. 51. 243 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 1
94. 70. 25. 55 G eece 147.237.76. 86 navy.idf.il |B ock Udp All Nets drop 1
37.26. 147. 156 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 1
79.176.218. 222 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgnature |Devi ce Action |Oount |
62. 90. 158. 251 I srael 147.237.77.176 |mat pash.idf.il |14170: HITP. B ank User-Agent (descriptor but no string) B ock 2
62. 90. 255. 56 I srael 147.237.72.166 |aka.idf.il C1000122: HITP. Access to - .exe or .dll Per it 2
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34. 150. 18  [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
62.90.255.56  |147.237.72. 166 |l srael aka.idf.il WEB- FRONTPACE / _vti_bin/ access 2
66.249. 75.198 |147.237.77.170|Wited Sates n@ar achot . i df .i1 ET SCAN NVAP -sA (2) 2
64.20. 14. 66 147.237.77.216|Wited Sates  |dover.idf.il ET VBB SERVER ol dFusi on adni ni strat or access 1
188.138.9.51  |147.237.77. 74 |Ger many lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
46.121. 142, 231 [147. 237. 72. 166 || srael akaidf.il portscan: TCQP D stributed Portscan 1
167. 114. 156. 16 |147. 237. 77. 216 [Canada dover.idf.il portscan: TGP D stributed Portscan 1
43.229.53.89  |147.237.0.200 [Japan mu.idf il ET SCAN Potential SSH Scan 1
117.21.174.87 |147.237.0.16 |China ny-kosher-kravi.idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 1
95.51.101.97  [147.237.0.34 |Poland tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
87.68.83.18 147.237. 72. 166 |I srael akaidf.il portscan: TCQP D stributed Portscan 1
85.65.127.39  [147.237.72. 166 |I srael aka.idf.il portscan: TGP D stributed Portscan 1
64. 20. 14. 66 147.237.77. 226 |Lhited Sates v chanat z. aka. i df . i | PCLI CY- OTHER Adobe (ol dFusi on admn interface access 1
at t enpt
64.20. 14. 66 147.237.77.216|Wnited Sates  |dover.idf.il PQLI Cv- OTHER Adobe (ol dFusion adm n interface access 1
at t enpt
184.99. 139. 115 |147. 237. 77. 216 [Lhited Sates  [dover.idf.il portscan: TCQP D stributed Portscan 1
46.120. 90. 181 [147.237. 72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
149.78.170.76 |147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
43.229.53.89  [147.237.0.19 [Japan madi matal .idf.il ET SCAN Potential SSH Scan 1
95.51.101. 97  |147.237.0.34 |Poland tikshuv.iof.il ET SCAN NVAP -sS w ndow 2048 1
5.29. 76. 69 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
95.51.101.97  [147.237.0.34 |Poland tikshuv.idf.il ET SCAN NVAP -f -sS 1
85.250. 71. 151 |147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
64. 20. 14. 66 147.237.77. 226 |Uhited Sates win chanat z. aka. i df i | [ET WEB_SERVER (ol dFusi on admi ni strat or access 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
212.179.21. 194 |Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 114
188. 161. 112. 15 (F;ajcis;iigjja” Territory.\1 47, 237.77. 216 |dover. i df i drop Frst packet isn't SN drop 108
66.171.228.225 |Whited Sates 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 104
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 69
93.168.16. 102 |Romani a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 53
80. 229. 175. 186 |Uhited Ki ngdom 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 52
92. 90. 23. 33 France 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 48
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 45
91.178.113.194 |Bel gi um 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 38
184.99.139. 115 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 35
79.182.211.31 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 35
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 31
66. 249. 81. 215 |Russi an Federation 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 30
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 30
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 24
66.249. 65.238 |Uited Sates 147. 237. 77. 216 |dover. i of . i1 Streaning Bngi ne: TCP Inval id finvalid seqnent retransmssion. |, o, 24
Ret r ansm ssi on Packet dr opped.
66.249.65.224 |Wnited Sates 147.237.77. 216 |dover. i df . Streamng Engi ne: TCP Inval i d invalid segnent retransmission drop 24
Ret r ansni ssi on Packet dr opped.
2.52.16.101 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 23
149. 88. 54. 29 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
166. 137. 139. 115|lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 22
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SWN drop 22
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 21
47.17.185. 218 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 21
66.249.67.85  |lited Sates 147.237.77. 234 |hal ag.i df . Streanng Engine: TCP Invalid finvalid segnent retransmssi on. drop 20
Ret r ansni ssi on Packet dr opped.
109. 64. 51. 243 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 19
187. 64. 235. 206 |Brazil 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 19
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
109. 186. 26. 242 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
66.249. 65,231 |Lnited Qates 147. 237 77. 216 |dover. 1 r.i1 || €M Ng Engine: TP Invalid linvalid segnent retransmssion. |, o, 18
Ret r ansm ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 18
212.179.90. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 17
157.55.39. 175 |Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
94. 230. 86. 254 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 16
66. 249. 65. 224 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 16
109. 160. 254. 90 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
50. 140. 49. 82 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 15
109. 64.219. 191 |Israel 147.237.77. 233 |atal i of .i | Bad TCP sequence mdﬁvr:é;”lt wehdfferent | onitor |15
46.19. 85. 2 I srael 147. 237.72. 167 |t shurimaka i o || €3N NG Engine: TQP Invalid |invalid segnent retransnission. |, o, 15
Ret r ansni ssi on Packet dr opped.
157.55.39.147 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
149.78.42.221 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 15
37.26.148.251 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 14
192.117. 182. 186l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 14
213. 151. 48. 140 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
109. 64. 113. 229 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 13
95. 86. 119. 65 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
37.26.148.234 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
77.126.238.81 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
176.13. 0. 224 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
84.228.15.110 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry Target Address |Site Sgnature Action ‘Count
m ny- kosher - kr avi
1. 46.47. 213 Thai | and 147.237.0. 17 i gfy il Ostributed |11 egal Paraneter Encoding None 11
m ny- kosher - kr avi _ _
109. 66. 163. 138 |l srael 147.237.0. 17 df il Dstributed I11egal Paraneter Encodi ng None 8
37.142.243.36 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 37.142. 243. 36 B ock 5
m ny- kosher - kr avi
77.125.12. 211 |Israel 147.237.0. 17 i (;T]‘y y Ostributed |11 egal Paraneter Encoding None 4
m ny- kosher - kr avi _ ,
176.13.3. 87 | srael 147.237.0. 17 Pdf il Ostributed |11 egal Paraneter Encoding None 4
62.90.255.56 |Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed URL Access from 62. 90. 255. 56 B ock 3
80.179. 127. 225 |I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
176.12.148.2 |[Israel 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 2
85. 64.67.203 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CQPTIONS for ww aka. i df . i |/ mai n/ sachar/ B ock 2
46.19.86. 73 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 2
79.178.212. 97 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
m ny- kosher - kr avi
176.13.1. 82 | srael 147.237.0. 17 i (;T]‘y y Ostributed |11 egal Paraneter Encoding None 2
) . . Unaut hori zed URL Access to
95.133.176.16 |Lkraine 147.237.72.166 |aka. i df . i | ww aka. i df.il/ituriniresources/inages/ body/ i nages/ nai n. j pg Bl ock 2
213.57.178.37 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 2
. . . O stributed Whaut horized URL Access on
46. 118. 155.220 |Lkrai ne 147.237.72.166 |aka. i df . i | wwy aka. i df.il/ituriniresources/inages/ body/ i nages/ nai n. j pg Bl ock 2
82.80.17.163 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock
79.176.107.2 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock
31.154.18.65 |Israel 147.237.72.166 |aka. i df . i | Distributed Lhauthorized Method for Known LRL on Bock |2
wan aka. i df . i |/ mai n/ sachar/ f ag. aspx
68. 88.232.21 gq;::\: 147.237.76.86 |navy.idf.il Abnormal |y Long Request et hod B ock 1
95.45.252. 1 I'rel and 147.237.77. 216 |dover.idf . il D stributed Unauthorized LRL Access on 147.237. 77. 216/ B ock
79. 179. 154. 200 |l srael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code B ock
5 28.163. 213 | srael 147.237.72. 166 |aka. i df i | Ml t_| pl e Untraceabl e SS. Sessions fromb. 28. 163. 213 (hknown SSL None 1
Sessi on)
) www. chamat z. aka. i )
182. 118.54. 42 |Chi na 147.237.77. 226 df il Unhaut hori zed URL Access to 147.237.77. 226/ B ock 1
www. chamat z. aka. i , o
66. 249. 67. 45 | srael 147.237.77. 226 df il Unaut hori zed URL Access to waww chanat z. aka. i df . i|/1056-ar/ hamaz. aspx |B ock 1
31.154.94.7 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
68. 88.232.21 gq;::\: 147.237.76.86 |navy.idf.il Illegal Byte Qode Character in Header Nane B ock 1
i www. chamat z. aka. i
64. 20. 14. 66 ;q;::\: 147.237.77. 226 df il Uhaut hori zed URL Access to 147.237.77.226/ cfide/ admni strator/ B ock 1
37.142.243.36 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod HEAD for waw aka. i df.il/main/ gi yus/ B ock 1
79.181.135. 61 |[lIsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/https:/waw aka.idf.il/ Bl ock 1
77.125.136.78 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
5.28.163.213 |[Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Gonnection - Unknown SSL Sessi on None 1
. . O stributed Whaut hori zed URL Access on
185. 120. 126. 12 147.237.72. 166 |aka. i df . i | ww aka, i df i1/ i sachar ] undef | ned B ock 1
. . O stributed Whaut horized URL Access on
66.249.67.59 I srael 147.237.72. 166 [aka. i df . i | 147.237. 72. 166/ gi yus/ f or uni asp/ showf or um asp Bl ock !
149.78.97.70 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
. . D stributed Uhauthorized URL Access on
85. 65. 60. 23 I srael 147.237.72. 166 |aka. i df . i | v aka i o i1/ htt ps: / ww aka. i of i1/ B ock 1
46.116.95.54 |[Israel 147.237.77. 176 |nat pash. i df . i | Unaut hori zed LRL Access to wwu cogat . i df.il/894-he Bl ock
79.179.6.252 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1275-he/ at al . aspx Bl ock
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
31. 210. 187. 148 |l srael 147.237.72. 166 |aka. i df . i | wiw aka. i df . i | / mai v sachar / r equest . aspx None 1
Illegal Byte Gode Character in Method A[[#0]][[#0]]1[[#0]][[#19]] At[ A%.A™
Lhi ted . . A2 Ao fe Ao AYAYHE A6 [ #16] ] [ [#7]] A2Ar, AfAA—RUSSABAE[ [ #30] ] Ach
68.88.232.21 g o5  [147-237.76.86 navy.idf.il [ [ #25] | A AtVCKAYVAYAA( [ #16] ] A- Ava SLur 8AL A2 1 AhceAf: [ [ #1]] A, Bock 1
o[ [ #12] ] A§[ [ #28] ] A2qA«Ae A?[ [ #29] ] AR ASAVEC [ [ #2] ] Ace] [ #25] |
66. 249. 65. 223 |Israel 147.237.77. 216 |dover. i df . il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
96. 30. 50. 236 ;h;ttee: 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/wp-adnin/ B ock 1
46. 19. 85. 28 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1274-he/ atal . aspx B ock 1
Qooki e Tanpering on cooki e _pk_ref.322. 9cd2: Expected
79.176.72.99 |Israel 147.237.0.19 |madimatal .idf.il ["","", 1446834504, "https:// wwn googl e. co.il /"], Cbserved None 1
["","", 1447002656, "htt ps: / / wwn googl e. co.il/"]
5.29.94. 90 I srael 147.237.77. 170 |naar achot . i df . i | Mil tipl e Wnaut horized LRL Access from 5. 29. 94. 90 B ock
66. 249. 67. 122 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock
149. 78. 208. 182 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
87.68.36.223 |Israel 147.237.72.166 |aka. i df . i | Distributed thauthori zed Method for Known LRL on Bock |1
v aka. i df . i | / nai n/ sachar/
- - DO stributed Whaut hori zed URL Access on
79.179. 121. 253 |I srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
37.46.39.163 |[Israel 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/4/109754. pdf B ock 1
178. 255. 215. 87 |France 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
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