11-08-2015-17:04:04 to 11-08-2015-18:04:04

@
1"PT SwNn ()

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Targets |
5, 000"
4, 000+" M dover.idf.il
. M aka idf.il
3, 000+ B radi matal .idf.il
M anan.idf.il
Number 2 000 B tikshuv.idf.il
thcks L 0004 M nat pash. i df i |
’ W ishurimaka.idf. i
, : . W atal.idf.il
&% & & & & &\ RO nobi | e. i df . il
< > : . & ) o o 3 o
< ° P «5\% é@ S Q&‘ﬁ\ | &:31‘ & A & M navy.idf.il
6\& O &%.\ &\ (@
& )
Top Tar get

M 167. 114. 156. 16
2.54.9. 104

I 5.29.8.50
37.8.46.116

l 79.182.224.9

M 46. 19. 86. 156

[ 149. 78. 154. 69

M 79. 180. 166. 170
213.70.98. 21

W 2.52.47. 222

Top Attackers



11-08-2015-17:04:04 to 11-08-2015-18:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 2891
31.168. 240. 21 | srael 147.237.72. 156 anan.idf.il Block Udp All _Nets drop 31
31.168. 240. 21 | srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets dr op 17
79.180. 166. 170 | srael 147.237.77. 216 dover.idf.il |TGP handshake viol ation, first packet not syn drop 12
62. 219. 254. 22 | srael 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 9
46. 19. 86. 65 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 9
0.0.0.0 147.237.77. 216 dover.idf.il |[SYNHood full table drop 7
79.176.170. 17 | srael 147.237.77.216 dover.idf.il |SYNHood unverified cooki e drop 6
84. 228. 89. 137 | srael 147.237.77.216 dover.idf.il |SYNHood full table dr op 5
95. 35. 83. 169 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46.116. 152. 138 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
149. 147. 22. 200 Kuwai t 147.237.77.216 dover.idf.il |SYNHood full table dr op 3
62. 219. 254. 22 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp Al _Nets drop 3
146. 185.57.7 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 3
212.143.191. 195 | srael 147.237.77.216 dover.idf.il |SYNHood full table dr op 3
123. 151. 149. 222 Chi na 147.237. 76. 86 navy.idf.il JLM Under Attack Con_Tcp drop 2
108. 21. 68. 216 Lhited Sates 147.237.77. 216 dover.idf.il |TQP handshake viol ation, first packet not syn drop 1
71.6.158. 166 Lhited Sates 147.237.76. 30 hinush.idf.il |B ock Udp All Nets drop 1
74.143.58. 3 Lhited Sates 147.237.76. 44 e.refuah.idf.il|B ock Udp Al Nets drop 1
84.228. 89. 137 | srael 147.237.77.216 dover.idf.il |SYNHood out of context drop 1
134.147. 203. 115 Ger nany 147.237.76. 31 nakchal .idf.il |[Bock Np Al Net dr op 1
176.12. 136. 142 | srael 147.237.77.216 dover.idf.il |SYNHood full table dr op 1
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|Top Attackers In IPS|

Attacker Address
84.108. 117. 56

| Attacker Qountry

| srael

Target Address
147.237.76. 31

|Site
nakchal .idf.il

‘Sgnaiure

Devi ce Action |Oount

C1000004: HITP: options nethod (M crosoft) B ock 4
77.246. 240. 183 Russi an Federati on 147.237.77. 216 dover.idf.il 12580: HITP. SQ Injection (Qookie Header) B ock 1
85. 250. 182. 155 | srael 147.237.76. 42 refuah.idf.il C1000004: HTTP:. options nethod (M crosoft) Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 3
66. 249. 64. 191 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 64. 181 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
176. 13. 18. 208 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
46. 166. 188. 68 147.237. 8. 14 Net her | ands e.orchot.idf.il ET SCAN Potential SSH Scan 1
149. 88. 216. 97 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
46. 166. 188. 68 147.237.0. 15 Net her | ands kosher-kravi .idf .il ET SCAN Potential SSH Scan 1
109. 65. 96. 15 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
46.151.52.8 147.237.8.27 Lkr ai ne e.madi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
79. 180. 106. 124 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.54.133.50 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
210. 61. 150. 154 147. 237. 77. 205 Tai wan prisha idf.il ET SCAN NVAP -sS wi ndow 1024 1
46. 166. 188. 68 147.237.77. 243 Net her | ands nobi | e.idf il ET SCAN Potential SSH Scan 1
192. 117. 182. 186 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
46. 166. 188. 68 147. 237. 76. 200 Net her | ands eitan aka.idf.il ET SCAN Potential SSH Scan 1
188.138. 9. 51 147. 237.76. 38 Ger many eenetav.idf.il ET SCAN NVAP -sS w ndow 1024 1
46. 166. 188. 68 147.237.76. 86 Net her | ands navy. i df .il ET SCAN Potential SSH Scan 1
188.138. 9. 51 147.237.0. 34 Ger many tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
46. 166. 188. 68 147.237. 8. 24 Net her | ands elifestyle.idf.il ET SCAN Potential SSH Scan 1
176.12. 139. 88 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
46. 166. 188. 68 147.237.0. 34 Net her | ands tikshuv.idf.il ET SCAN Potential SSH Scan 1
109. 67. 163. 197 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
46.161. 40. 33 147.237.72. 217 Russi an Federation eidf.il ET SCAN NVAP -sS w ndow 1024 1
79.182. 164. 219 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP DO stributed Portscan 1
46.117. 88. 245 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
79.178.172. 188 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
213.8.52. 149 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
31.6.71. 154 147.237.76. 31 Pol and nakchal .i df.il ET SCAN NVAP -sS wi ndow 1024 1
2.52.142.48 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
46.166. 188. 68 147.237.77. 227 Net her | ands e. hanaz. i df .il ET SCAN Potential SSH Scan 1
188.138. 9. 51 147. 237. 76. 147 Ger many chi nuch. aka. i df .i | ET SCAN NVAP -sS w ndow 1024 1
46. 166. 188. 68 147.237.76. 176 Net her | ands test.ncore.idf.il ET SCAN Potential SSH Scan 1
188.138.9. 51 147. 237.72. 156 Ger nmany anan. i df.il ET SCAN NVAP -sS wi ndow 1024 1
46. 166. 188. 68 147.237. 8. 45 Net her | ands e.eitanidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature

2.54.9.104 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 510
5.29.8.50 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 297
37.8.46.116 ga:lcisgii:;a” Territoryls 47 237.77. 216 |dover. i . i1 drop First packet isn't SN drop 205
79.182.224.9 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 197
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 142
79.180. 166. 170 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 111
2.52.47.222 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 84
213.70.98.21 Eur ope 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 80
88. 6. 10. 204 Spai n 147.237.77. 176 |nat pash.i df .i | drop First packet isn't SYN drop 71
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 52
198. 251. 52. 101 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 42
68. 96. 59. 120 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 42
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf .i | drop First packet isn't SW drop 41
37.26.148.151 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 39
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 37
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 37
46.120. 213. 128 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 36
168. 63. 137. 102 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 35
46. 19. 86. 65 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 35
70.199.103.49 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 35
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 34
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 32
168.63. 137. 102 |Wnited Sates 147. 237. 77. 216 |dover . i df . Streaning Engine: TCP Invalid invalid segnent retransmssi on drop 30

Ret r ansni ssi on Packet dr opped.
147. 236. 138. 210|l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 29
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 26
84.228.28.107 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 26
46. 19. 86. 37 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 26
5.102.254. 108 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 26
87. 68. 56. 140 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
50. 87. 144. 145 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 24
212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 23
46.117. 28. 27 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20
85. 250. 127. 114 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 20
213. 8.59. 250 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 19
66. 249. 65. 224 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
79.181.71. 97 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 18
213.70.98.21 Eur ope 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 18
2.52.22.204 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
149. 147. 22. 200 |Kuwai t 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 18
90.229.159. 63  |Sweden 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 17
46.120. 110. 190 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 17
195. 95. 183. 254 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 16
213.57.209. 113 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 16
109. 200. 30. 154 |United Ki ngdom 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
176. 106. 46. 21 glcisgii:;a” Territonyls 47 237.77. 216 |dover. i o . i1 drop First packet isn't SWN drop 16
212.199. 50. 254 |Israel 147237, 72. 167 |i shur i maka. i o || S NG Engine: TCP Invalid Jimvalid segrent retransmssion. | op 15
Ret r ansni ssi on Packet dr opped.

46. 19. 85. 93 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 15
181.14.136.54 |Argentina 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 15
46. 19. 86. 43 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 15
66. 249. 65. 238 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 86. 156 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 97
46. 19. 86. 156 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Same Response Code (404) B ock 56
46.19.85. 14 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 9
m ny- kosher - kravi . i
2.54.62.182 | srael 147.237.0. 17 df niyl Ostributed |11 egal Paraneter Encoding None 5
176.12.142.56 |l srael 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code B ock 4
176.12.151. 67 |lIsrael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 3
176.12.137.12  |Israel 147.237.77.243|mobi | e. i df . i | D stributed Uhaut horized URL Access on nobil e.idf.il/sachar/index |B ock 3
54.187.55.213 |lhited Sates |147.237.77.216|dover.idf.il Ml tipl e Unaut hori zed URL Access from 54.187.55. 213 B ock 3
79.181. 152. 130 |1 srael 147. 237. 72. 156 nidf.il Ml ti pI(_e Untraceabl e SSL Sessi ons from 79. 181. 152. 130 (Uhknown None 2
S Sessi on)
m ny- kosher - kravi . i i ode i
2 54.62. 182 | srael 147.237.0. 17 TTY Mitiple Illegal Byte Character in Paraneter Val ue from B ock 2
df.il 2.54.62.182
109. 186. 172. 156|I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
109. 65. 198. 28 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/gius B ock
- . Unaut hori zed Met hod HEAD for
84.228.127.92 |[Israel 147.237.72. 166 |aka. i df . i | voww aka. i o i |/ nai v gi yus/ general . aspx B ock 1
5.102. 250. 58 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
- - Unaut hori zed URL Access to
188. 165. 15. 127 |France 147.237.77.233(atal .idf . il 147, 237. 77. 233/ 994- 7237- hel at al . aspx Bl ock 1
66.249.67.122 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df .il/val tam B ock 1
Unhaut hori zed URL Access to
157. 55. 39. 47 Lhited Sates |147.237.77.216|dover.idf .il waw. i df . i |/1133-15858- he/ dover . aspxx3 xYA Ayx3 82 x3 A§x3 xY  |B ock 1
A¢Avs
54.187.55.213 |[lhited Sates |147.237.77. 216 |dover.idf. il thaut hori zed LRL Access to Bl ock 1

Wy i df . i | /1133- 22638- he/ dover . aspx.
Unaut hori zed URL Access to
8.37.70.243 Uhited Sates |147.237.0.34 |tikshuv.idf.il ww ti kshuv. i df . i |/894-he/ ti kshuv. aspx&usg=al kj r hi 8xn8vz5yi nk |B ock 1
n6noyf xot i i lvénw

DO stributed Unaut hori zed URL Access on

95.86.114. 186 |l srael 147.237.72. 166 |aka. i df . i | v aka i o i1/ htt ps: /waw aka. i o i1/ B ock 1
79.180.127.76 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx |B ock 1
m ny- kosher - kravi . i i
2.54. 62. 182 I srael 147.237.0. 17 ny-Kosher-xra lllegal Byte (e raracter in Paraneter \alue at 3 for B ock 1

df.il mny- kosher - kravi . i df.i1/aj ax/ creat ecapt chai nage. aspx
66. 249. 67. 13 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 1
109. 186.39. 91  |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df . i |/ mai ngsachar B ock 1
87.68.164.91 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
Russi an - - Paraneter Type M ol ati on PageNumin
5. 141. 226. 238 e ot i on 147.237.77.74 [lawidf.il vow | aw i df i |/ 327- en/ pat zar . asp B ock 1
192. 115. 100. 190 st ael 147.237.72. 166 |aka. i df . i | Wnaut hori zed Mt hod HEAD for Bl ock 1
wwv aka. i df . il /ituri ndasp/ wars. asp
. . Unaut hori zed URL Access to
66. 249. 69. 33 I srael 147.237.77. 170 |n@ar achot . i df . i | 147. 237, 77, 170/ peff /11 es/ 1/ 112511. pdf B ock 1
62.210.88.201 |France 147.237.76.30 |hi nush.idf.il Unaut hori zed URL Access to www googl e. pl / sear ch Bl ock
157.55.39. 153 [thited Sates [147.237.77.176 |nat pash. i df . i | Lhaut hori zed URL Access to ww cogat . i df .il/901- Bl ock
Unaut hori zed URL Access to
8.37.71.57 Lhited Sates [147.237.0.34 |tikshuv.idf.il v ti kshuv. i df . i 1/902- he/ ti kshuv. aspx&usg=al kj r hgt 9podzyc-j os |B ock 1
azi wi i wrmewgt 3w
107.178.194.83 |lnited Sates |147.237.77.216|dover.idf.i | Ml ti pl e Unaut horized URL Access from 107.178. 194. 83 B ock 1
66. 249. 67. 13 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LR Access to waw aka.idf.il/military-police/ B ock 1
176.13.2.51 I srael 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Code B ock 1
46.120.206.76 |Israel 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
m ny- kosher - kravi . i j i
87. 69. 87. 39 I srael 147.237.0. 17 ny llegal Paraneter Bncoding rnd in . None 1
df.il mny-kosher-kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
Unaut hori zed URL Access to
8.37.70. 88 Lhited Sates |147.237.0.34 |tikshuv.idf.il v ti kshuv. i df . i | /900-he/ ti kshuv. aspx&usg=al kj r hgd934kt hdgpi |B ock 1
6aczan0p2| 4dwdgg
192.117.190.8 |Israel 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to waw refua. atal .idf.il/sip_storage/ B ock 1
] . . Unaut hori zed URL Access to
68.180.228.175 |lhited Sates [147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994- 8943- he/ r ef uah. aspx B ock 1
. - Unaut hori zed URL Access to
66.249.64.51  |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994~ 8870- he/ r ef uah. aspx Bl ock 1
157.55.39.197 |Uited Sates |147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76.31/robots. t xt Bl ock 1
’ . . Unaut hori zed URL Access to
107.178.194.83 [lhited Sates |147.237.77.216|dover.idf.i | v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
79.181.152. 130 |lIsrael 147.237.72. 156 |anman. i df . i | SSL Untraceabl e Gonnecti on - Uhknown SSL Sessi on None 1
2.54.190. 41 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
m ny- kosher - kravi . i i EVENTV/ i
176.13.5.12 I srael 147.237.0. 17 ny Paraneter Type Mol ation | ALIDATION in B ock 1
df.il mny-kosher-kravi.idf.il/tenpl ates/trai ning/trai ni ng. aspx
. . Unaut hori zed URL Access to
66. 249. 67. 48 I srael 147.237.76.31 |nakchal .idf.il 147. 237. 76. 31 si p, st or age/ {1 | es/ 2/ 1682. doc B ock 1
142.54.172.107 |Uited Sates |147.237.72.167|i shurimaka.idf.il Unaut hori zed URL Access to www cl oud. ph/ B ock 1
46.166.190. 170 |Netherlands  |147.237.77. 216 |dover . i df . i | Distributed Lhauthori zed URL Access on Bock |1

wawv i df i | /1133-22461- he/ dover . aspx.
Unaut hori zed URL Access to

8.37.70.143 Uited Sates |147.237.0.34 |tikshuv.idf.il v ti kshuv. i df . i1/900- he/ ti kshuv. aspx&uisg=al kj r hj dokkt j nnj khty |Bl ock 1
n8t i kwi 9pf cshq

m ny- kosher - kravi . i
df.il
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87.69. 87. 39 | srael 147.237.0. 17 Mitiple Illegal Paraneter Encodi ng froma87.69.87.39 None 1




