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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |Signature |Device Action|Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2900
46. 19. 85. 249 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 232
81.218.37.2 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 216
192.118. 30. 102 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 150
46. 19. 85. 242 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 36
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
109. 65. 123. 42 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP-M SG- Sl owl ori s- DOS- Var 1 dest - r eset 16
2.54. 180. 206 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 10
138.134.192. 10 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 6
24.214.201.114 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 6
62. 219. 254. 22 | srael 147.237.72. 167 ishurimaka idf.il B ock_ UWp Al _Nets drop 6
109. 66. 48. 171 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
109. 67. 8. 188 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
2.54. 180. 206 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
2.54. 180. 206 | srael 147.237.77.216 dover.idf.il SYN H ood unveri fi ed cooki e drop 5
192. 115. 252. 2 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
134.147. 203. 115 Cer many 147.237.76. 39 nobi | e.nei tav.idf.il B ock_ UWp Al _Nets drop 4
2.54.184.176 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
213.57.63.12 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 4
82. 145. 220. 249 Eur ope 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 4
81.218. 56. 245 | srael 147.237.72. 167 i shurimaka.idf.il B ock_Udp Al Nets drop 3
37.142.185. 10 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
213.57.203. 115 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 2
134. 147. 203. 115 Cer many 147.237.76. 39 nobi | e.nei tav.idf.il B ock Np Al _Net drop 2
112. 133. 243. 202 I ndi a 147.237.77.216 dover.idf.il SYNHood full table drop 2
212.179.21.194 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 2
149. 78. 151. 8 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
82. 145. 220. 249 Eur ope 147.237.77. 216 dover.idf.il SYNHood full table drop 2
138. 134. 192. 10 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
132.70. 192. 184 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 2
85. 64. 21. 229 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
146. 185. 239. 100 Russi an Federation 147.237.77. 226 wwn chanmat z. aka. i df . i | |bl ock-sp-traf 1 drop 1
176. 12. 150. 107 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 1
66. 249. 65. 231 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1
132. 64. 208. 164 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1
71.6.167. 142 Lhited Sates 147.237.76. 34 yohal an.idf.il Bl ock_UWp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site Devi ce Action |Count

109. 186. 27. 195 I srael 147.237.76. 31 nakchal .idf.il |[Cl000004: HTTP. options nethod (M crosoft) B ock 5
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|Signature

66. 249. 73. 220 147.237.77.176 Lhited Sates nat pash. i df .i | ET SCAN NVAP -sA (2) 166
41.33.231. 90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 5
79. 182. 168. 108 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
66. 249. 64. 191 147.237.77. 74 Lhited Sates lawiaf.il ET SCAN NVAP -sA (2) 1
31.6.71. 154 147.237.77.61 Pol and e.cogat .idf.il ET SCAN NVAP -sS wi ndow 1024 1
176. 13. 15. 162 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
80. 246. 140. 243 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
46.121. 135. 120 147.237.72. 166 I srael aka idf.il portscan: TGP DO stributed Portscan 1
31.168.9.50 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
2.54.152. 119 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
212.179. 28. 34 147.237.72. 166 I srael aka idf.il portscan: TGP DO stributed Portscan 1
176.13.1. 251 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
82. 145. 220. 249 |Eur ope 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2911
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 474
132.70.192. 184 |l srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 403
68. 96. 59. 120 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 214
79.183.224.17 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 189
46. 19. 86. 197 | srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 176
132.76.50.5 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 139
95. 86.118.224 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 98
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 80
31.168. 153. 31 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 75
77.127.150.111 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 69
208.115.113.89 |lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 58
37.26. 148. 149 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 53
73.199.19.220 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 47
157.55.39.175 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 45
41.101. 118. 155 |Ageria 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 44
46.19.85.249  |israel 147.237.77. 203 |rwbi e i i1 |2 €AM NG Engine: TCP Invalid - invalid segnent retransnission drop 42
Ret r ansm ssi on Packet dr opped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 41
40. 77.167. 2 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 41
52. 16. 5. 197 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 37
100. 100. 102. 140 147.237.72. 166 |aka.idf . il dr op First packet isn't SN drop 37
68.180.228. 112 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 36
46. 19. 85. 244 I srael 147.237.72. 167 |ishurimaka.idf .i|[Bad TCP sequence Invalid ACK nunber noni t or 35
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 35
79.180. 181. 137 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 34
149.78.151. 8 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 31
108.72.13. 144 |Whited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 30
40.77.167.9 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 30
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 29
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 28
212.179. 155. 129|l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 28
97.100. 149. 238 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 28
155. 56. 68. 217  |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 28
23.27.248. 173 Lhited Sates |[147.237.72.166|aka.idf.il dr op First packet isn't SN drop 27
79.181.97.189 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 26
100. 100. 109. 74 147.237.72. 166 |aka.idf . il dr op First packet isn't SN drop 26
40. 77. 167. 82 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 24
84.228.11.8 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
2.54. 42. 250 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
24.214.201. 114 |lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SN drop 22
184. 145. 57. 110 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
66.249. 65. 231 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 21
66.249. 65.238 |Uited Sates |147. 237.77. 216 |dover. i df .1 Streaning Engine: TCP Invalid invalid segnent retransnission drop 20
Ret r ansm ssi on Packet dr opped.
81.218.37.2 | srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop 20
50.87.144.145 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 20
157.55.39.147 |[lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 19
66.249.65.231 |Whited Sates |147.237.77.216|dover.idf.il Streaning Engine: TCP Invalid  invalid segnent retransnssion drop 18
Ret r ansni ssi on Packet dr opped.
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17
5.22.131. 239 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 17
46. 19. 86. 225 I srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d ACK nunber noni t or 17
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |[Site Sgnature Action ‘Count
2.54. 46. 39 | srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Qode Bl ock 130
37.142.132. 133 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bl ock 75
2.54.139.193 |[Israel 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code Bl ock 67
2.54. 46. 39 | srael 147.237.0.19 |madimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) Bl ock 56
132.72.138.1 |[Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 132.72.138.1 Bl ock 46
79.181. 60. 237 |[lIsrael 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code Bl ock 40
37.142.132. 133 |I srael 147.237.0.19 |nadimatal .idf.il ;(;Ol'lgnyl;; tlgz Sane Response Code (404) in Session from Bock |14
109. 65. 123. 42 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to ww aka.idf.il/giys Bl ock 12
132.72.138.1 |Israel 147. 237.72. 166 |aka. i df . i | chaut horl zed LR A006SS 10 o ce/| nages! Bock |8
46.19.86.144 |lIsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bl ock 7
96. 239. 94. 196 g;ttsg 147.237.76.200(ei tan. aka. i df . il Dstributed Too Miny of the Sane Response Code (404) Bl ock 5
46.19.86.106 |lsrael 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response ode B ock 5
2.54.153. 48 I srael 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code Bl ock 4
37.26.149.179 |Israel 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Gode Bl ock 3
46.19.86.136 |[Israel 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response CQode B ock 3
37.26.149. 213 |[Israel 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code Bl ock 3
176. 13. 17. 247 |l srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Gode Bl ock 3
85. 250. 55. 183 |l srael 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response CQode B ock 3
46.117.63. 247 |Israel 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code Bl ock 2
176.13.6.70 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Gode Bl ock 2
46.19.86.156 |lsrael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 2
82.102. 169. 210 [l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: C(pen Mode None 2
109. 186. 40. 244 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka. i df . i/ mai n/ sachar/_bl ank B ock 2
46.19.86.250 |lsrael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 2
213. 57. 203. 115 | srael 147.237.76.86 |navy.idf.il m“;;‘/’;' izgg_ m‘cgﬁ;’;s; o doc. mgr/ doc._mur . asp Bock |2
66.249.79.28 |[Israel 147.237.76. 147 |chi nuch. aka. i df . i | [Wauthorized URL Access to ww chi nuch. aka. i df.il/404. htm B ock 2
46.19.86.137 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
62.0.103.156 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: Cpen Mbde None 1
80. 246. 136. 240 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode Bl ock 1
66.249. 67. 122 |Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter catid in vww aka.idf.il/main/rabanut/general . aspx None 1
Qooki e Tanpering on cooki e _pk_ref.322. 9cd2: Expected
37.142.132. 133 |l srael 147.237.0.19 |madimatal .idf.il |["","", 1446980945, "https:// v googl . co.il /"], Chserved None 1
["","", 1446992400, "htt ps: / / wan googl e. co.il/"]
188.40.11. 194 [Ger many 147.237.72. 166 |aka. i df . i | Ml tipl e Unauthorized Method for Known URL from 188.40.11. 194 B ock 1
62.219.193.62 |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method HEAD for www aka. i df . i/ mai n/ gi yus/ Bl ock
87.69.0.204 |[Israel 147. 237.72. 156 |anan. i df . i | m;ﬂﬂeﬁf _ﬂ?uﬁtﬁog:immﬁfsi o Bock |1
46.19. 85. 78 I srael 147.237.77.216|dover.i df . il Unknown HTTP Request Met hod g34baw in URL Bl ock 1
79.176.98.173 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
66.249.67.13 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter pop in ww aka. i df.il/mai n/ hone/ None 1
5. 29. 250. 70 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Unhknown SSL Sessi on None 1
62.210. 88.201 |Rrance 147.237.77.234|hal ag.i df . i | Unaut hori zed URL Access to 51.254. 206. 142/ htt pt est . php Bl ock 1
80. 246. 139. 27 |[lIsrael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
194. 90. 66. 15 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTIONS for ww aka. idf.il/ B ock 1
66. 249. 67. 242 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ nai n/ gi yus/ gener al . aspx Bl ock 1
142.54.174. 70 g";fj;’ 147. 237. 76. 39 lm)b' le.neitav.idf.i Unaut hori zed URL Access to www cl oud. ph/ Bl ock 1
66.249.64.56 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 9841- he/ ref uah. aspx  |B ock 1
46.120.56.59 |Israel 147.237.72. 166 |aka. i df . i | w;&:?ﬁiwmgﬂ; Vﬁ/‘;‘:aﬁ‘i g;:.ciels/s on Bock |1
93. 173. 247. 216 |l srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock 1
66.249.67.59  |Israel 147.237.72.166 |aka. i df . i | lu;?tzg‘;r.i7zz‘3‘dlgggxﬁsffotrz o asp/ show or um asp Bock |1
176.13.7. 74 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Gode Bl ock
62.210.88.201 |France 147.237.77.235|sviva. i df . il Lhaut hori zed URL Access to 51.254. 206. 142/ ht t pt est . php B ock
109. 67. 105. 132 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
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