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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il |DC5-Tool - Swi t chbl adG dest - r eset 2458
185. 26. 180. 162 Uni ted Ki ngdom 147.237.77.216 dover.idf.il |TQP handshake viol ation, first packet not syn |drop 185
0.0.0.0 147.237.77.216 dover.idf.il |SYNHood full table dr op 135
87.69. 61. 187 | srael 147.237.77. 216 dover.idf.il |SYNHood full table drop 35
46.116. 109. 169 | srael 147.237.77. 216 dover.idf.il |SYNHood full table drop 25
37.26. 149. 202 | srael 147.237.77. 216 dover.idf.il |SYNHood unverified cooki e drop 18
109. 64. 162. 98 | srael 147.237.77. 216 dover.idf.il |SYNHood full table drop 13
188. 225. 180. 18 Pal estinian Territory, Gcupied|147.237.77.216 dover.idf.il |SYNHood full table dr op 12
212.179.21.194 | srael 147.237.77.216 dover.idf.il |SYNHood full table dr op 11
62.219. 128. 183 I srael 147.237.72. 166 aka.idf.il Block Udp All Nets drop 6
149. 78. 220. 48 | srael 147.237.77. 216 dover.idf.il |SYNHood full table drop 6
2.54.42.238 | srael 147.237.77. 216 dover.idf.il |SYNHood unverified cooki e drop 5
149. 88. 136. 110 | srael 147.237.77. 216 dover.idf.il |SYNHood full table drop 5
213.8.241. 234 | srael 147.237.77.216 dover.idf.il |SYNHood full table dr op 5
66. 71. 204. 134 Lhited Sates 147.237.77.216 dover.idf.il |SYNHood full table dr op 4
17.78.104. 64 Lhited Sates 147.237.77. 216 dover.idf.il |SYNHood full table drop 4
212.179. 64. 162 I srael 147. 237.72. 156 anan.idf.il |Block Wdp Al Nets drop 3
82. 145. 220. 249 Eur ope 147.237.77. 216 dover.idf.il |SYNHood full table drop 3
213. 151. 36. 249 | srael 147.237.77. 216 dover.idf.il |SYNHood full table drop 3
176. 13. 20. 45 | srael 147.237.77.216 dover.idf.il |SYNHood full table dr op 3
79.180. 53. 175 | srael 147.237.77. 216 dover.idf.il |SYNHood full table dr op 3
41.45. 152. 151 Egypt 147.237.77. 216 dover.idf.il |SYNHood full table drop 2
134.147. 203. 115 Cer nany 147.237.76. 201 e.atal.idf.il |[Bock Np All Net drop 2
109. 64. 162. 98 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cooki e drop 2
77.127.150. 111 | srael 147.237.77. 216 dover.idf.il |SYNHood full table drop 2
138.134. 102. 15 | srael 147.237.77.216 dover.idf.il |SYNHood unverified cooki e dr op 2
109. 66. 105. 236 | srael 147.237.77. 216 dover.idf.il |SYNHood full table dr op 2
134. 147. 203. 115 Ger many 147.237.76. 44 e.refuah.idf.i|Bock Np Al Net drop 2
149. 78. 236. 51 | srael 147.237.77. 216 dover.idf.il |SYNHood full table drop 2
66. 240. 192. 138 Lhited Sates 147. 237. 76. 201 e.atal.idf.il |Block Udp Al Nets drop 1
79.180. 162. 175 | srael 147.237.77. 216 dover.idf.il |SYNHood full table drop 1
46. 19. 86. 64 | srael 147.237.77.216 dover.idf.il |SYNHood unverified cooki e dr op 1
77.127.240. 136 | srael 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn |drop 1
46.19. 86. 134 | srael 147.237.77. 216 dover.idf.il |SYNHood full table drop 1
195. 191. 52. 10 | srael 147.237.77. 216 dover.idf.il |SYNHood full table drop 1
66. 71. 204. 134 Lhited Sates 147.237.77. 216 dover.idf.il |TCQP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry | Target Address |Site |S gnature Devi ce Action |Count |
116.8.99. 171 Chi na 147.237.77.233 |atal .idf.il C1000108: HTTP. Trying to |ocate existing FQ<editor B ock 4
62.0.102. 190 I srael 147.237.76. 31 nakchal . i df.il |Cl000004: HTTP. options nethod (M crosoft) B ock 2
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|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature

41.33.231. 90 147.237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 3
58.253.96.122 |147.237.8.27 |China e.nadimatal .idf.i|ET SCAN NVAP -sS wi ndow 3072 1
37.26.149.189  [147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
186, 206. 23. 194 |147. 237 77 170 |&razi | vaerachot i df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

134.191. 232. 72 |147.237.77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
104. 128. 144. 131|147. 237. 77. 212 |Canada e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
87. 69. 86. 57 147.237. 72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 1
58.253.96.122 |147.237.8.27 |China e.madi matal .idf.i[ET SCAN NVAP -sS w ndow 4096 1
46. 19. 86. 165 147.237. 72. 166 I srael aka. idf.il portscan: TCP D stributed Portscan 1
37.142.111.99 |147.237.72. 166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
31.6.71. 154 147. 237. 76. 196 |Pol and e.sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
213.57.13.27 147.237. 72. 166 I srael aka. idf.il portscan: TCP D stributed Portscan 1
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TQP D stributed Portscan 1
109. 67. 5. 157 147.237.77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
91.228.248. 251 |147.237.72.166 | srael aka. idf.il portscan: TCP D stributed Portscan 1
85.250. 119. 46  [147.237.72. 166 |l srael aka idf.il portscan: TQP D stributed Portscan 1
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|Top Attackers In FW |

‘Attacker Country Target Address ‘Ste ‘Signature
82. 145. 220. 249 |Eur ope 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 13745
212.179.21. 194 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 2815
77.127.240. 136 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 1929
185. 26. 180. 162 |Uni ted Ki ngdom 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 790
77.127.150. 111 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 201
188. 225. 180. 18 ?Cis;iigéa“ Territory, 147 237.77. 216 |dover. i . i1 ;{ ?Zr:s?r? SESr;chJ:e: TP Invalid Lg‘éakjeitd dsreggsg:j. retransmssion. g 140
24.184.97.115 |[lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 127
84.108. 87.210 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 91
191. 252.0. 103 |Bazil 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 89
149. 78. 154. 69 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 72
46. 19. 86. 96 I srael 147.237.72. 166 |aka.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 58
212.179.1.82 I srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 57
187. 64. 235. 206 |Brazil 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 54
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 51
41.101. 118. 155 |A geria 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 49
46. 19. 86. 49 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 49
149. 78.236.51 |l srael 147.237.77. 216 |dover.idf.il |[drop First packet isn't SYN drop 48
5.22.131. 174 I srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 46
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 46
46. 210. 134. 170 [l srael 147.237.77. 216 |dover.idf.il |[drop First packet isn't SYN drop 44
217.23.11.95 Net her | ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 40
85. 64. 32. 163 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 40
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |[drop First packet isn't SYN drop 40
68. 180. 228. 112 |Lhited S ates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 37
178. 25. 3. 243 Ger many 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 34
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |[drop First packet isn't SYN drop 34
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 34
50. 87. 144. 145 [lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 30
41. 45.152. 151 |Egypt 147.237.77. 216 |dover.idf.il |[drop First packet isn't SYN drop 28
176.13.3.93  |Israel 147.237.76.30 |nimsh.icr. i[> €3MNg Engine: TCP Invalid invalid segnent retransnission drop 28
Ret r ansni ssi on Packet  dr opped.
46. 19. 86. 60 I srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 27
212.179. 90. 106 [l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 27
149. 78.147. 28 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 26
41.33.232.66  |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 23
31.168.225. 1 I srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 22
54.224.21.23 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 22
138. 134. 102. 15 (I srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 22
77.125.132. 226 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 21
176.13.4.81 I srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 21
109. 64. 162. 98 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 20
136. 243.5. 203 |Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 20
82.81.12. 22 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 20
157.55.39.31 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 20
212. 143. 96. 222 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 20
2.54.185.103 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 19
134. 191. 232. 70 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 18
199. 16. 156. 126 |Lhited S ates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 18
66. 249. 65. 224 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 18
66.249.81. 212 |Wnited Sates 147. 237.77. 216 |dover. 1 i1 |/ €3M NG Engine: TGP Invalid imvalid segnent retramsmssion. |, ) 18
Ret r ansm ssi on Packet dr opped.
195. 160. 240. 11 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 18
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
46.210.143.76  |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 121
46. 19. 85. 199 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 19
2.54.42.238  |Israel 147.237.77. 243 |nobi | e. i df . i | Por et er Tvpe Mo o 'Cﬁgngi‘szixfgd tn Bock |15
37.26.146.185 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 10
46.19. 85. 242 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock
31.168.98.222 |[Israel 147.237.0.34 |tikshuv.idf.il Ml tipl e Unaut horized URL Access from 31. 168. 98. 222 Bl ock
79.178.15.189 | srael 147. 237.72. 166 |aka. i df . i | mu;grii;??lﬁ ;;ﬁ;:s;foan_st at us. php Bock |8
79.178.15.189 [Israel 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock
176.12.144.58 |Israel 147.237.77.243|nobi | e. i df . i | Suspi ci ous Response Code Bl ock
212.92.237.8  |Wraine 147.237.72.166 |aka. i df . i | m“;:;ri' jﬁoi' Iﬁﬁfﬁ;ﬁ)ﬁr ces! | maes! body! i reges i .| bg Bock |5
46. 19. 86. 156 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 3
176.12. 149. 43  |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
176.13.17. 247  |Israel 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 3
80. 246. 137. 103 |l srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 3
2.54.42.238 I srael 147.237.77.243|nobi | e. i df . i | Uhaut hori zed LRL Access to nobil e.idf.il/sachar/index B ock 2
2.54.136. 139 I srael 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 2
79. 180. 9. 49 I srael 147.237.72. 156 [anan. i df . i | Mil tipl e Unaut hori zed URL Access from 79. 180. 9. 49 Bl ock 2
93.172.159. 101 |[lsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 2

Too Many of the Same Response Code (404) in Session from
82.102. 136. 69

212.76.125. 229 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Waut hori zed URL Access from 212.76. 125. 229 Bl ock 2

82.102.136.69 |Israel 147.237.76.200|eitan. aka. i df . i | B ock 2

Russi an - - Paraneter Type Mol ation InfoCGenterltemin
31.28.229. 39 e ot i on 147.237.77.74 [lawidf.il vw | aw i i |/t enpl at es/ getfi | ef getfi | e. aspx Bl ock 1
213.57.205. 150 |[Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . Unknown Paraneter _ VI EWSTATEENCRYPTED i n

80. 246. 138. 101 |l srael 147.237.72. 166 [aka. i df . i | vown aka. i o . i 1/ nai 1V gi yus/ | ogi n. aspx None 1

2.52.142.52 I srael 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None

188. 165. 15. 238 |France 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/list2005b. htm B ock
m ny- kosher - kravi . i j i

176. 12. 146. 120 |Israel 147.237.0. 17 ny llegal Paraneter Encoding rnd in . None 1
df.il mny-kosher - kravi .idf.il/aj ax/ creat ecapt chai nage. aspx

66.249. 65. 231 | srael 147.237.77. 216 |dover . i df . i | thaut hori zed URL Access to Bock |1

waw i df . i |/ shar ed/ user cont r ol s/ header upper /
. . D stributed Lhaut hori zed URL Access on
87. 68. 66. 98 I srael 147.237.72. 156 |anan. i df . i | —_— Cidf.i1/https: /v il B ock 1

Unaut hori zed URL Access to

212.76.125.229 |[Israel 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ mai n/ gi yus/ &a=u&ved=0cagqf j aaahukevyj j 5vhj 9i dj ahx [B ock 1
bt g8khvvabwg&usg=af gj cnhcvyyg7wlcg- yhd5 ammroyodt wa
79.183.0.85 I srael 147.237.77.234|hal ag. i df . i | Uhaut hori zed LRL Access to waw | ogistics.atal.idf.il/xnrpc. php B ock 1
176.13.22.232 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
68.180.228.112 [lnited Sates [147.237.77.216|dover.idf.il Paranet er Type Mol ati on PageNumin ww i df . i|/1086-en/ dover. aspx B ock 1
. . Unaut hori zed URL Access to
66.249.64.51  |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9014- he/ r ef uah. aspx B ock 1
151.80.31.136 |italy 147.237.76.42 |refuah.idf.il Wnaut hori zed LRL Access to Bl ock 1

147. 237. 76. 42/ 994- 9331- he/ r ef uah. aspx
waw. chamat z. aka. i |unaut hori zed URL Access to

81.218.192.21 |Israel 147.237.77.226) 4 4 ww chamat z. aka. i df . i1/si p_storage/ fil es/ 9/ 2479. | pg Bock |1
79.179.51.108 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None
2.52.167. 86 I srael 147.237.72. 166 |aka. i df . i | Distributed Suspicious Response Gode_Qust om Tenpor ary B ock
- . SS. Lhtraceabl e Gonnection - Protocol violation
194. 114. 146. 227|l srael 147.237.72. 166 |aka. i df . i | (SSL OONN LI ENT FELLO) None 1
m ny- kosher - kravi . i _ _
176. 12. 146. 120 |l srael 147.237.0. 17 df il Mitiple Illegal Paraneter Encoding from 176. 12. 146. 120 None 1
66. 249. 65.238 |lIsrael 147.237.77.216|dover . i df . i | Mil tipl e Uhauthorized URL Access from 66.249. 65. 238 B ock 1
87.69.104.109 [Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. . S Untraceabl e Gonnection - Protocol violation
79. 183. 146. 253 |Israel 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
77.125.101. 41 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka.idf.il/gyu B ock 1
Russi an . . . . . . e
178.205.42.190 | o o0 147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in wuwntikshuv.idf.il/sitel/ general . aspx |B ock 1
66.249. 65.230 |[Israel 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to 147.237.77. 216/ 1133- he/ dover. aspx |B ock 1
157.55.39.240 |[wited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ B ock 1
82.102.136.65 |[Israel 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1
. . . Unhaut hori zed URL Access to
31.168.98.222 |Israel 147.237.0.34 |tikshuv.idf.il vanw i kshuv. i df . i /1 mages/ shar ed nokedv. png B ock 1
. . Paraneter Type M ol ation ctl 00$Cont ent A acetbl der 1$txtID i n
2.52.173.233  [Israel 147.237.76.42 [refuah.idf.il voww ref U, atal i df .|/ 1518-he! ref uah. aspx B ock 1
198. 20. 69. 74 Lhited Sates |147.237.76.39 [nobile. neitav.idf.il [Uhauthorized URL Access to 147.237.76. 39/ B ock 1
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