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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
185. 26. 180. 162 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6217
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 2954
212.179.21.194 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2525
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table dr op 112
95. 35. 189. 70 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
109. 66. 3. 29 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
46. 117. 98. 237 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
109. 67. 100. 198 | srael 147.237.72. 166 aka.idf.il B ock_Wp Al _Nets drop 6
212.143. 96. 222 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5

82. 80. 154. 137 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
77.127.216. 251 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5

95. 35. 189. 70 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 4
212.179. 210. 163 | srael 147.237. 72. 166 aka.idf.il B ock_UWp Al _Nets drop 3
176.13. 0. 213 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
222.186. 34. 48 Chi na 147.237. 76. 197 e. hinush.idf.il JLM Under Attack Con_Tcp drop 2
134.147.203. 115 Ger nany 147.237.76. 197 e. hinush.idf.il Bock Np Al _Net drop 2
10.0.0.1 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1

85. 250. 195. 165 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
61.197. 125. 142 Japan 147.237.76. 39 nobi | e.nei tav.idf.il|B ock_ Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Addr ess ‘Site |Sgna1 ure Devi ce Action |Oount ‘
5. 29. 76. 69 I srael 147.237.76.31 |nakchal . i df . i ||CL000004: HITP. options nethod (M crosoft) B ock 3
109. 186. 146. 36 |l srael 147.237.77.74 [lawidf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
93.173.166. 152 |Israel 147.237.77.74 |lawidf.il C1000004: HTTP:. options nethod (M crosoft) B ock 2
52.1.90.117 Lhited Sates 147.237.72.166 |aka.idf.il 13840: TLS. QpenSSL Heartheat Packet B ock 1
52.1.90. 117 Lhited Sates 147.237.77.216 |dover.idf.il [13840: TLS QpenSSL Heartbeat Packet B ock 1
223.73.45.53 Chi na 147.237.77.216 |dover.idf.il |Q025: HITP. access to admnistrator/index. php -> Quarantine Bl ock 1
106. 38. 241. 106 |Chi na 147.237.72.166 |aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
109. 64. 116. 214  |I srael 147.237.72.166 |aka.idf.il 13840: TLS. (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry \Signature

37.26.149. 201 147. 237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
176. 12. 139. 209 147.237. 72. 166 I srael akaidf.il portscan: TCQP D stributed Portscan 1
121. 41. 116. 64 147. 237. 76. 148 Chi na ggcenter. aka. i df .i | ET SCAN Potential SSH Scan 1
121.41. 116. 64 147.237.76. 34 Chi na yohal an. i df . i ET SCAN Potential SSH Scan 1
109. 67. 155. 146 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
84.111. 38. 180 147. 237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
80. 179. 161. 7 147. 237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
79. 180. 194. 147 147.237. 72. 166 I srael akaidf.il portscan: TCQP D stributed Portscan 1
46.121. 158. 12 147. 237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
213.57. 238. 202 147. 237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
5.29. 185. 20 147.237. 72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
121. 41. 116. 64 147. 237. 76. 200 hi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
121. 41. 116. 64 147.237. 76. 86 Chi na navy.idf.il ET SCAN Potential SSH Scan 1
121. 41. 116. 64 147.237.76. 30 (hi na hi nush. i df .i | ET SCAN Potential SSH Scan 1
84. 111. 140. 235 147. 237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
84. 109. 6. 4 147. 237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
79.182.212. 182 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
46. 151. 54. 209 147.237.76. 30 kr ai ne hi nush. i df .i | ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

‘Attacker Country Target Address ‘S’te ‘Signature
185. 26. 180. 162 |Uni ted Ki ngdom 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 6041
77.125.132. 226 |l srael 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 1334
212.179. 21. 194 |l srael 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 947
46.19. 85. 214 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 209
100. 100. 88. 101 147.237.72. 166 |aka.idf.il  [drop Frst packet isn't SYN drop 88
149. 78. 154. 69 |l srael 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 85
46. 19. 86. 154 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Inval id ACK nunber noni t or 73
79. 181. 138. 235 |l srael 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 63
176. 67. 109. 239 g";lcisgiig;a” Territory, 147, 237. 77. 216 |dover. i df. i1 |dr op First packet isn't SN dr op 59
176. 13. 23. 212 |lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 54
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 53
87.69.38.135 |Israel 147.237.77.233|atal .idf.il |Bad TCP sequence v?':dgtvr:é‘asl”lt wth different monitor |50
82.192.68.46  |Netherl ands 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 49
46. 210. 134. 170 |1 srael 147.237.72. 166 |aka i i1 |/ €AM NG Engine: TCP Invalid —invalid segnent retransmssi on drop 45
Ret r ansni ssi on Packet dr opped.
213.151. 32. 163 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 43
84.109. 33.190 |l srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 42
198. 251. 52. 101 |Canada 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SN drop 42
146. 122. 203. 34 |Lhited Sates 147.237.0.34 |tikshuv.idf.i|dr op First packet isn't SN drop 42
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 41
5. 29. 198. 66 I srael 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SN drop 40
212.179. 90. 106 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 39
213.8.99. 123 | srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 38
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 38
68.180.228. 112 [Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 37
81.218. 133. 196 [l srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 36
93.173.61.122 |lsrael 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SN drop 36
95. 35.189. 70 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 35
109. 67. 2. 130 | srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 34
84.247. 161. 206 |Nor way 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SN drop 34
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 32
212.143.3. 44 | srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 32
46.19.85. 44 I srael 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SN drop 30
66. 102. 8. 243 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 28
66. 102. 8. 233 Lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 26
188. 161. 184. 76 Ecis;iig;a” Territory. 1147 237.77. 216 |dover. it i1 |dr op First packet isnt SWN drop 25
100. 100. 80. 161 147.237.72. 166 |aka.idf.il  [drop Frst packet isn't SYN drop 25
2.54.41.248  |israel 147.237.72. 166 |aka a1 |/ €AM NG Engine: TCP Invalid invalid segnent retransmssi on drop 24
Ret r ansni ssi on Packet dr opped.

176. 12. 144. 130 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 24
79. 181. 2. 69 | srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 24
50. 87. 144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 23
2.54.155. 55 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 23
66. 249. 65. 224 |l srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 23
192.114. 91. 248 |l srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 22
212.25.123.18 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 21
212. 143. 96. 222 |l srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 21
84.108. 237. 149 [l srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 20
82. 80. 36. 104 I srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 19
95. 186. 152. 253 |Saudi Arabi a 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 19
79.179.121.8 I srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 19
89. 139. 190. 125 |l srael 147.237.72. 166 |aka. i df il drop First packet isn't SN drop 19
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.18. 49 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Same Response Code (404) B ock 217
176. 13. 18. 49 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 195
46.19. 85. 184 I srael 147.237.0.19 |[nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 149
46.19. 85. 184 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 104
84.228.201.173 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 86
46.19. 85. 184 I srael 147.237.0.19 |[nadimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 70
84.228.201. 173 | srael 147.237.0.19 |nadi matal .idf.il ;2?2'\2"8@2;; tlgg Sane Response Code (404) in Session from B ock 61
46.19. 85. 234 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 59
46. 19. 85. 232 I srael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response Gode B ock 55
46. 19. 86. 231 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 53
176.13.18.49  [Israel 147.237.0.19 |nadimatal .idf.il Bg_“g_‘ylg 4éhe Sane Response Qode (403) in Session from B ock 47
46.19. 85. 234 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Same Response Code (404) B ock 10
46. 19. 85. 206 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 9
176.12.139.56 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 7
209. 88.198. 1 I srael 147.237.77.234|hal ag. i df . i | Mil tipl e Unauthorized URL Access from 209.88.198. 1 Bl ock 6
176.12.138. 142 |lsrael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Qode B ock 5
109. 186. 164. 109 |l srael 147.237. 72. 166 [aka. i df . i | chauthor zed W n/j‘;iflszt ;f’cssgpi o i Bl ock 5
84.94.176.7 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 4
46.19. 86. 195 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
157. 55. 2. 168 Lhited States |147. 237. 76. 147|chi nuch. aka. i df . i | Uhaut hori zed URL Access to waw chi nuch. aka. i df . il/404. ht m B ock 3
209.88.198.1  [Israel 147.237.77. 234 |hal ag. i df . i | \?WSJ Irégft?isﬂa;t_rzo(;filzif‘;sﬁsfgf;;; Ui 2330 aLjpg POk 3
176.12.150.21 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
176.13.22.103 |Israel 147.237.0.17 ;nlrrly kosher-kravi. id|y o oy ed I1legal Paraneter Encoding None 2
46. 19. 86. 227 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock

46.19. 85. 73 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock
209.88.198.1  [Israel 147.237.77. 234 |hal ag. i df . i | mﬂtog?rs'ﬂzigaﬁ_ﬁfﬁfl;z_storag /1 sl 751 263301577, pg [P 0K 2
66.249. 65. 224 [Israel 147.237.77.216|dover.idf .il D stributed Suspicious Response Code B ock
2.52.137.149 | srael 147.237.72. 166 |aka. i df . i | Ut raceabl e SSL Sessi ons: Cpen Mde None
68.180.230.29 [United Sates [147. 237. 7. 176 |nat pash. i df . i | magﬁ;;%fpi Y/gloit_;‘:r/'cz‘sg‘gf'.\“a;”;x” B ock 1
212.179. 132, 202|I srael 147. 237.72. 166 |aka. i df . i | lieg I%;eg’ldﬁng’zgzzt/;g;kuz [l ipatzlfres Bl ock 1
31.168.11.194 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df . il/mai n/sachr B ock 1
104.236.110. 194 147.237.76.31 [nakchal .idf il rLljiall(’j;:;Jh.oirclifz.ei(Ij /ngl-flce(/:?;ls(h;]o. aspxshar ed/ user cont r ol s/ header upper / Bl ock !
66.249. 67.6 I srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter pop in wwy aka. i df.il/mai n/ home/ None 1
89.139.190. 125 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None

159. 203. 135. 194 |lhited Sates |147.237.72.167|i shuri maka.i df .il Unaut hori zed URL Access to 147.237.72. 167/ B ock
79.179.174.62  |[israel 147.237. 72. 156 |anan. i df . i | m“;g.iizdiqiﬁtfggffmom.i gl B ock 1
45.55.192. 83 147.237.77.74 |lawidf.il Unaut hor i zed URL Access to 147.237.77.74/ B ock 1
138.134.102. 15 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/nil net Bl ock 1
2.54.12.171 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
104.131. 86. 101 |thited Sates |147.237.76.42 |refuah.idf.il Unaut hor i zed URL Access to 147.237.76. 42/ B ock 1
66.249. 67.242 | srael 147.237.72. 166 |aka. i df . i | i;t rzist;lljtfz‘.j 1%%3”;‘2‘);} ;esuﬁeﬁgf;s.sazgx Bl ock 1
176. 13. 5. 227 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 1
62.210.88.201 |France 147.237.76.30 |hinush.idf.il Unaut hori zed URL Access to waww googl e. pl / sear ch B ock 1
159. 203. 73. 14 Lhited Sates |147.237.76.39 |[nobile.neitav.idf.il Unaut hori zed URL Access to 147.237.76. 39/ B ock 1
80.246.136.99 |[Israel 147.237.77.216|dover.idf .il SSL Untraceabl e Connection - Cpen Mde None 1
77.125.161.23 |[Israel 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to ww i df.il/894-en/i df gdover. aspx B ock 1
212.179. 132. 204l srael 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte Gde Character in URL B ock 1
37.26.147.199 [israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenporary B ock 1
104. 236. 204. 80 147.237.0.19 |nadimatal .idf.il Uhaut hori zed URL Access to 147.237.0. 19/ B ock 1
66.249.67.65  |Israel 147.237.72. 166 |aka. i df . i | Distributed Lhaut horized LR Access on B ock 1

147. 237. 72. 166/ mai n/ gi yus/ gener al . aspx
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