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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2654
192.118. 30. 102 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 269
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 70
37.26.147.188 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 67
109. 65. 36. 44 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 35
80. 246. 137. 73 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 31
176. 13. 10. 242 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
192.118. 30. 102 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 8
212.143. 186. 38 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 7
85. 64. 250. 24 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 7
62.219. 254. 22 | srael 147.237.72. 166 aka.idf.il B ock_Ulp Al _Nets drop 6
95. 35. 216. 145 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
95. 35. 216. 145 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5
37.26. 149. 139 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46. 19. 86. 2 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
212.235. 69. 34 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 4
212.143.186. 38 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
176.13. 1. 124 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
109. 64. 28. 134 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
109. 67. 155. 146 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
62. 219. 254. 22 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
91. 228. 248. 251 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
77.127.163. 185 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
46.19. 85. 70 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
212.143. 3. 44 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 2
37. 26. 148. 245 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 2
176.12.139. 139 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
113.108.21. 16 Chi na 147.237.76. 30 hi nush. i df . i | JLM Under Attack Con_Tcp drop 2
95. 35. 216. 145 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
81.218.17.4 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
212.143. 3. 44 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
80.74.123. 1 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 1
212.179.21.194 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
183.79.221. 142 Japan 147.237.77. 216 dover.idf.il HTTP- M sc- BadBl ue-D r - Tr ave- 2 dest - r eset 1
61. 182. 170. 38 Chi na 147.237.76. 197 e. hinush.idf.il JLMPurple Gon Linit_Tcp drop 1
66. 249. 93. 192 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
80. 246. 137. 73 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
62. 90. 45. 107 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 1
118. 3. 83. 108 Japan 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnalure Devi ce Action |Oount
37.26.147. 242 I srael 147. 237. 72. 166 aka.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 8
81.218.245. 1 I srael 147.237.76. 31 nakchal .idf.il |Cl000004: HTTP. options nethod (M crosoft) B ock 2

212.68. 157. 177 | srael 147.237.77.74 lawidf.il C1000004: HTTP. options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

Target Address

At acker

Signature

Count ry
167. 114. 156. 16 |147. 237. 77. 216 |Canada dover.idf.il portscan: TGP D stributed Portscan 3
. . SERVER APACHE Apache nod_ssl non- SSL connection to SSL
128.234.92. 44 |147.237.77. 216 |Romani a dover.idf.il . . - 2
port denial of service attenpt
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 2
213.57. 146. 187 |147. 237. 77. 216 || srael dover.idf.il portscan: TGP D stributed Portscan 1
37.26.148.129 |147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
5.8. 66. 101 147. 237.76.198 RF;Z:::SO” e.yohal an. i df il ET SCAN Potential SSH Scan 1
176.12.141. 94 |147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
5.8.66. 101 147.237.0.35 |Rssian akavs. i df .i ET SCAN Potential SSH Scan 1
Feder ati on
101.1.17.53 147.237.72. 166 |Hong Kong aka.idf.il ET SCAN NVAP -sS w ndow 2048 1
87.68. 71. 97 147. 237. 72. 166 || srael aka.idf.il portscan: TCQP D stributed Portscan 1
82.80.159. 98  |147.237.72. 166l srael aka.idf.il portscan: TGP D stributed Portscan 1
46.19.86.108  [147.237.72. 166 [ srael akaidf.il portscan: TCQP D stributed Portscan 1
212.179. 21. 194 |147. 237. 77. 216 || srael dover.idf.il portscan: TCQP D stributed Portscan 1
5.8.66.101 147. 237.77. 235 | XSS & svivaidf.il ET SCAN Potential SSH Scan 1
Federati on
192. 115. 90. 150 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
5.8.66. 101 147.237.8.28 |SSIan e.mobil e-ks.idf.il ET SCAN Potential SSH Scan 1
Feder ati on
5. 8. 66. 101 147.237.0.17 F;;j::{'}on mny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
109. 65.34.93  [147.237.72. 166 |I srael aka.idf.il portscan: TGP D stributed Portscan 1
101.1.17.53 147. 237.72. 166 |Hong Kong aka.idf.il ET SCAN NVAP -f -sS 1
85. 65. 81. 52 147.237. 72. 166 || srael akaidf.il portscan: TCP D stributed Portscan 1
46. 121. 130. 237 |147. 237. 72. 166 |1 srael aka.idf.il portscan: TGP D stributed Portscan 1
46. 19. 85. 70 147.237. 77. 216 || srael dover.idf.il portscan: TCQP D stributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |dte Si gnature Acti on ‘Count
31.44.141. 77 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2060
81.218.154.15 | srael 147. 237 76. 200 |ei tan aka i o 1 | SAM NG ENgine: TCP Inval id|invalid segnent retransmission. | o 456
Ret r ansm ssi on Packet dr opped.
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 195
192.114.5. 10 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 71
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 68
46.16.142.100 |Cyprus 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 67
46. 19. 85. 200 | srael 147.237.72. 167 |ishurimaka.idf .i|[Bad TCP sequence I'nvalid ACK nunber noni t or 63
149.78.49.220 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 63
46. 19. 86. 154 I srael 147.237. 72. 166 [aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor |61
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 40
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 38
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 38
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 38
66.249.65.231 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 37
132.71.16.54 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 35
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 34
31.168.87.42 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 34
66. 249. 93. 220 Lhited Sates 147.237.77.233|ata .idf.il dr op Frst packet isn't SN drop 33
213. 244. 81. 60 g‘ilcisgii:;a” Territory. {147, 237.77. 176 |natpash. icf. il |dr op First packet isn't SWN drop 30
217.132.83.119 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 30
68.180.228. 112 |lWhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 30
66.249. 65,224 |Lnited Qates 147, 237.77. 216 |dover .11 | €AM NG Engine: TCP Inval id|invalid segnent retransmission. | o 28
Ret r ansm ssi on Packet dr opped.
157.55.39. 175 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 27
100. 100. 65. 91 147.237. 72. 156 |aman.i df .i | drop First packet isn't SN drop 27
212. 150. 245. 250|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 25
89. 163.222.10 |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 25
115. 84. 95. 161 salorm?(;?ii SRepubI ic 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
66.249.93.216 |lhited Sates 147.237.77. 233 |atal .idf.il drop Frst packet isn't SN drop 24
212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 24
192.116. 160. 17 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
66.249. 65. 238 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 23
46. 19. 85. 235 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 23
66.249.93.224 |Whited Sates 147.237.77.233|ata .idf.il dr op First packet isn't SYN drop 23
66.249.65.238 |Wnited Sates 147.237.77. 216 |dover. i df . Streaning Engi ne: TCP Inval i d|invalid segnent retransnissi on drop 22
Ret r ansm ssi on Packet dr opped.
5.22.129. 126 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
149.88.231.77 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 21
84. 247. 161. 206 |Nor way 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 21
91. 228.248. 251 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20
62.219.239. 216 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 20
107.184.248.4 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 20
65. 49. 68. 158 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 19
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 19
176. 12. 145. 248 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 18
212.143.3. 44 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
37.201.171. 211 |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
46. 121.75. 145 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 18
66.249. 65. 231 |lhited Sates 147. 237. 77. 216 |dover . i df .i | Streaning Engine: TCP Invalid|invalid segnent retransnission drop 18
Ret r ansni ssi on Packet dr opped.
46.19. 85. 154 | srael 147.237.72. 167 |ishurimaka.idf.i|Bad TCP sequence I'nval i d ACK nunber noni t or 18
46. 19. 85. 97 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber monitor |17
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|Top Attackers In V\AF|

At acker

Devi ce

ount ry Target Address |Site Sgnature Acti on ‘Count
84.228.201. 173 |l srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock 140
84.228. 201. 173 | srael 147.237.0.19 |nadi matal .idf.il Too Many of the Sane Response Code (404) in Session from Bock |75
84.228.201. 173
81.218.154.15 |Israel 147.237.76. 200 |ei tan. aka. i df . i | Too Muny of the Sane Response Code (404) in Session from Bock 47
81.218. 154. 15
46.19.86.230 |[lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 40
37.142.132. 133 [I srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 30
46.19.85.105 |[Israel 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock 21
46.210.143.76 |lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 14
176.12. 151. 67 |[lIsrael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 12
162. 144. 48. 198 L;'alt:g 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed LRL Access from 162. 144. 48. 198 B ock 4
194.90.66.15 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wan aka. idf.il/sip storagel/files/ 2/ B ock 3
80. 246. 137. 105 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
176. 12. 140. 113 |I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19.86.143 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
213.139.52.84 [Jordan 147.237.77. 176 |nat pash. i df . i | Mitiple Illegal HITP Version from213.139.52. 84 B ock 2
. . Unaut hori zed Met hod PCBT for
212.179.21. 194 |l srael 147.237.72. 166 [aka. i df . i | viwv aka. i df . i | / mai n/ sachar/regi strati onw zar d/ st ep4. aspx Bl ock 2
176.13.9.236 |[Israel 147.237.77.243|nobi [ e.i df . i | D stributed Lhaut hori zed URL Access on nobi | e.idf.il/sachar/index B ock
109. 67.17. 110 |Israel 147.237.72.167|i shuri maka. i df . il Untraceabl e SSL Sessi ons: (pen Mbde None
m ny- kosher - kravi . i
176.12. 146. 120 |l srael 147.237.0. 17 of niyl DOstributed |11 egal Paraneter Encodi ng None 2
138. 134. 192. 10 | srael 147.237.77. 216 |dover.i df . i Uhaut hori zed URL Access to wwidf.il/nilnet B ock 2
- . Unhaut hori zed URL Access to
82.81.42.185 |[lIsrael 147.237.77.234|hal ag. i df . il ww | ogi sti cs. atal i df .i1/si p,storagel fi | es/ 1/ si 7e338¢0/ 1531 pg Bl ock 2
93.172.159. 101 [l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
132.74.95.19 |[Israel 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to maarachot.idf.il/pdf/files/2/112192. pdf Bl ock
m ny- kosher - kravi . i
2.54.31. 164 | srael 147.237.0. 17 of niyl DOstributed |11 egal Paraneter Encodi ng None 1
176.13.2.181 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
79.179.96. 124 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for ww aka. i df.il/val tan mai n/ hone. asp  |B ock
157. 55. 39. 141 ;hgttsg 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock 1
62.210. 88. 201 |France 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to www googl e. pl / sear ch Bl ock 1
213.139.52.84 [Jordan 147.237.77. 176 [nat pash. i df . i | Mal formed HTTP Header Line 1 B ock 1
109. 65. 113. 240 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
80. 246.139.59 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
66.249.69.41 |israel 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/robots. t xt B ock 1
176.12. 145. 20 |[lIsrael 147.237.77.243|nobi [ e.i df . i | D stributed Lhaut hori zed URL Access on nobi | e.idf . il/sachar/index B ock 1
. . Unaut hori zed URL Access to
138. 134. 102. 15 || srael 147.237.76.86 |[navy.idf.il v navy. i of i 1/5i p st oragel fi | es/ 0/ si 2e338x0/ 1620 | pg Bl ock 1
213.139.52.84 [Jordan 147.237.77. 176 [mat pash. i df . i | Mil tiple Ml forned HITP Header Line from 213.139.52. 84 Bl ock 1
84.228.201. 173 [I srael 147.237.0.19 |madimatal .idf.il Too Many 404: Response Code per Session B ock 1
2.54.163. 80 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
212.235.98. 139 [l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
79.180. 187. 63 |[lIsrael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
P . Unhaut hori zed URL Access to
66.249. 64.56 |[lIsrael 147.237.76.42 |refuah.idf.il 147.237. 76. 42/ si p. st or agel £ | es/ 4] 2944, pdf B ock 1
46.19.85.105 |Israel 147.237.0.19 |madimatal .idf.il Unt raceabl e SSL Sessi ons: (pen Mbde None
213.139.52.84 |Jordan 147.237.77. 176 [nat pash. i of . i | Mal formed URL http/1.1 Bl ock 1
81.218.154. 15 |Israel 147.237.76.200|ei tan. aka. i df .i | Too Many 404: Response Code per Session B ock 1
. - Unaut hori zed URL Access to
195. 212. 29. 174 |Eur ope 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p, st or agel {1 | es/ 8/ 1668. doc Bl ock 1
66. 249. 93. 250 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
138. 134. 102. 15 [l srael 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed LRL Access on waw i df.il/nilnet B ock 1
Unknown Par anet er
46.117. 221. 134 (I srael 147.237.72. 166 [aka. i df . i | ct1 00%ct | 00$cphMai n$TochenPl acetbl der $enai | Updat e$r pt Enai | Subj ectsLi [None 1
st $ct | 00$chEnai | Subj ect in wwv aka. i df. il /nai n/ gi yus/ f ag. aspx
213.139.52. 84 |Jordan 147.237.77. 176 |nat pash. i df . i | Redundant HTTP Headers Referer B ock 1
2.54.179.240 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
213.139.52.84 [Jordan 147.237.77. 176 |nat pash. i df . i | Abnormal |y Long Request request version B ock 1
188. 165. 15. 14 |France 147.237.77.216|dover. i df . i | Distributed Suspici ous Response Gode Bl ock 1
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