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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country |Target Address|Site |Signature |Device Action|Count|
66. 249. 78. 79 Lhited Sates 147.237.77. 233 atal.idf.il TCP handshake vi ol ation, first packet not syn |drop 4056
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2622
207.232. 36. 181 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ati on-Q i dest - r eset 260
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table drop 237
207.232. 36. 181 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegot i ation-A i forvward 61
176. 13. 12. 99 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 59
212.143. 3. 44 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 15
79.177.201. 48 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 10
46. 185. 250. 112 Jordan 147.237.77. 216 dover.idf.il SYNHood full table drop 10
80. 246. 137. 161 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 8
2.54.15.54 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 7
46.19. 86. 150 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
37.26.149. 175 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
212.25.106. 78 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 5
2.52.171.238 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
81.218.47. 1 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
185. 32. 179. 99 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 5
212.76.118. 154 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
212.143. 3. 44 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
5.28. 133. 222 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 5
82.166. 193. 5 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.54.143. 56 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
109. 65. 19. 232 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 4
37.26. 149. 250 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
176.12. 138. 101 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46. 19. 86. 210 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 3
2.54.135. 147 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176.12.148. 216 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
146.185.57. 7 | srael 147.237.77.170 naarachot.idf.il|Bl ock_Udp All _Nets drop 3
81. 218. 206. 82 | srael 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 3
2.54.143. 56 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
109. 67. 141. 93 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 3
79.176. 17. 246 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
2.54.168. 50 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
176.13. 19. 42 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 2
46.19. 86. 143 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
2.54.181.5 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
176.12. 136. 189 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 2
79.178. 98. 54 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
2.54.181.5 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
79.181. 147. 98 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
2.54.61. 166 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
41. 66. 208. 120 Ghana 147.237.77. 216 dover.idf.il SYNHood full table drop 2
176. 12. 139. 67 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 2
132. 74. 216. 17 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
172.16. 16. 28 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
84. 108. 156. 19 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 1
213.244.116. 136 Pal estinian Territory, Qcupieql47.237.77.216 dover.idf.il SYNHood full table drop 1
37.26. 149. 224 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
46. 19. 86. 143 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry [Ste Signature

138.94.98.128 |147.237.76. 44 e.refuah.idf.il ET SCAN Potential SSH Scan 2
199. 101. 186. 159|147.237.0.19 [Lnited Sates nadi matal .idf.il |ET SCAN NVAP -f -sS 1
89.248.172. 110 |147.237.77. 178 |Net her| ands e. matpash.idf.il ET SCAN NVAP -sS wi ndow 1024 1
193.104.41.54 |147.237.76. 42 gf' dova, Republic | ot o, i df.il ET SCAN Potential SSH Scan 1
79.178.37.206 |147.237.72. 166 |l srael aka.idf.il portscan: TCQP D stributed Portscan 1
185. 32, 179. 244 |147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
46.151.52.8 147.237. 77. 170 |Wkr ai ne nearachot.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
176.12.149.31 |147.237.77.216|Israel dover.idf.il portscan: TCQP D stributed Portscan 1
31.168.9.50 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
167. 114. 156. 16 [147.237. 77. 216 |Canada dover.idf.il portscan: TP D stributed Portscan 1
138.94.98.128 |147.237.76. 86 navy.idf.il ET SCAN Potential SSH Scan 1
138.94.98. 128 |147.237.76. 39 nobi | e. nei tav.idf.i |[ET SCAN Potential SSH Scan 1
138.94.98. 128 |147.237.8. 27 e.nadimatal .idf.il [ET SCAN Potential SSH Scan 1
199. 101. 186. 159(147. 237.0.19 |Lnited Sates nedi matal.idf.il [ET SCAN NVAP -sS wi ndow 2048 1
138.94.98.128 [147.237.0.19 nadimatal.idf.il |ET SCAN Potential SSH Scan 1
193.104. 41.54 |147.237.76. 202 '(\)f' dova, Republic . i ag idh.il ET SCAN Potential SSH Scan 1
84.109. 180. 63  [147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
188.138. 9. 51 147. 237. 72. 166 |Ger many aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
77.126. 144. 101 |147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
183.97.201. 9 147.237.76.42 |Korea, Republic of |refuah.idf.il ET SOAN Behavioral Lhusual ly fast inbound Telnet Connect i ons, 1

Potential Scan or Brute Force

46.151.52.8 147. 237. 72. 167 |Wkrai ne ishurimaka.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
176.12. 139. 255 |147.237. 72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1
5. 8. 66. 101 147.237.8.50 23:::;'}0” etikshuv.idf.il  [ET SCAN NVAP -sS wi ndow 1024 1
139. 193. 147. 27 |147. 237. 72. 166 || ndonesi a aka.idf.il ET SCAN NVAP -sS wi ndow 4096 1
138.94.98.128 [147.237.8.45 eeitanidf.il ET SCAN Potential SSH Scan 1
199. 101. 186. 159|147. 237.0.19 |Lhited Sates nadi matal.idf.il [ET SCAN NVAP -sS wi ndow 3072 1
138.94.98.128 [147.237.0.33 idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Devi ce Action |Oount
212.179.21. 194 | srael 147.237.77. 216 dover.idf.il |drop First packet isn't SN drop 2038
31.44.141. 77 | srael 147.237.77. 216 dover.idf.il |dr op First packet isn't SN drop 1374
2.54.176. 224 | srael 147.237.77. 216 dover.idf.il [drop First packet isn't SYN drop 459
212.143.3. 44 | srael 147.237.77. 216 dover.idf.il |drop First packet isn't SN drop 270
2.54.134. 144 | srael 147.237.77. 216 dover.idf.il |dr op First packet isn't SN drop 138
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il |drop First packet isn't SYN drop 131
177. 60. 230. 155 Brazil 147.237.77. 216 dover.idf.il |drop First packet isn't SN drop 121
2.54.168. 50 | srael 147.237.77. 216 dover.idf.il |dr op First packet isn't SN drop 117
46. 19. 86. 154 I srael 147.237.72. 166 aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 97
46. 19. 86. 33 | srael 147.237.77. 216 dover.idf.il |drop First packet isn't SYN drop 86
31.44.131.185 | srael 147.237.77. 216 dover.idf.il |dr op First packet isn't SN drop 79
82.192. 68. 46 Net her | ands 147.237.77. 216 dover.idf.il [drop First packet isn't SYN drop 76
176. 12. 139. 67 | srael 147.237.77. 216 dover.idf.il |drop First packet isn't SYN drop 74
54.72.73.168 Ireland 147.237.77. 216 dover.idf.il |dr op First packet isn't SN drop 69
68. 180. 228. 112 Lhited Sates 147.237.77. 216 dover.idf.il [drop First packet isn't SYN drop 66
192.117. 103. 27 | srael 147.237.77. 216 dover.idf.il |drop First packet isn't SYN drop 64
80.179. 115. 198 | srael 147.237.77. 216 dover.idf.il |dr op First packet isn't SN drop 61
108. 59. 253. 71 Lhited Sates 147.237.77. 216 dover.idf.il [drop First packet isn't SYN drop 55
52. 16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il |drop First packet isn't SYN drop 52
46.19.86. 14 | srael 147.237.77. 216 dover.idf.il |drop First packet isn't SN drop 51
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il [drop First packet isn't SYN drop 49
212.179.90. 106 | srael 147.237.77. 216 dover.idf.il |drop First packet isn't SYN drop 48
46.19. 85. 154 | srael 147.237.72. 156 anan.idf.il Bad TCP sequence Inval id ACK nunber noni t or 47
37.26. 148. 153 | srael 147.237.77. 216 dover.idf.il [drop First packet isn't SYN drop 46
37.26. 146. 175 | srael 147.237.77. 216 dover.idf.il |drop First packet isn't SYN drop 45
41. 33. 231. 90 Egypt 147.237.77. 216 dover.idf.il |drop First packet isn't SN drop 44
82. 39. 10. 110 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il [drop First packet isn't SYN drop 44
2.54.5.89 | srael 147.237.77. 216 dover.idf.il |drop First packet isn't SYN drop 41
195. 250. 33. 251 | srael 147.237.77. 216 dover.idf.il |drop First packet isn't SN drop 41
80. 179. 90. 11 | srael 147.237.77. 216 dover.idf.il [drop First packet isn't SYN drop 40
37.26. 148. 149 | srael 147.237.77. 216 dover.idf.il |drop First packet isn't SYN drop 39
81.218.251. 251 | srael 147.237.77. 216 dover.idf.il |dr op First packet isn't SN drop 38
62. 0. 104. 145 | srael 147.237.77. 216 dover.idf.il [drop First packet isn't SYN drop 37
2.52.139.92 | srael 147.237.77. 216 dover.idf.il |drop First packet isn't SYN drop 36
176. 13. 12. 99 | srael 147.237.77. 216 dover.idf.il |dr op First packet isn't SN drop 35
176. 13. 11. 250 | srael 147.237.77. 216 dover.idf.il |drop First packet isn't SYN drop 34
105. 195. 103. 157 Egypt 147.237.77. 216 dover.idf.il |drop First packet isn't SYN drop 33
212.76.96. 30 | srael 147.237.77. 216 dover.idf.il |dr op First packet isn't SN drop 33
41. 33. 232. 66 Egypt 147.237.77. 216 dover.idf.il |drop First packet isn't SYN drop 32
37.236.104. 82 Iraq 147.237.77. 216 dover.idf.il |drop First packet isn't SYN drop 31
93.172. 27. 165 | srael 147.237.77. 216 dover.idf.il |dr op First packet isn't SN drop 28
62. 128. 48. 122 | srael 147.237.77. 216 dover.idf.il |drop First packet isn't SYN drop 27
81.218.184. 25 | srael 147.237.77. 216 dover.idf.il |drop First packet isn't SYN drop 26
31.210.187. 204 | srael 147.237.77. 216 dover.idf.il |dr op First packet isn't SN drop 26
208. 115. 113. 89 Lhited Sates 147.237.77. 216 dover.idf.il |drop First packet isn't SYN drop 26
31.168.197. 78 | srael 147.237.77. 216 dover.idf.il |drop First packet isn't SYN drop 26
212.117.156. 225 | srael 147.237.77. 216 dover.idf.il |dr op First packet isn't SN drop 25
66. 249. 93. 196 Lhited Sates 147.237.77. 216 dover.idf.il |drop First packet isn't SYN drop 25
54.224.21.23 Lhited Sates 147.237.77. 216 dover.idf.il |drop First packet isn't SYN drop 24
79.181.5. 146 | srael 147.237.77. 216 dover.idf.il |drop First packet isn't SN drop 24
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
176.13.23.220 |Israel 147.237.0.19 |nmadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 262
176.13.23.220 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 224
46.210.143.76 |Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 44
46. 19. 86. 44 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 23
46. 19. 86. 154 I srael 147.237.72. 166 |aka. i df . i | Dstributed Too Miny of the Same Response Code (404) B ock 23
176. 12. 141. 144 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 15
37.26.149.143 |Israel 147.237.72. 166 |aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 14
46. 19. 85. 90 I srael 147.237.72. 166 |aka. i df . i | Dstributed Too Miny of the Same Response Code (404) B ock 12
46.19. 85. 105 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 12
91.197.100. 30 |Israel 147.237.72.167|i shuri maka. i df . ifD stributed Too Many of the Sane Response Code (404) B ock 12
31.168.13.78 I srael 147.237.72. 166 |aka. i df . i | Dstributed Too Miny of the Same Response Code (404) B ock 12
213.57.188.165 |[Israel 147.237.72. 167 i shuri maka. i df . i|D stributed Too My of the Sane Response Code (404) B ock 11
109. 64.31. 220 |Israel 147.237.72. 166 |aka. i df . i | Dstributed Too Many of the Sane Response Code (404) Bl ock 11
81.218.122.82 |[Israel 147.237.72. 167 i shuri maka. i df . i|D stributed Too Many of the Sane Response Code (404) B ock 11
147.236.38.69 |Israel 147.237.72. 167 i shuri maka. i df . i|D stributed Too My of the Sane Response Code (404) B ock 8
2.54.60. 196 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 8
2.54.168. 193 I srael 147.237.72. 167 i shuri maka. i df . i|D stributed Too Many of the Sane Response Code (404) B ock 8
84.94.222. 40 I srael 147.237.72. 167 i shuri maka. i df . i|D stributed Too My of the Sane Response Code (404) B ock 7
80.179. 90. 11 | srael 147.237.72.167|i shuri maka. i df . ifD stributed Too Many of the Sane Response Code (404) B ock 7
80. 246. 136. 115 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 7
82. 80. 196. 44 I srael 147.237.72. 167 i shuri maka. i df . i|D stributed Too My of the Sane Response Code (404) B ock 7
37.26.148.235 |lsrael 147.237.72.167|i shuri maka. i df . ifD stributed Too Many of the Sane Response Code (404) B ock 6
31.168.13.78 I srael 147.237.72. 167 i shuri maka. i df . i|D stributed Too Many of the Sane Response Code (404) B ock 6
212.25.86.242 |[Israel 147.237.72. 167 i shuri maka. i df . i|D stributed Too My of the Sane Response Code (404) B ock 6
2.54.133.203 | srael 147.237.77.243|nobi l e. i df . i | Paraneter Type Mol ation Bwil in nobile.idf.il/sachar/creat eaccount B ock 6
176.12.151.41 |Israel 147.237.72. 166 |aka. i df . i | Dstributed Too Miny of the Same Response Code (404) B ock 5
212. 143. 132. 102l srael 147.237.72. 167 i shuri maka. i df . i|D stributed Too My of the Sane Response Code (404) B ock 5
132.74.95.19 | srael 147.237.77. 170 |maar achot . i df . i | [Unhaut hori zed URL Access to maarachot.idf.il/pdf/files/ 9/ 113359. pdf B ock 5
2.54.133. 140 I srael 147.237.72. 166 |aka. i df . i | Dstributed Too Miny of the Same Response Code (404) B ock 5
84.109. 0. 130 I srael 147.237.72. 167 i shuri maka. i df . i|D stributed Too My of the Sane Response Code (404) B ock 5
93.173.48.188 |Israel 147.237.72.167|i shuri maka. i df . ifD stributed Too Many of the Sane Response Code (404) B ock 5
77.127.190. 204 |Israel 147.237.72. 167 i shuri maka. i df . i|D stributed Too Many of the Sane Response Code (404) B ock 5
80.246.137.20 I srael 147.237.77. 243|nwbi l e i df 1 |hauthorzed t‘;‘eggrcye;m;es“ <t ehi | ddoounent </ 1432 Bl ock 4
2.54.18. 169 I 'srael 147.237.72.167|i shuri maka. i df . i|D stributed Too Miny of the Sane Response Code (404) B ock 4
80. 246. 137. 165 |[lIsrael 147.237.72. 167 i shuri maka. i df . i|D stributed Too Miny of the Sane Response Code (404) B ock 4
185. 120. 126. 42 147.237.72. 167 i shuri maka. i df . i|D stributed Too My of the Sane Response Code (404) B ock 4
176.13.16. 140 |l srael 147.237.72.167|i shuri maka. i df . i|D stributed Too Miny of the Sane Response Code (404) B ock 4
81.218.184.25 |[Israel 147.237.72. 167 i shuri maka. i df . i|D stributed Too Miny of the Sane Response Code (404) B ock 4
157.55.39. 1 Uited Sates |147.237.72.166|aka.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 4
80. 74. 97. 233 I 'srael 147.237.72.167|i shuri maka. i df . i|D stributed Too Miny of the Sane Response Code (404) B ock 4
93.173.185. 253 |[Israel 147.237.72. 167 i shuri maka. i df . i|D stributed Too Miny of the Sane Response Code (404) B ock 3
62.219.198. 6 I srael 147.237.72. 167 i shuri maka. i df . i|D stributed Too My of the Sane Response Code (404) B ock 3
46. 19. 86. 180 I srael 147.237.0.19 |nadimatal .idf.il{DOstributed Suspicious Response Code B ock 3
80.246.136.87 |[Israel 147.237.72. 167 i shuri maka. i df . i|D stributed Too Miny of the Sane Response Code (404) B ock 3
2.54. 164. 152 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19.86.9 | srael 147.237.72. 166 |aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 3
66.249.67.208 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 3
37.26.149.166 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed Too Miny of the Sane Response Code (404) B ock 3
84.108. 192. 240 |Israel 147.237.72. 166 |aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 3
80. 246. 139. 218 |[Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 3
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