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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2893
198. 58. 103. 102 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1787
66. 249. 75. 198 Lhited Sates 147.237.77.170 naar achot . i df.i| |TCQP handshake viol ation, first packet not syn |drop 1560
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 511
109. 65. 105. 29 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 63
5. 102. 254. 106 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
46. 120. 185. 128 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
212.179. 46. 18 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 26
192.116. 167. 41 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 21
82. 80. 36. 134 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
95. 86. 67. 38 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 18
80. 246. 136. 145 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 17
176. 13. 16. 194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 16
88.114. 173. 55 F nl and 147.237.77.216 dover.idf.il SYNHood full table drop 15
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
80. 179. 223. 31 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
185. 3. 144. 73 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
2.54.147. 228 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
176.12. 137. 251 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
46. 117. 244. 216 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 8
80. 246. 140. 14 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
77.126.218.199 | srael 147.237.77.216 dover.idf.il SYN H ood unveri fied cookie drop 6
132. 68. 98. 122 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
212.150. 219. 61 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
132. 73. 207. 143 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46. 19. 86. 66 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
84.94.208. 121 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 5
81.218.37.2 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
176.13. 13. 120 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
66. 249. 75. 206 Lhited Sates 147.237.77.170 naarachot . i df.il |TCP handshake viol ation, first packet not syn |drop 5
213. 8. 246. 243 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
84.94. 211. 85 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
95. 86. 120. 112 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
192. 116. 232. 69 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
80. 246. 138. 89 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
212.143.110. 33 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46.19. 86. 215 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
5.22.129. 174 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 4
193. 105. 199. 1 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
84.94. 208. 121 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
212.235.98. 139 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
109. 66. 96. 172 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176.12. 136. 110 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176. 12. 145. 247 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
62. 219. 254. 22 | srael 147.237.72. 167 ishurimaka.idf.il|B ock Wdp All Nets drop 3
46. 19. 85. 236 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176.12. 136. 189 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
37.26.147. 139 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176. 13. 22. 190 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
46. 19. 86. 60 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount
212.199. 69. 213 I srael 147.237.77. 216 dover.idf.il |CL000004: HITP:. options nethod (M crosoft) B ock 1
69. 30. 215. 122 Lhited Sates 147.237.77. 216 dover.idf.il |C1000106: HTTP. najestic bot Bl ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

‘Ste

Signature

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il portscan: TCP Distributed Portscan 1
39.76.126. 124|147 237 76.30 |hi na Hvsh i df | ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
5.102.215.191 [147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
212.179. 21. 194 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
176. 12. 146. 130 |147. 237. 72. 166 || srael aka.idf.il portscan: TCP DO stributed Portscan 1
87. 68. 50. 35 147. 237. 72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
46.121. 64. 157 [147.237.72. 166 |1 srael aka idf.il portscan: TCP O stributed Portscan 1
46.19.86.198  [147.237.72. 166 | srael akaidf.il portscan: TCP D stributed Portscan 1
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 1
31.6.71. 154 147.237.0.17 |Pol and mny-kosher-kravi .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
2.54.170.111 |147.237.72. 166l srael akaidf.il portscan: TCP DO stributed Portscan 1
212.179. 245. 16 |147. 237. 72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
176. 12, 142. 223 |147. 237. 72. 166 || srael akaidf.il portscan: TCP DO stributed Portscan 1
81.218. 118. 124 |147. 237. 72. 166 || srael aka.idf.il portscan: TCP DO stri buted Portscan 1
46.19.86.227 [147.237.72. 166 (I srael aka idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature

212.179.21. 194 |Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 487
132.66.40.116 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 333
80. 246. 133. 232 I srael 147.237.77. 233 |atal i df i Bad TCP sequence V?':dﬁrsa:;”gt wthdifferent ) onitor 246
95. 86. 120. 112 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 229
2.54.23.20 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 186
80.179. 115. 198 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 127
37. 26. 148. 153 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 118
109. 66. 176. 198 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 112
2.52.139. 117 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 111
152. 62. 109. 204 |Eur ope 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 111
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 107
87.69.218.11 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 104
62. 0. 100. 215 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 100
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 94
213.55.107.204 |Bhiopia 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 87
2.54.22.174 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 85
2.54.40.72 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 80
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 73
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 73
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 72
85. 250. 183. 224 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 70
5.102.197. 139 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 69
212.199. 69. 213 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 67
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 67
212.179.90. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 64
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 56
87.55.207. 15 Dennmar k 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 53
46.117.213.73 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 51
93.219.48.151  |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 49
81.218.184.142 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 48
212.143.161. 161 |l srael 147.237.72. 167 |ishuri maka. i df . i |dr op First packet isn't SN drop 47
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 46
84.94.208.121 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 45
213.55.107.204 |Bhiopia 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 44
46.19.86.182  |Israel 147237, 72. 167 |i shur i maka. i o || S NG Engine: TCP Invalid Jimvalid segrent retransmssion. | op 42

Ret r ansni ssi on Packet dropped.

46. 19. 85. 68 | srael 147.237.72. 167 |ishurimaka.iof .i[Bad TCP sequence Inval id ACK nunber noni t or 40
37.8.93. 249 (F;ajcis;iigjja” Territoryly 47 237.77. 216 |dover. i . i1 drop First packet isn't SWN drop 39
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 39
212.179. 46. 18 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 39
66.249.81.212 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 38
46. 19. 86. 185 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 37
79.183.224.73 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 36
79.183.7.243 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 35
79.179.176. 225 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 34
158. 116.224.1 |Europe 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 31
69. 30. 215. 122 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 31
192. 116. 241. 130|I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 29
176. 12.137. 251 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 29
213.57.226. 135 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 28
46.120. 85.175 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 27
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Acti on ‘Count
176. 12. 140. 108 |l srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 87
80. 246. 136. 115 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 71
176. 12. 150. 159 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 66
46.19.86.9 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 57
80. 246. 136. 115 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 48
46.19. 86. 254 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 48
46.19. 86. 77 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Gode B ock 46
80.179.11.142 |[Israel 147.237.72.167|i shurimaka. i df .i | Dstributed Too Many of the Sane Response Code (404) B ock 28
89.139.1.7 I srael 147.237.76.86 |[navy.idf.il Ml tipl e Uhauthori zed URL Access from89.139.1.7 B ock 14
79.183.224.73 |lsrael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 12
213.151.38.134 |[Israel 147.237.72.167|i shurimaka. i df .i | Dstributed Too Many of the Sane Response Code (404) B ock 11
94.159. 166. 163 |[Israel 147.237.72. 167 i shurimaka. i df . il Dstributed Too Miny of the Sane Response Code (404) B ock 10
82.81.34.74 | srael 147.237.72. 166 |aka. i df . i | Dstributed PHP At tenpt B ock 7
46. 19. 86. 254 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock

109. 65.171. 10  |Israel 147.237.72. 167 i shurimaka. i df . i | Dstributed Too Miny of the Sane Response Code (404) B ock

82. 81. 34. 74 I srael 147.237.72. 166 |aka. i df . i | mu;?giif?lﬁ aﬁf;:;;/tfoan_st atus. php Bl ock 7
132.68.112. 72 |lIsrael 147.237.72. 166 [aka. i df . i | D stributed Unaut hori zed Method for Known URL on waw aka.idf.il/ [Bl ock 6
2.54. 145. 156 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 5
84.111.65.180 |[lIsrael 147.237.72.167|i shurimaka. i df.i | Dstributed Too Miny of the Sane Response Code (404) B ock 4
46.19. 86. 44 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
46. 19. 85. 105 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 4
2.54. 140. 88 I srael 147.237.77.243|nobi l e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/index Bl ock 4
176. 13. 2. 200 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176. 13. 5. 208 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
132.68.112.72 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed UR. Access to v aka.idf.il/sip_storage/files/1/ B ock 3
199.203.215.1 |Israel 147.237.72.167i shurimaka. i df . i | Dstributed Too Mainy of the Sane Response Code (404) B ock 3
176.12.151.23 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
89. 139. 166. 176 |l srael 147.237.72.167|i shurimaka.i df . il Dstributed Too Miny of the Sane Response Code (404) B ock 2
2.52.21.31 I srael 147.237.72. 166 |aka. i df . i | tﬁ;ﬁfﬁ,ﬁ_gfﬁfg&gmmd violation None 2
46. 19. 85. 161 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock
2.52.51. 220 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
84.228.49.28 I srael 147.237.72.166 [aka. i df . i | mu;khaéri Id?.eidl /'\I:ra;jhn(;(;i (;jg Su\:shénciri cati onservi ce. asnx/ get aut huser Bt ock 2
176.12. 150. 159 |Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 2
81.218.37.2 I srael 147.237.77. 176 |nat pash. i df . i | Ml tipl e Unaut horized URL Access from 81.218.37.2 B ock 2
62. 90. 35. 105 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 2
31.168.182.28 [Israel 147.237.72.167|i shurimaka. i df.i | Dstributed Too Miny of the Sane Response Code (404) B ock 2
209. 88.198. 1 I srael 147.237.77. 170 [maar achot . i df . i | Mil tipl e Unaut horized URL Access from 209. 88.198. 1 B ock 2
192. 116. 159. 138]I srael 147.237.72.167i shurimaka. i df . i | Dstributed Too Miny of the Sane Response Code (404) B ock 2
46.19.85.124  |israel 147.237.76.42 |refuah.idf.il g’arwa?g o aTty;e. i\':jﬁl ialt /' fglg_tr']sors?&:he.rz;xacem deriStxtlasthame in g o\ 2
209.88.198.1 | srael 147.237.77. 170 |n@ar achot . i df . i | ﬁ:{u;:gti_fz(fj_ ILﬁ‘ pc?fclﬁ‘eislsest/02112402. » B ock 2
185.32.179. 175 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 2
176.12.146. 120 |l srael 147.237.0. 17 gf] niyl- kosher-kravi .| Ostributed |11 egal Paraneter Encoding None 2
37.26.148.248 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66. 249. 67. 228 |Israel 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to waw navy. i df . il/navy/ navy/terns. aspx |B ock 1
66. 249. 65. 22 I srael 147.237.77.243|nobi [ e.i df . i | Mil tipl e Unauthorized URL Access from 66.249. 65. 22 B ock 1
193. 43. 246. 250 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
82.80. 196. 44 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
46.121.79. 22 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ ref uah. aspx |Bl ock 1
68.180.228. 175 |Wited Sates [147.237.76.42 [refuah.idf.il D stributed Uhauthorized URL Access on 147.237.76.42/robots. txt |B ock 1
132.68.112.72 |lIsrael 147.237.72. 166 |aka. i df . i | Ml tiple Uhauthorized URL Access from 132.68. 112. 72 B ock 1
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