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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover. i df. i |DC5- Tool - Swi t chbl adG dest - reset 2736
0.0.0.0 147.237.77. 216 dover.idf.il|]SINHood full table drop 359
212.199. 108. 202 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 39
176.13. 0. 238 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 37
93. 172. 25. 228 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 34
2.54.139. 71 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 25
2.54. 208. 202 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 25
84.108. 63. 182 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 21
46.116. 252. 184 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 19
80. 246. 136. 216 | srael 147.237.77. 216 dover.idf.il]SINHood full table drop 19
95. 86. 98. 224 | srael 147.237.77. 216 dover.idf.il]SINHood full table drop 17
45.114. 179. 244 147.237.77.216 dover.idf.i|]SINHood full table dr op 15
79.182. 23. 33 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 15
86. 142. 234. 64 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il|]SINHood full table drop 11
84.108.138. 1 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 10
212.179.21.194 | srael 147.237.77.216 dover.idf.il]SINHood full table drop 10
212.199. 108. 202 | srael 147.237.77. 216 dover.idf.i|[SYN H ood out of context drop 10
94. 230. 89. 132 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 10
95. 86. 68. 72 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 10
31.168. 121. 205 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 10
89.139.161. 178 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 10
84.229.174. 108 | srael 147.237.77. 216 dover.idf.il]SINHood full table drop 9
199. 203. 62. 41 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 9
80. 246. 136. 193 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 8
149. 78. 123. 140 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 8
82. 80. 196. 44 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 7
46.116. 152. 138 | srael 147.237.77.216 dover.idf.i|[SYNHood full table drop 6
79. 182. 67. 226 | srael 147.237.77. 216 dover.idf.il]SINHood full table drop 6
79.176. 194. 93 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 6
2.52.188. 137 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 6
109. 160. 132. 20 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 6
2.52.135. 54 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 6
46. 116. 103. 98 | srael 147.237.77.216 dover.idf.il|SYN H ood unverified cooki e drop 6
84.228.161.7 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 6
46.120. 64. 138 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 6
109. 65. 125. 155 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 5
212.179.21.194 | srael 147.237.77. 216 dover.idf.i|[TGP handshake viol ation, first packet not syn |[drop 5
2.54.139.71 | srael 147.237.77. 216 dover.idf.il|]SYN H ood out of context drop 5
80. 246. 138. 131 | srael 147.237.77.216 dover.idf.i|[SYNHood full table drop 5
2.54.59. 12 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 4
37.8.93. 249 Pal estinian Territory, Qcupi ed|147.237.77.216 dover.idf.il]SINHood full table drop 4
37.26. 149. 244 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 4
2.52.161.178 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 4
2.54.174. 218 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 4
79.183.55. 161 | srael 147.237.77.216 dover.idf.i|[SYNHood full table drop 4
212.199. 108. 202 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 4
194. 90. 25. 90 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 4
5. 102. 254. 43 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 3
2.52.140. 21 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 3
81.218. 48. 37 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 3
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Sgnal ure |Devi ce Action |Count
134, 191. 232. 69 I srael 147.237.76. 31 nakchal .idf.il C1000004: HTTP:. options nethod (M crosoft) B ock 2
134.191. 232. 72 I srael 147.237.76. 31 nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
195. 160. 240. 11 | srael 147.237.77. 74 lawidf.il C1000004: HTTP:. options nethod (M crosoft) Bl ock 1
80. 230. 24. 46 I srael 147.237.77.170 |mmarachot.idf.il |CL000004: HITP. options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

Target Address

A tacker
Gountry

Signature

66.249.73.212 [147.237.77.176|lhited Sates |[matpash.idf.il |ET SCAN NVAP -sA (2) 20
176.13.6.105  [147.237.77.216 |l srael dover.idf.il portscan: TCP Distributed Portscan 1
111.93.198.54 |[147.237.76.86 [India navy.idf.il ET SCAN NVAP -f -sS 1
79.177.9.235  |147.237.72. 166 |l srael aka.idf.il portscan: TCP Distributed Portscan 1
50,2 36, 33 147237, 76. 86 [FOTeR RepUblic | ET SI)AN Behavi oral Uusual |y fast inbound Tel net Connecti ons, 1
of Potential Scan or Brute Force
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 1
204.13.204. 139 [147.237.0.35 [Uhited Sates |akavs.idf.il ET SCAN NVAP -sS w ndow 1024 1
176.13.23. 103 |[147.237.72. 166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
111.93.198.54 |(147.237.76.86 [india navy. i df.il ET SCAN NVAP -sS wi ndow 2048 1
80. 246. 136. 240 [147. 237. 72. 167 |I srael ishurimaka.idf.i|portscan: TCP D stributed Portscan 1
46.151.52.8 147.237.8.14 |lkraine e.orchot.idf.il [ET SCAN NVAP -sS w ndow 1024 1
212.29.192. 150 |147. 237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
198.20.69.98 [147.237.77.74 |Wited Sates [lawidf.il ET DRCP Dshield B ock Listed Source 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess ‘S‘te ‘Signature
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf .i|dr op First packet isn't SN drop 1444
80. 246. 133. 232 I srael 147.237.77.233|atal .idf .i1[Bad TOP sequence mdﬁr;n;"lt Wth different moni tor  [232
212.25.82.123 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 107
208.115.111. 73 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 105
46.43.77.111 glcisgiig;a” Territory 147,237, 77. 216 |dover. i df . i |dr op First packet isn't SIN drop 91
89. 138. 193. 223 |[Israel 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 89
85. 65. 60. 23 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 87
82.173. 140. 195 |Net her| ands 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 75
46. 19. 86. 242 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 71
2.52.136.113  |Israel 147. 237 72. 166 |aka i a1 |/ €3M NG Engine: TP Invalid  imvalid segnent retransnission. |y ) 66
Ret r ansm ssi on Packet dr opped.
212.143.110. 33 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 58
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 56
192.116. 167. 41 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 56
168. 63.139.43 |lLhited Sates 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 55
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 52
5.29.154.237  [Israel 147.237.77. 234 |nel ag.i of.i|Bad TOP sequence mdgztlr;”;rit wth different monitor |51
80.179. 115. 198 |l srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 51
46. 18. 17. 249 (F;ajcis;iigjja” Territory, 147, 237. 7. 216 |dover. i df . i |dr op Frst packet isn't SN drop 49
208.69.40.101 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 46
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 44
54.72.73.168 Irel and 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 44
41. 33. 231. 90 Egypt 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 43
37.26. 149. 242 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 43
46. 116. 162. 242 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 41
46. 19. 85. 192 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 40
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 36
62.219.48.135 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 36
64.233.172. 171 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 35
46.19. 85. 164 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 35
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 35
64.233.172. 163 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 34
93.220. 28.236  |Ger many 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 34
212.179.90. 106 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 34
66.249. 65. 231 |l srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 34
64.233.172. 155 |LWhited Sates 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 33
66. 249. 65. 224 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 30
66.249.81.212 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 30
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 30
95. 86. 68. 72 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 30
212.199. 108. 202|l srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 29
82.81.3.74 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 28
217.136. 50. 226 |Bel gi um 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 28
45.114. 179. 244 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 27
37. 26. 148. 201 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 27
100. 100. 60. 65 147.237.72. 166 |aka.idf.il |dr op First packet isn't SYN drop 27
100. 100. 29. 162 147.237.72.166 |aka.idf.il |dr op Frst packet isn't SN drop 25
46. 116. 152. 138 |l srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 25
66.249.81.218 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 25
66.249.65.231 |Wnited Sates 147. 237, 77. 216 |dover i [ €A NG Engi ne: TCP Invalid — invalid segnent retransnissi on drop 24
Ret r ansn ssi on Packet dr opped.
82.81.129.229 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 24
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
37.26.146.212 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 184
176.12.137. 197 |[lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 106
176.13.20.211 |Israel 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 73
46. 19. 85. 43 | srael 147.237.72. 166 |aka. i df . i | Distributed Unknown HTTP Request Met hod B ock 50
176.12.137.197 |Israel 147.237.0.19 |nadimatal .idf.il Eg.'\g'yl;; tlgs Sane Response (ode (404) in Session from B ock 48
176.13. 5. 97 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Gode B ock 40
176.13.20.211 |israel 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 31
46.19. 86. 44 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 23
37.26.146.212 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 18
81.218.118. 126 |[lIsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unknown HTTP Request Method from 81.218. 118. 126 Bl ock 17
176. 12. 141. 144 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 13
66.249.67.216 [Israel 147.237.72. 166 [aka. i df . i | Dstributed Too Miny of the Sane Response Code (404) B ock 8
37.26.147.224 |lIsrael 147.237.72.167|i shuri maka. i df . i|D stributed Too Many of the Sane Response Code (404) B ock 6
176. 12. 140. 108 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
178. 150. 15. 158 |krai ne 147.237.72. 166 [aka. i df . i | PHP At tenpt B ock 6
192.116.232.69 |Israel 147.237.72.167|i shuri maka. i df . i|D stributed Too Many of the Sane Response Code (404) B ock 6
178. 150. 15. 158 |krai ne 147.237.72. 166 |aka. i df . i | Mil ti pl e Unhaut hori zed LRL Access from 178. 150. 15. 158 B ock 5
199. 203. 100. 145]I srael 147.237.72.167|i shuri maka. i df . i|D stributed Too Miny of the Sane Response Code (404) B ock 4
80. 246. 136. 240 |[lsrael 147.237.72.167|i shuri maka. i df . i|D stributed Too Miny of the Same Response Code (404) B ock 4
37.26.148.201 |[Israel 147.237.72.167|i shuri maka. i df . i|D stributed Too Many of the Sane Response Code (404) B ock 4
176.12.136.78 |lIsrael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Gode B ock 4
194. 90. 255. 226 |l srael 147.237.72.167|i shuri maka. i df . i|D stributed Too Many of the Sane Response Code (404) B ock 3
66.249.67.224 [Israel 147.237.72. 166 [aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 3
2.54.63.121 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
79.181.174. 130 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to v aka.idf.il/sip _storage/files/0f B ock 3
212.117. 143. 250]1 srael 147.237.72.167|i shuri maka. i df . i|D stributed Too Many of the Sane Response Code (404) B ock 3
46. 19. 86. 198 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
66.249. 67. 208 |l srael 147.237.72. 166 |aka. i df . i | Distributed Too Miny of the Same Response Code (404) B ock 3
94.230.92.190 [Israel 147.237.72. 166 [aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 2
80. 246.140. 20 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 2
82.81.34.74 | srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to www aka. i df . i/ aj ax/ pages/ fan st at us. php |Bl ock 2
80.179.202.191 [israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
46. 19. 85. 105 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 2
192.116.217. 10 |Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Bite Qxde Character in LR Bl ock 2
149.78.15. 150 |l srael 147.237.76.200(ei tan. aka. i df .i| |Dstributed Too Many of the Sane Response Code (404) B ock 2
87.69.173.167 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 2
176.13.10.128 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
2.54.45.122 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Gode B ock 2
80. 246. 139. 7 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
40.77.167.91  |wiited Sates  |147.237. 76. 147 |chi nuch. aka. i df . i \'fm;frc'h?ﬂhiﬂ ;ﬂz“f 2?”' Izleioﬁtﬁfcess on Bl ock 2
149.78.237.68 |Israel 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized Method for Known URL from 149.78.237.68  |B ock 2
82.81.34.74 I srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 2
66. 249. 69. 49 | srael 147.237.77. 170 |maar achot . i df . i | |Unhaut hori zed URL Access to 147.237.77.170/ pdf/fil es/ 0/ 105860. pdf |B ock 1
212.143.3. 44 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
2.54. 46. 143 I srael 147.237.72.167|i shuri maka. i df . i|D stributed Too Many of the Sane Response Code (404) B ock 1
85.65.60.23 |Israel 147.237. 72. 166 |aka. i df . i | V%;f;i:‘f;ﬁﬁ;“:g}ﬁaﬂi Joess on Bl ock 1
66.249.67.65  |Israel 147. 237.72. 166 |aka. i df . i | ﬂ?‘fég;;zfdlégfn:fﬁfzzaf? il showbi g. aspx B ock 1
188. 138. 17. 205 |France 147.237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed URL Access to 147.237.76. 147/ B ock 1
46.210. 139. 199 |[lIsrael 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - CGpen Mde None 1
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