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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il|DOS- Tool - Swi t chbl adG dest - r eset 3008
0.0.0.0 147.237.77.216 dover.idf.il[SINHood full table dr op 519
66. 249. 67. 122 Lhited Sates 147.237.72. 166 aka.idf.il |TCP handshake viol ation, first packet not syn drop 219
149. 78. 235. 51 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 38
80. 246. 139. 85 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 36
46.117. 128. 205 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 35
95. 86. 68. 72 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 25
37.142. 68. 66 | srael 147.237.77.216 dover.idf.il[SINHood full table dr op 22
46.19.85.7 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 18
213.8.73.4 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 11
62. 219. 115. 209 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 11
5.22.129.190 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 10
109. 67. 29. 133 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 10
80. 246. 139. 130 | srael 147.237.77.216 dover.idf.il[SINHood full table dr op 9
5.22.129.190 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 7
37. 26. 148. 208 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 7
2.52.19. 34 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 6
2.52.23.96 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 5
2.54.1. 84 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 5
46. 120. 136. 66 | srael 147.237.77.216 dover.idf.il|[SINHood full table dr op 5
2.54.172.180 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 5
213.151.52. 216 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 5
37.26. 148. 162 | srael 147.237.77. 216 dover.idf.il|SYNHood full table drop 5
2.54. 140. 188 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 5
176. 13. 21. 69 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 4
212.150. 214. 130 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 4
2.54.135. 90 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 4
64.19. 78. 243 Lhited Sates 147.237.77. 216 dover.idf.il|SINHood full table drop 4
212.143.120. 151 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 4
62. 219. 254. 22 | srael 147.237.77. 216 dover.idf.il|Block Udp All Nets drop 3
46.19. 86. 138 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 3
93.173. 2. 103 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 3
192.118.132. 185 | srael 147.237.77. 216 dover.idf.il|Block Udp All Nets drop 3
95. 86. 125. 165 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 3
212.179.21. 194 | srael 147.237.77. 216 dover.idf.il|SYNHood full table drop 3
46.19. 86. 214 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 3
60. 234. 87. 105 New Zeal and 147.237.77. 216 dover.idf.il|SYINHood full table drop 3
212.179. 28. 80 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 3
192. 114. 23. 208 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 3
185. 32.179. 118 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 3
149. 78. 50. 242 | srael 147.237.77. 216 dover.idf.il|SYNHood full table drop 3
87.68.78. 110 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 2
2.54.140. 188 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 2
2.54.132. 32 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 2
0.0.0.0 147.237.77. 216 dover.idf.il|HTTP Page H ood Attack drop 2
185. 32.179. 184 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 2
37.26. 148. 218 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 2
2.54.172.180 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 2
5.28.171. 150 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 2
84.228.199. 113 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgnature Devi ce Action |Oount |
2.54.169. 231 I srael 147.237.72.166 |aka.idf.il|13840: TLS (penSSL Heartbeat Packet B ock 1
46.118.118.215 |lkraine 147.237.77.74 |law i df.il|Q25: HITP. access to adninistrator/index. php -> Quarantine B ock 1

82.166. 197. 93 I srael 147.237.72.166 |aka.idf.i|[CL000004: HTTP: options method (M crosoft) Bl ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|Signature

66. 249. 67. 224 147.237.72. 166 Lhited Sates akaidf.il portscan: TCP D stributed Portscan 1
41.33.231.90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 1
217.194.196. 2 147.237. 72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
93. 95. 100. 192 147.237.0. 33 Russi an Federat i on idf.il ET SCAN NVAP -sS w ndow 1024 1
66. 249. 73. 228 147.237.77. 176 Lited Sates nat pash. i df .i | ET SCAN NVAP -sA (2) 1
46. 19. 85. 87 147.237. 72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
2.54.10.171 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
176. 12. 160. 4 147.237.72. 166 I srael aka.idf.il portscan: TP D stributed Portscan 1
89. 248. 160. 196 147.237. 72. 166 Net her | ands akaidf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature

81.218.101. 2 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 915
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 865
2.54.172. 226 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 417
77.127.196.132 |israel 147. 237, 76. 200 e tan. aka i of . | S2M NG Engi nex TGP 1nval i d Inval i d segnent retransmssi on. drop 369

Ret r ansni ssi on Packet dr opped.
208.115.113.89 |Lhited States [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 170
37.26.146.176 |lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 86
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 72
212.179.46.16 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 66
2.54.0.50 I srael 147, 237, 76. 200 |ei tan. aka i . | S NG Engi nex TCP | nvalid Invalid segnent retransmssi on. drop 63
Ret r ansni ssi on Packet dr opped.

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 55
46. 19. 85. 15 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 53
212.179. 90. 106 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 53
197. 156. 122. 192 |8 hi opi a 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 46
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 44
50. 87. 144. 145 Lhited Sates |[147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 44
2.54.140. 188 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 44
65. 49. 68. 186 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 43
66. 249. 65. 231 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 43
65.49. 68. 171 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 42
79.182.142.82 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 42
192. 114. 23. 208 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 41
194. 90. 25. 90 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 41
46. 19. 86. 184 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 40
37.26. 148. 153 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 39
108.59.253.71 [thited Sates [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 38
209. 48. 43. 22 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 37
68.180.228. 112 |Wited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 37
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 36
66. 249. 65. 224 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 36
52.16.5.197 Lhited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 36
192. 114. 23. 209 |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 35
192. 114. 105. 254 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 35
212.143. 3. 162 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 33
31.168.13.78 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 30
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 30
66. 249. 65. 238 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 30
46.19.85.7 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 30
46. 19. 85. 236 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 30
77.127.23.91 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 29
84.95.255.130 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 28
199.203.215.1 |lIsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 28
149.78.235.51 |lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 27
46. 19. 85. 184 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 27
5.22.129. 190 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 26
66.249.93.196 |lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 26
5.28.181.4 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 25
2.52.136. 209 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 25
2.52.23.96 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 24
37.26.146.251 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 24
46. 19. 86. 130 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 24
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.52.132.180 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 59
80. 246. 136. 193 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 38
77.127.196.132 |[Israel 147.237.76.200(ei tan. aka. i df . il Dstributed Too Many of the Sane Response Code (404) B ock 20
2.54.20. 150 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 15
176.13.20.211 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 14
176.13. 4. 39 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 12
77.127.244.51  |lsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized Method for Known URL from 77.127.244.51 |B ock 7
46. 19. 85. 217 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 6
79.183.140.172 |[israel 147.237.77.243|nobi l e.i df . i | Paraneter Type M ol ation Password i n nobil e.idf.il/sachar/login B ock 4
2.54.153. 48 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
80. 246. 136. 180 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
2.54.146. 148 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 3
37.26.146.251 |lsrael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 3
87.69.173.167 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
192.115.252.2  |Israel 147.237.76.86 |navy.idf.il m“;g\%' zed (L Aocess (o doc.mar/ doc. mar . asp Bock |2
95.86.125.165 |l srael 147.237.76.86 |navy.idf.il m“;:\?;.'izd?’i e sigtezfa;e‘; {11 es/ O/ i 263360/ 1620, pg Bock |2
46.19. 86. 199 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 2
66. 249. 65. 224 I srael 147.237.77. 216 |dover . i df . i | thaut hori zed LR Access to B ock 1

vy i df . il /international _training/ catal og. asp
D stributed Uhaut hori zed URL Access on

87.68.56.139  |israel 147.237.72. 166 |aka. i df . i | ok 1o et ka1 f 111 B ock 1
46.19.85.193  |Israel 147.237.77.233|atal .i df . i | Unaut hor i zed URL Access to 147.237.77.233/1135-he/ atal . aspx  |Bl ock 1
77.127.244.51  |israel 147.237.72. 166 |aka. i df . i | Uhaut hor i zed Met hod HEAD for B ock 1

wan aka. i df . i |/ nai n/ gi yus/ gener al . aspx
il Illegal Byte Gode Character in URL /nai n/kapatz//res

212.179. 132. 202|l srael 147.237. 72. 166 |aka. i df . . . ; B ock 1
our ces/ i mages/ i nner page/ goback. gi f
- - Unaut hori zed URL Access to
66.249. 67. 71 I srael 147.237.72. 166 [aka. i df . i | 147. 237.72. 166/ ei t an/ prat i nh pi rt eyer ua/ B ock 1
109. 65. 34. 93 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/https:/ww aka. idf.il/ |B ock 1
46.19. 86. 214 I srael 147.237.72.166|aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1

. . S Whtraceabl e Gonnection - Protocol violation
37.26.147.224 |lIsrael 147.237.72.166|aka. i df . i | (SSL CONN LI ENT FELLO) None 1

. . Uhaut hori zed URL Access to
66.249.67.242 [Israel 147.237.72. 166 [aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp B ock 1
Unknown Par anet er

2.54.17.71 I srael 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenP! aceHol der $quest i onUpdat e$conboQu [None 1

estion in wwaka. idf.il/nain/giyus/fag. aspx

m ny- kosher - kr avi . i

216. 218. 206. 68 |Lhited Sates |[147.237.0.17 df il Uhaut hori zed URL Access to 147.237.0.17/ B ock 1
66. 249. 65.238 |lIsrael 147.237.77.216|dover. i df . il D stributed Suspicious Response Code B ock 1
176.51. 4. 193 gs::;”i on 147.237.77.74 |lawidf.il ma'ltfmelr dfTS_'?Ie /\?fzc;'_ilzr;t':‘;??';“s?; : B ock 1
79.181.223.86 |l srael 147.237.76.42 |refuah.idf.il iéf r2|3t7>ut72d 4;"§tu;rg;is§§:jedtﬂ‘efﬁ°§: on Bl ock 1
31.13.100.119 [ireland 147.237.72. 166 |aka. i df . i | m;zﬂt;‘fiw?tpg&fzgeﬂl ggf;sgggge_ o B ock 1
212.199. 57. 197 |lsrael 147.237.72.166|aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
66. 249. 67. 90 I srael 147.237.0.34 |tikshuv.idf.il Uhaut hori zed LRL Access to tikshuv.idf.il/main/giyus/general .aspx |B ock 1
109. 67. 64. 21 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to v aka. i df.il/vwaw tikshuv.idf.il B ock 1
46.118.118. 215 [Wkraine 147.237.77.74 |lawidf.il PHP Att enpt Bl ock 1
37.26.147.224 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
66. 249. 79. 31 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Lhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock 1
216.218.206. 68 |[lhited Sates [147.237.0.19 |[madimatal.idf.il Unaut hori zed URL Access to 147.237.0. 19/ Bl ock 1
66. 249. 67. 6 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwwy aka. i df . il /yohal an. B ock 1
176. 106. 227. 35 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/text.css |B ock 1
89.139. 33. 41 | srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
46. 19. 85. 253 | sr ael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
79.182. 155. 108 |Israel 147.237.77. 216 |dover . i df .i | Lhaut hori zed URL Access to www i df . il/hinush B ock 1
37.26.146.129 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
212.199.57.198 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
66.249.67.122 [Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
46.118.118. 215 [Wkraine 147.237.77.74 |lawidf.il Unaut hori zed URL Access to ww | aw i df.il/wp-1ogin. php Bl ock 1
Unaut hori zed URL Access to
157.55.39. 1 Uited Sates |[147.237.0.15 |kosher-kravi.idf.il [kosher-kravi.idf.il/tenpl ates/inagevi deogal | eryl obby/ i nagevi deogal | e |Bl ock 1
ryl obby. aspx
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