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Top Attackers
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I 2.54.43.85
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37.26.149. 193
W 176. 12. 141. 227
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
66. 249. 64. 186 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 19303
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 14058
54. 244, 22. 103 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 4638
54.187.55.213 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4579
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2297
66. 249. 67. 122 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 373
2.52.171.99 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
46.120. 79. 166 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4

62. 219. 254. 22 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
79.181.217.103 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3

166. 173. 249. 126 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 2

54. 244, 22. 103 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 2

66. 249. 67. 13 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 2

46. 19. 85. 73 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2

104. 192. 0. 20 Lhited Sates 147.237. 76. 38 eengitav.idfi.il |Bock Wdp All Nets drop 1
167.114. 82. 227 Canada 147.237.76. 147 chinuch. aka.idf.il |B ock Udp Al Nets drop 1

71. 6. 165. 200 Lhited Sates 147.237.76. 201 eatal.idf.il B ock Np Al Net drop 1

104. 192. 0. 20 Lhited Sates 147.237.76. 196 e.sviva.idf.il Bl ock_Up Al _Nets drop 1
5.22.134.111 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
79.179. 197. 15 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1

146. 185. 239. 100 Russi an Federation 147.237. 76. 147 chi nuch. aka.i df.il |bl ock-sp-trafl drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
66. 249. 73. 220 147.237.77.176  [lhited Sates natpash.idf.il  [ET SCAN NVAP -sA (2) 50
41.33.231. 90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 9

195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3

66. 249. 93. 199 147.237.72.166  [lhited Sates akaidf.il ET SCAN NVAP -sA (2) 2

193. 107. 16. 206 147.237.77.233  |Russi an Federation atal.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1

193. 107. 16. 206 147.237.77. 233 Russi an Federati on atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
54.187.55.213 |Wited Sates [147.237.77.216|dover.idf.il|dr op Frst packet isn't SN drop 316
149.78.154. 69 |Israel 147.237. 77. 216 |dover.i df . i l[dr op Frst packet isn't SYN drop 243
201. 64.123.136 |Brazil 147.237. 77. 216 |dover.i of . i l[{dr op First packet isn't SYN drop 114
208.115.111.73 |Wited Sates [147.237.77.216|dover.idf.il|dr op Frst packet isn't SN drop 84
176. 12. 141. 227 |Israel 147.237. 77. 216 |dover.i df . i l[dr op Frst packet isn't SYN drop 51
68.180.228. 112 |Lhited States |147.237.77. 216 |dover.idf.il[dr op First packet isn't SYN drop 46
192.0.81.55 Lhited Sates [147.237.77.216|dover.idf.il|dr op Frst packet isn't SN drop 45
41.33.231.90 Egypt 147.237. 77. 216 |dover.i df . i l[dr op Frst packet isn't SYN drop 42
54.72.0.55 Irel and 147.237. 77. 216 |dover.i of . i l[{dr op First packet isn't SYN drop 40
80. 246. 130. 238 |l srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 40
66.249.65.224 |United Sares |147. 237, 77. 216 |dover. i of 11| | €AM NG BNgine: TCP I nval id nval i d segnent retransmssi on. drop 36
Ret ransm ssi on Packet dr opped.
54.72.73.168 Irel and 147. 237. 77. 216 |dover. i of .i l[{dr op First packet isn't SN drop 36
108.59.253.71 |Uhited Sates |147.237.77.216|dover.idf.il|dr op Frst packet isn't SN drop 34
89. 139. 190. 155 |l srael 147.237. 77. 216 |dover.i df . i l[{dr op First packet isn't SYN drop 34
82.192. 68. 46 Net her | ands 147. 237. 77. 216 |dover. i of .i l[{dr op First packet isn't SN drop 34
37.187.157. 108 |Fance 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 33
70.193.72.227 |Lhited States |147.237.77. 216 [dover.idf.il[dr op First packet isn't SYN drop 31
52. 16. 5. 197 Lhited Sates |[147.237.77.216 |dover.idf.il|dr op First packet isn't SN drop 30
41. 33. 232. 66 Egypt 147.237. 77. 216 |dover.i of . i l|{dr op First packet isn't SN drop 29
212.199. 182. 150|l srael 147.237. 77. 216 |dover.i df . i l[{dr op First packet isn't SYN drop 29
146.135.20. 171 [hited Sates |147.237.77. 216 |dover.idf.il[dr op First packet isn't SN drop 26
107.77. 90. 87 Lhited Sates [147.237.77.216|dover.idf.il|dr op Frst packet isn't SWN drop 26
73.231.83.73 Lhited Sates |[147.237.77.216 |dover.idf.il|dr op First packet isn't SN drop 24
157.55. 39. 31 Lhited Sates |[147.237.77.216 |dover.idf.il|dr op First packet isn't SN drop 24
66. 240, 65,238 |Uited Sates |147. 237, 77. 216 |dover. i of. 11| €M NG Engine: TP Inval id Inval i d segnent retransmssi on. drop 22
Ret ransni ssi on Packet dr opped.
109. 200. 30. 154 LK?ir::gom 147.237. 77. 216 |dover.i of . i l[{dr op First packet isn't SN drop 22
66.249.65.231 |Uited Sates |147. 237. 7. 216 |dover icf. 1| | S Ng Engine: QP Invalid I val id segnent retransmssi on. drop 22
Ret ransni ssi on Packet dr opped.
107. 223. 140. 164|hited Sates |147.237.77. 216 |dover.idf.il[dr op First packet isn't SYN drop 21
46. 19. 86. 73 | srael 147.237.72. 166 |aka.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 20
46.121.140.179 |israel 147.237.76.42 |refuah.idf.i|Bad TOP sequence - ;e”ansm't weh different wndow | oitor |19
97.93.115.135 |lhited States |147.237.77. 216 |dover.idf.il[dr op First packet isn't SN drop 19
50.87.144.145 |Wited Sates [147.237.77.216|dover.idf.il|dr op Frst packet isn't SN drop 18
54.244.22.103 |thited States |147.237.77. 216 |dover.idf.il[dr op First packet isn't SYN drop 15
66. 102. 7. 226 Lhited Sates |[147.237.77.216 |dover.idf.il{dr op First packet isn't SN drop 15
157.55.39. 145 |thited Sates |147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 14
157.55.39.1 Lhited Sates |[147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 14
79.181.217.103 |lsrael 147. 237. 77. 216 |dover. i of . i l[{dr op First packet isn't SN drop 14
66. 102. 7. 233 Lhited Sates |[147.237.77.216|dover.idf.il|dr op First packet isn't SN drop 14
192.0. 81. 17 Lhited Sates |[147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 14
66. 102. 7. 240 Lhited Sates |[147.237.77.216 |dover.idf.il{dr op First packet isn't SN drop 13
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 13
107.170.61.36 |hited Sates |147.237.77. 216 |dover.idf.il[dr op First packet isn't SYN drop 12
212.179.90. 106 |l srael 147.237. 77. 216 |dover. i of .i l|{dr op First packet isn't SN drop 12
66.102.8.238  |Uited Sates |147.237.77. 216 |dover. iof. 1| €AMNG Engine: TP Inval id nval i d segnent retransmssi on. drop 12
Ret ransni ssi on Packet dr opped.
198.58.103. 115 [thited Sates |147.237.77. 216 |dover.idf.il[dr op First packet isn't SYN drop 12
50. 18.94. 121 Lhited Sates |[147.237.77.216 |dover.idf.il{dr op First packet isn't SN drop 12
5.22.134.111 | srael 147.237. 77. 216 |dover.i df . i l[dr op Frst packet isn't SYN drop 12
104.189.90. 191 |[thited Sates |147.237.77. 216 |dover.idf.il[dr op First packet isn't SYN drop 11
204.236.155.84 |Wited Sates [147.237.77.216|dover.idf.il|dr op Frst packet isn't SN drop 10
157.55.39.175 |[thited Sates |147.237.77. 216 |dover.idf.il[dr op Frst packet isn't SYN drop 10
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|Top Attackers In V\AF|

A tacker

Devi ce

147.237. 72. 166/ gi yus/ f or um asp/ showf or um asp

count ry Target Address |Site Sgnature Acti on ‘Count
2.54.43.85 I srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 435
46. 19. 86. 94 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 358
46.19. 86. 94 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 244
46.10.86.94 [l srael 147.237.0.19 |nadimatal .idf.il Too My of the Sane Response Cbde (404) in Session from B ock 142
46. 19. 86. 94
2.54.43. 85 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 104
2.54.166.111 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 94
2.54.43.85 I srael 147.237.0.19 |madi matal .idf.il Distributed Too Many of the Sane Response Code (403) B ock 87
46.19. 86. 94 I srael 147.237.0.19 |madi matal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 75
37.26.149.193 |[lsrael 147.237.0.19 |nadi matal .idf.il D stributed Suspici ous Response Code B ock 60
2 54.43. 85 L srael 147.237.0.19 |madimatal .idf.il Too Many of the Same Response Code (403) in Session from 8 ock 20
2.54,43. 85
37.142.102. 216 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 6
66.33.204. 137 |Whited Sates [147.237.72.166|aka.idf.il Mil tipl e Unaut horized URL Access from 66. 33.204. 137 B ock 5
68.180. 228. 112 [Lnited Sates [147.237.77.216|dover.idf.il D stributed Suspicious Response Code B ock 2
84.95.247.58 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df .i|/giyus/|ogin/ B ock 2
54.244.22.103 |Wited Sates |147.237.77.216|dover.idf.il Unt raceabl e SSL Sessi ons: Qpen Mbde None 1
. . - D stributed Lhaut hori zed URL Access on
199. 16. 156. 125 |Lhited Sates |147.237.77.216|dover.idf.il Wi df i1/ p storagelfiles/ 7/ si ze220x0/ 17487, | pg B ock 1
5.175. 26. 46 Ger many 147.237.76.31 [nakchal .idf.il D stributed Suspici ous Response CGode B ock 1
98.7.109.156 |Uhited Sates |147.237.0.15 |kosher-kravi.idf.il Lhaut hori zed URL Access to /tnunbl ock. cgi B ock 1
66. 249. 67. 122 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
62.210.88.201 |France 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 51.254. 206. 142/ ht t pt est . php B ock 1
) . . Unhaut hori zed URL Access to
199. 59. 148. 209 [hited Sates [147.237.77.216|dover.idf.il Wi df i 1/i . storagel il es/ 9 si ze220x0/ 17479, j pg Bl ock 1
. . . Unaut hori zed URL Access to
68.180.228. 175 |Lhited States |147.237.77.74 [lawidf.il mag. i df i1/ 163- 7183- en/ pat zar aspx Bl ock 1
. . Unhaut hori zed URL Access to
66.249.64.56 [l srael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994- 8688- he/ r ef uah. aspx Bl ock 1
46.19. 86. 94 I srael 147.237.0.19 |madi matal .idf.il Too Many 404: Response Code per Session B ock 1
5.175. 26. 46 Ger many 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
98.7.109.156 [lnited Sates [147.237.0.19 |nadi matal .idf.il Unaut hori zed LRL Access to /tmunbl ock. cgi B ock 1
66. 249. 67. 234 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ r obot s. t xt B ock 1
64.79.85.205 |Uhited Sates [147.237.72. 166 aka.idf.il Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
206. 253. 226. 23 [Lited Sates |147.237.72.156|aman. i df . il Uhaut hori zed LRL Access to list.ips.gov.il/robots. txt B ock 1
79.182.192.35 |Israel 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to waw cogat . idf.il/894-en B ock 1
m ny- kosher - kravi . i i i
66. 249. 64. 137 |l srael 147.237.0.17 fy-koshe a d[1i1egal Paraneter Encoding rnd in . None 1
f.il mny-kosher-kravi . idf.il/aj ax/ creat ecapt chai nage. aspx
157.55.39.189 |Wnited Sates |147.237.76.86 |navy.idf.il thaut hori zed UR. Access to Bl ock 1
navy. i df.il/consol e/ core/ doc_ngr/doc_ngr. asp
5.175. 26. 46 Ger many 147.237.72. 166 |aka. i df . i | Uhknown Paranet er anp; docld in wwy aka. i df.il/giyus/forns/ None 1
- . Unhaut hori zed URL Access to
66.249. 67. 250 |[lsrael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ yohal an/ nai n/ nai n. asp B ock 1
64.79.85.205 |lhited Sates |147.237.72.166|aka.idf.il Unknown Paranet er anp; docld in aka.idf.il/giyus/forns/ None 1
) . . Unhaut hori zed URL Access to
208.115. 111.73 [Uhited Sates |147.237.77.74 (lawidf. il vwwv mag. i df . i 1/t enpl at es/ shar ed/ user cont rol s/ | obbyi nf ocent eri t ent Bl ock !
2.54.43. 85 I srael 147.237.0.19 |madi matal .idf.il Too Many 403: Response Code per Session B ock 1
. . Unaut hori zed URL Access to
66.249.67.65 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ edi m yoman/ yonan. asp Bl ock 1
46.121. 140. 179 [ srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx |Bl ock 1
. . . Unaut hori zed URL Access to
199. 16. 156. 124 |Whited Sates |147.237.77.216|dover.idf.il vawe i o i 1/si p storagel i1 es/ 7/ si ze220x0/ 17487 | pg B ock 1
5. 175. 26. 46 Ger many 147.237.72. 166 |aka. i df . i | Unknown Par aneter anp; docld in vwwy aka. i df.il/giyus/|ogin/ None 1
. . . . Unaut hori zed URL Access to
68. 180. 228. 109 [Lhited Sates |147.237.0.34 |tikshuv.idf.il vawn ti kshuv. i df .|/ shar e/ user cont rol s/ header upper / B ock 1
64.79.85.205 |Uited Sates |147.237.72.166|aka.idf.il Uhknown Par aneter anp; docld in aka.idf.il/giyus/login/ None 1
216.218.206. 66 |Lnited Sates [147.237.0.16 [ny-kosher-kravi.idf.il|Unhauthorized URL Access to 147.237.0. 16/ B ock 1
84.95.247.58 |lsrael 147.237.72. 166 |aka. i df . i | Unknown Paraneter anp in v aka.idf.il/giyus/|ogin/ None 1
66.249.67.71 | srael 147.237.72. 166 |aka. i df . i | tnaut hori zed R Access to B ock 1
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