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M aka.idf.il

Miawidf.il
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M atal.idf.il
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149. 78. 154. 69
B 168. 61. 42. 209
M 41.33.231.90
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 2567
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 986
198. 8. 80. 205 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 3
62. 219. 254. 22 I srael 147. 237.72. 167 ishurimaka.idf.il [Block Wip All Nets drop 3
172.56.7.3 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 3
189. 217. 166. 154 Mexi co 147.237.77. 216 dover.idf.il SYNHood full table drop 1
198. 12. 12. 163 Lhited Sates 147. 237. 76. 199 e. nakchal i df .i | Block Np All Net drop 1
146. 185. 239. 100 Russi an Federation 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 dr op 1
183. 60. 48. 25 Chi na 147.237. 76. 197 e. hinush.idf.il B ock Udp All Nets Con Limt drop 1
204. 42. 253. 2 Lhited Sates 147. 237.76. 86 navy. i df .i| Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Oount

52.1.90.117 Lhited Sates 147.237. 72. 166 aka.idf.il ]13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 8
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
182, 230. 30. 244|147 237 76,30 [KOr€a Republic | . o o o) ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force
46.151.52. 8 147.237.76.39 |lkraine nobi | e. mei tav.idf.i|[ET SCAN NVAP -sS wi ndow 1024 1
31 186 150 50 |147 237 828 |RuSSian o robil eks. i df | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Federation Potential Scan or Brute Force
210. 61. 150. 154 |147.237.76.34 [Tai van yohal an.idf.il ET SCAN Potential SSH Scan 1
188.138.9. 51 147. 237. 72. 167 |Ger many ishurimaka.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
113 58.35. 244 |147. 237 76. 30 |chi na i rush i | ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
46.151.52. 8 147.237.8.14 |kraine e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
40.115.58.160 |147.237.76.39 |[Wnited Sates nobi | e. nei tav. i df.i |[ET SCAN NVAP -sS wi ndow 1024 1
223.197. 167. 219(147. 237. 76. 148 |Hong Kong gqcenter. aka.idf.il [ET SCAN NVAP -sS wi ndow 3072 1
210.61. 150. 154 |147.237.76.34 |[Taiwan yohal an.idf . il ET SCAN NVAP -sS w ndow 1024 1
188.138. 9. 51 147. 237. 76. 147 |Ger many chinuch.aka.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Addr ess ‘Ste ‘S|gnature
54.187.55.213 |Whited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 320
149.78.154. 69 |Israel 147.237.77. 216 |dover.i df .il [dr op Frst packet isn't SYN drop 243
168.61.42.209 |[nited Sates [147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 108
68.111.134.214 |Whited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 55
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.i df .il [dr op First packet isn't SYN drop 51
54.72.73.168 Irel and 147.237.77. 216 |dover.i df il [dr op Frst packet isn't SN drop 46
41.33.231. 90 Egypt 147.237.77. 216 |dover.i df .i 1 |dr op First packet isn't SN drop 42
52.16.5.197 Lhited Sates |147.237.77. 216 |dover.idf.il |[dr op First packet isn't SYN drop 39
68.180.228. 112 |Lhited States |147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 37
24.45.51. 217 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 35
Sreaming Engine: TGP Invalid i i ssi
66.102.7.240  |lnited Qates |147.237.77. 216 |dover. idf il 9 =g Invalid segnent retransmssion drop 34
Ret r ansni ssi on Packet dr opped.
54.72.0.55 Irel and 147.237.77. 216 |dover.i df . il [dr op Frst packet isn't SN drop 34
84.94.176.7 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 33
66. 102. 7. 233 Lhited Sates |147.237.77. 216 |dover.idf.il|dr op First packet isn't SYN drop 30
212.199. 182. 150|l srael 147.237.77. 216 |dover.i df il [dr op Frst packet isn't SN drop 27
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.i df .il [dr op Frst packet isn't SN drop 25
202. 165. 203. 64 gafﬁsa'\bw 147. 237.77. 216 |dover. i df . i 1|dr op Frst packet isn't SIN drop 25
62. 83. 140. 53 Sai n 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 25
Sreaming Engine: TGP Invalid i i ssi
109. 66.26. 141 |Israel 147.237.72. 166 |aka. i df .i 9 =g Invalid segnent retransmssion drop 24
Ret r ansni ssi on Packet dr opped.
66. 102. 7. 226 Lhited Sates |147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 22
24.214.201. 114 |Whited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 21
208.115.113.89 |Lhited States |147.237.77. 216 |dover.idf.il|dr op First packet isn't SYN drop 20
157.55.39.145 [lhited Sates [147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 20
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 19
Sreaming Engine: TQP Invalid i i ssi
66.249. 65.231 |lhited Sates |147.237.77. 216 |dover.idf.il 9 =9 Invalid segnent retransmssion drop 18
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
66.102.7.233  |United Sates [147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. drop 18
Ret r ansni ssi on Packet dr opped.
50.87.144.145 |Lhited States |147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 18
189. 217. 166. 154 |Mexi co 147.237.77. 216 |dover.i df . il [dr op Frst packet isn't SN drop 17
Sreanming Engine: TCP Invalid i i ssi
66.249. 65.224 |Uited Sates  |147. 237, 77. 216 |dover. i df .1 9 =9 Invalid segnent retransmssion. drop 16
Ret r ansni ssi on Packet dr opped.
109. 200. 30. 154 LK*i"rf:gom 147. 237.77. 216 |dover. i of .i1|dr op First packet isn't SIN drop 14
80. 246. 133. 245 |l srael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SWN drop 12
162.243.69. 172 |Lnited Sates [147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 12
Sreaning Engine: TGP Invalid i i ssi
66.249. 65.238 |Uited Sates |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dr opped.
142.161. 71. 252 |Canada 147.237.77. 216 |dover.i df .il [dr op Frst packet isn't SYN drop 11
54.244.22.103 |Whited Sates |147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 10
157.55.39.175 |lhited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 9
41.33.231.90 Egypt 147.237. 77. 216 |dover.idf.i||dr op SAMrul e drop 9
82. 80. 25. 221 | srael 147.237.77. 216 |dover.i df il [dr op First packet isn't SYN drop 8
45. 33. 126. 207 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 8
208.115.111. 73 |lhited States  |147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 8
79.181.5. 146 | srael 147.237.77. 216 |dover.i df.il [dr op First packet isn't SYN drop 8
188. 165. 15. 14  |Fance 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 8
92.247.181.31 |Bulgaria 147.237.77. 216 |dover.i df .il [dr op First packet isn't SYN drop 8
66. 102. 7. 240 Lhited Sates |147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SYN drop 8
41.33.231. 90 Egypt 147.237.77. 216 |dover.i df .il|dr op drop 7
198. 8. 80. 205 Lhited Sates |147.237.77. 216 |dover.idf.il |[dr op First packet isn't SYN drop 7
66.249. 65. 231  |lsrael 147.237.77. 216 |dover.i df il [dr op Frst packet isn't SYN drop 7
72.167.232.160 |Whited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 6
103. 3.81.98 Phi | i ppi nes 147.237.77. 216 |dover.i df .il [dr op First packet isn't SYN drop 6
Sreaning Engine: TCP Invalid i i ssi
87.68.78.0 I'srael 147. 237.77. 243 |nobi l e.i df . | 9 =g Invalid segnent retransmssion. drop 6

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

At acker

Devi ce

count ry ‘Target Address |Site Sgnature Acti on ‘Count
84.94.176.7  |israel 147.237.0.19 |madimatal .idf.il gzog'frly?e;(’f?the Same Response (ode (404) in Session from B ock 369
84.94.176.7  |israel 147.237.0.19 |madimatal .idf.il Too Many of the Sane Response Cbde (403) in Session from B ock 121
84.94.176.7
84.94.176.7 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 104
157.55.39.31 |whited Sates [147.237.77.216|dover.idf.il D stributed Suspicious Response Code B ock 1
: . . Unaut hori zed URL Access to
68.180.228. 175 [Lhited Sates |147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994- 9698- he/ r ef uah. aspx Bl ock 1
66.249.67.6 I srael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
188. 165. 15. 14 |France 147.237.77.216|dover.idf .i | Suspi ci ous Response Code B ock 1
68.180. 230. 244 |Lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1235-he/ atal . aspx |Bl ock 1
54.205.162. 139 |Lhited Sates |147.237.77.176 [nat pash. i df . i | Miltiple URL is Above Root Directory from54. 205. 162. 139 B ock 1
. . Ml ti pl e Uhaut hori zed Method for Known URL from
88.198. 16. 122 |Ger many 147.237.72. 166 [aka. i df . i | 88. 198. 16. 122 Bl ock 1
66.249.67.71 |lsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ Bl ock 1
. ny- kosher-kravi .idf.i .
198. 20. 69. 74 Lhited Sates 147.237.0. 16 | Unaut hori zed URL Access to 147.237.0. 16/ B ock 1
62.90. 140. 250 |israel 147.237.72. 166 |aka. i df . i | Wnaut hor i zed Met hod HEAD f or B ock 1
wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
88.198. 16. 122 |Ger many 147.237.72. 166 |aka. i df . i | Uhaut hor i zed Met hod HEAD for ww aka. i df . il/giyus/ mai n/ B ock 1
66.249.78. 4 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1444-he/ atal . aspx |Bl ock 1
208.115.111. 73 |Lhited Sates |147.237.72.166|aka. i df.i | Unaut hori zed URL Access to aka.idf.il/yohal an/foruns/ B ock 1
84.94.176.7 I srael 147.237.0.19 |nadimatal .idf.il Too Many 403: Response Code per Session B ock 1
62.210.88.201 |France 147.237.76.39 |nobile.neitav.idf.il [Uauthorized URL Access to wwu googl e. pl / search B ock 1
. . Uhaut hori zed URL Access to
151.80.31.142 |[italy 147.237.77. 216 |dover. i df . il 147. 237.77. 216/ 1133- 18485- he/ dover . aspx Bl ock 1
66.249.78.11 |Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
. . Uhaut hori zed URL Access to
66.249.64.56 [lIsrael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel {1 | es/ 0/ 3350, | pg B ock 1
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