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212.199. 182. 150
Il 66. 249. 65. 238

Top Attackers




11-08-2015-03:04:08 to 11-08-2015-04:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action [Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 2505
79.182.216. 72 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 30

109. 67. 220. 168 | srael 147.237.77. 216 dover.idf.il |[SINHood full table drop 4

92. 96. 80. 57 Lhited Arab Bnrates 147.237.77.216 dover.idf.il |[SINHood full table drop 3

62. 219. 254. 22 I srael 147.237.77. 216 dover.idf.il [Bock Wp Al Nets drop 3
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |HTTP-M SG S owl ori s- DO5- Var 1 dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

5.9.138. 211 Ger many 147.237.77. 216 dover.idf.il C1000106: HITP: naj esti ¢ bot B ock 1
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|Top Attackers In |D|

Target Address

At acker

Signature

Count ry

66.249.73.212 |147.237.77.176|United Sates |natpash.idf.il |ET SCAN NVAP -sA (2) 140
41.33,231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 5
195. 34. 150. 18 |147. 237. 77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
41.96.27.171  |147.237.77.216|A geria dover.idf.il |ET VB SERVER Script tag in LR, Possible Goss Ste Scripting Attenpt2
. L ET VBB SERVER /systen82/ in Wi - Possible Protected Directory Access
41.96.27.171 147.237.77. 216 (A geria dover.idf.il — 2
At t enpt
41.96.27.171  |147.237.77.216|A geria dover.idf.il [SQL Injection - Select From 2
41.96.27.171  |147.237.77.216|Ageria dover.idf.il |SERVER || S cnu. exe access 2
_ L C5- WNDOM M crosoft Forefront UAGjavascript handler in LR XSS
41.96.27.171 147.237.77. 216 |Ageria dover.idf.il 2
at t enpt
41.96.27.171  |147.237.77.216|A geria dover.idf.il ET WEB SERVER crd. exe In UR - Possi bl e Command Execution Attenpt (2
41.96.27.171  |147.237.77.216|Ageria dover.idf.il  |ET WEB SERVER Possibl e SQL Injection Attenpt SHECT FROM 2
) o ET VBB SERVER /bin/sh In UR Possible Shell Command Execution
41.96.27. 171 147.237.77. 216 |A geria dover.idf.il — 2
At t enpt
41.96.27.171  |147.237.77.216|A geria dover.idf.il  |SQ url ending in coment characters - possible sqgl injection attenpt |2
41.96.27.171  |147.237.77.216|A geria dover.idf.il |SERVER WEBAPP /etc/passwd fil e access attenpt 2
41.96.27.171  |147.237.77.216|A geria dover.idf.il |PQLICY-OTHER script tagin UR - likely cross-site scripting attenpt |2
41.96.27.171  |147.237.77.216|A geria dover.idf.il GPL WEB SERVER / et ¢/ passwd 2
198.52.97.85  [147.237.77.216|lhited Sates |dover.idf.il [ET WEB _SERVER Fake Googl ebot UA 1 | nbound 1
188.138.9.51  |147.237.76. 176 |Ger many test.ncore.idf.ijlET SCAN NVAP -sS wi ndow 1024 1
27.147.156.5 |147.237.0.200 |Bangl adesh . i df il ET SCAN NVAP -sS w ndow 3072 1
27.147.156.5 |147.237.0.200 [Bangl adesh mdu.iof il ET SCAN NVAP -f -sS 1
31.6.71. 154 147. 237. 76. 197 |Pol and ehinush.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
120. 107. 144. 49 |147. 237. 72. 156 |Tai van aman. i df.il ET SCAN NVAP -sS wi ndow 1024 1
27.147.156.5  |147.237.0.200 |Bangl adesh rdu. i df i | ET SCAN NVAP -sS w ndow 2048 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 155
54.187.55.213 |lhited States |[147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 75
108.59.253.71 [lhited Sates [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 61
54.244.22.103 |Wited Sates |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 51
37.26.146. 175 |lsrael 147.237.77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 36
212.199. 182. 150|l srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 29
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 28
54.72.73.168 Irel and 147.237.77. 216 |dover.i df .i|dr op First packet isn't SYN drop 27
52. 16. 5. 197 Lhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SYN drop 26
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 25
62. 83. 140. 53 Spai n 147.237.77. 216 |dover.i df .i|dr op First packet isn't SYN drop 25
142.161. 71. 252 |Canada 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 23
12.250.192. 226 |Uhited Sates [147.237.77.216|dover.idf.i|dr op First packet isn't SYN drop 23
41.33.231.90 Egypt 147.237.77. 216 |dover.i df .i|dr op First packet isn't SYN drop 21
66.249. 65,238 |Uited Sates 147,237, 77. 216 |dover. iof. [ CAM NG ENgine: TCP Invalid Invalid segnent retransmssion. Packet |, 20
Ret r ansni ssi on dr opped.
68.180.228.112 |lLhited States |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 20
185. 26. 182. 37  |Europe 147.237. 77. 216 |dover. i df .i|dr op First packet isn't SYN drop 14
99. 224.238.30 |Canada 147. 237. 77. 216 |dover. i of .i |dr op Frst packet isn't SN drop 13
104.34.185.61 |hited Sates [147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 12
41. 33. 232. 66 Egypt 147.237. 77. 216 |dover. i df .i|dr op First packet isn't SYN drop 12
100. 100. 7. 188 147.237.72. 166 |aka.idf.il |dr op Frst packet isn't SYN drop 12
50. 87. 144. 145 Lhited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 12
66. 102. 8. 238 Lhited Sates [147.237.77.216|dover.idf.i|dr op First packet isn't SYN drop 11
40.77.167.9 Lhited Sates [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 11
212.179.90. 106 |[Israel 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 10
82. 80. 25. 221 | srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 10
66. 249. 65. 238 |l srael 147. 237. 77. 216 |dover. i of .i |dr op Frst packet isn't SN drop
208.115.111.73 |Wited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SWN drop
66.249. 65,231 |Uited Sares |147.237.77. 216 |dover. iof. [ C2M NG Engine: TGP Invalid Invalid segnent retransmssion. Packet |, . 8
Ret r ansni ssi on dr opped.
109. 200. 30. 154 LKJ?ir:;gom 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 8
176.13.15. 153 |l srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 8
157.55. 39. 31 Lhited Sates [147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 8
157.55.39.175 |Uited Sates [147.237.77.216|dover.idf.i|dr op First packet isn't SN drop 7
66. 102. 8. 233 Lhited Sates [147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 6
41. 33. 231. 90 Egypt 147. 237. 77. 216 |dover. i of .i|dr op SAMrul e drop 6
96. 59. 65. 90 Lhited Sates [147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 6
79.182.216.72 |lsrael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 6
208.115.113.89 |Lhited States |[147.237.77.216 |dover.idf.i|dr op First packet isn't SN drop 6
66.240. 65,224 |Uited Sates |147. 237, 77. 216 |dover. i of [ €AM NG BNgine: TCP Inval i d Invalid segnent retransmssion. Packet |, 6
Ret r ansni ssi on dr opped.
84.109. 235. 140 |l srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop
173.214.173. 227|United Sates [147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop
157.55.30.24  |uited Sares |147. 237,77, 23a|re ag i o i | T SAM NG Engine: TCP Invalid Invalid segnent retransmssion. Packet |, ., 6
Ret r ansmi ssi on dr opped.
40. 77. 167. 67 Lhited Sates [147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 6
46.19. 85. 119 I srael 147.237.77.74 |lawidf.il [Bad TCP sequence Invalid ACK nunber noni t or 6
125.254.18.78 |Australia 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 5
40. 77. 167. 20 Lhited Sates [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 5
157.55.39. 145 |[Uhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SN drop 5
69. 65. 79. 111 Lhited Sates [147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 5
195. 34.150. 18 |Austria 147. 237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 5
64.233.172.163 |Wited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 5
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|Top Attackers In V\AF|

At acker
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Devi ce

Site Action

Target Address Sgnature

‘Count

Uhaut hori zed URL Access to

147. 237. 72. 166/ mai n/ gi yus/ gener al . aspx

208.115.111. 72 |Lhited States |147.237.76.86 |[navy.idf.il navy. i df . 1/ gi yus/ f or ud asp/ showf or um asp Bl ock

107. 150. 56. 165 |Lhited Sates [147.237.76. 147 |chi nuch. aka. i df .i | Unaut hori zed URL Access to ww cl oud. ph/ Bl ock

64.19.78.242 |uhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to 147.237.77. 216/ B ock

188.165. 15. 14 |France 147.237.77.216|dover. i df . i | Suspi ci ous Response Code B ock
. . Unhaut hori zed URL Access to

66.249.67.71 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ rmi / smal i nd showbi g. aspx B ock

109. 64. 108. 28 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Mst hod HEAD f or B ock

ww aka. i df . i1/ mai n/ gi yus/| ogi n. aspx

. . Unhaut hori zed URL Access to

66.249.64.51 |Israel 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ si p st or age/ fi | es/ 8/ 1528. png B ock

207.46.13.102 |Lhited Sates |147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ B ock

. . D stributed Whaut hori zed URL Access on
66. 249. 67. 250 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ nai 1/ gi yus/ gener al . aspx B ock
. . D stributed WUhaut hori zed URL Access on

37.26.146.175 |Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock
) . . Unhaut hori zed URL Access to

157.55.39. 24 Uited Sates [147.237.77.176 |nal pash. idf.il WA cogat . i df . i1/ civiladmni stration/ gover nment / pages/ j usti cel. asp B ock
. . Uhaut hori zed URL Access to

66.249.64.61 |Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 994- 8853- he/ r ef uah. aspx Bl ock

) . . Unhaut hori zed Met hod HEAD f or

67.212.175. 138 |Lhited Sates [147.237.72.166|aka.idf.il vow aka. i df i 1/ yohal an/ mai n/ mai n. asp B ock
. . Uhaut hori zed URL Access to

37.26.149.128 |israel 147.237.77.234|hal ag. i df . il 147. 237, 77. 234/ i nages! shar ed/ bul | et 1. gi f Bl ock

-kosher -kravi . i df .

157.55.39. 141 |lhited Sates |147.237.0.16 Inly Uhaut hori zed URL Access to waw ny-kosher-kravi.idf.il/robots.txt |B ock
. . Uhaut hori zed URL Access to

66. 249. 65. 223 |l srael 147.237.77. 216 (dover. i df . il 147, 237.77. 216/ 1133- 19396- he/ i df gdover . aspx Bl ock

68.180. 228. 112 [Lhited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin waw i df . il/1414- he/ dover. aspx |B ock

46.121.40.123 [Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx  |B ock

157.55.39. 248 |[nited Sates [147.237.77.176 |nat pash.idf.il Unaut hori zed URL Access to 147.237.77. 176/ robots. txt B ock

66.249.67.59 |l srael 147.237.72. 166 |aka. i df . i | Distributed Whaut horized LRL Access on B ock
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